HCUCM 11.5E ESIPE M LA A F & 4B
EI(MRA)

H 3%

]

%

o

7 |\

off
SH
o
=S

e
‘%_I;

E A H

ds 5

=

BLiE
P 45 B

\

Al
Il
Iy

/’

[= R

2

=
\
R

‘ft:;‘f%ﬁ
& (o

B
ri
ot
B

I

)

AL HA 4B Cisco Unified Communications Manager(CUCM) RV I8381TH |, Z1T R IESFW AL
(SIP)REGISTER/E SHRETHMANAFIDEHRIEE |, M B #I{XIEExpressway L iR it & {356 iF
B

SR
ER
Cisco BT TER :

. CUCMEEMNEE

. SIPIMY

- L35UE (S BR 55 85 (VCS)Expressway
35 F By A 4
AN EEETUTRENMEERA

- BRG-EEEERMSRESRAK

- DLSTUE (S PR S5 85 (VCS)Expressway

ANEPHEEHRETHESREFREFHNERZRREN. AXHPFEANMERERVERXAR
M (BIAN) BE. MREEHMELTEIRS , FRRETHMEGSHNEEEN,
ERER

Hx, HRBELEXARZRPHTTP)XEAF A MEZER |, B Video Communication



Server(VCS)Expressway# TR & XM M. ARE , ExpresswayXN AR B#TH BRI , &
FiIREHLERCUCMIEM , MEFH —SRIE,

T AR , IECUCMK ZESIP REGISTEREEHBRAFIDEREE EBKE, Bidthhae

, UserIDTESE M BICUCMZ BT RIHEITIRIN ; Bk , ARBAS/RAMEHIEZIRMT —RRFP, X
#IRSIP REGISTERE RN , BMXEERMA P XKW ERIRRNH#TEM. MR EESREFWAF
ID<EBX , MSEMSIELE40100 S 4LHT

HRARIER

- CSCuu97283
- CVE ID CVE-2015-6410
PR 1

- R MSIPEF
- ARHSEM A Z 0

[T
R&E

ERRVEH (IBREEHEY )

BT HEE :

External Network oMz Enterprise Network

sy
200 OK o )
45/ = &0 M
srmone VCse ViCse cucm On-Prem
ou Inside Device
nivinten Firewall '
REGISTER sip
from user YYY
when it reaches CUCM |
Username: XXX
Password :**eeee
Authenticated £ REGISTER sip
User: XXX from XXX

HATAEE


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu97283
/content/CiscoSecurityAdvisory/cisco-sa-20151209-ucm

External
Network

Enterprise

A
= = |:ﬁ

%

password via http On Prem Device

SIP Device Outside Inside cucm
= Firewall Firewall

Authenticates
Userld

3. SIP Device sends REGISTER request and Expressway appends
the previously authenticated userid in the Contact header

4, CUCM responds with 200 OK or 401 Unauthorize on checking
whether it is an authorized user trying to register this device
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&3 Communications Manager(CCM)Service Parameter/s Fi%3hAE. BIAMBERT , BRATITFFIR
X, LEH—TERE,

False False

v
Delay Sending 181 until 180/183 message is received * True - True
Fail Call Qver SIP Trunk if MTP Allocation Fails * False - False
Log Call-Related REFER/NOTIFY/SUBSCRIBE SIP Messages for Session Trace * True [+ True
Port Received Timer for Qutbound Call Setup * 2 2

SIP Registration Authorization Enabled * True - True

There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

-Clusterwide Parameters (Feature - General)
¥iur
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CUCMK ZREGISTERY B M Bk R AIRL , SUEExpresswayit &

Contact: <sip:ffeffb75-880e-f58f-a8ec-f5025d0f 9136@L0. 50. 179. 6: 5060; t ransport =t cp; ori g-



host port=192. 168. 0. 121: 55854>; +si p. i nst ance="<ur n: uui d: 00000000- 0000- 0000- 0000-
00506005457e>"; +u. si p! nodel . ccm ci sco. con=" 604" ; +u.sip!userid.ccm.cisco.com="mjavie
r"; +u. si p! seri al no. ccm ci sco. conFA1AZ20D00153; audi 0=TRUE; vi deo=TRUE; nobi | i t y="fi xed";
dupl ex="ful | "; descri pti on="TANDBERG- SI P*

#1 3R (AuthorizationErrorwithWarningLevel)

HSIPEMBR KMt , TLAE 7] LA A 7 B R (AuthorizationErrorwithWarningLevel)

addressing, but did not specify an IPv6 address, Reset the device to resolve the problem. If the problem persists, restart the Cisco CallManager service.

34 SourceVerificationForSoftwareMediaDevicesFailure - This applies to Annunciator (ANN) and Music on Hold (MOH) servers only. When the enterprise parameter
Cluster Security Mode is set to 1 (mixed mode) and the Unified CM service parameter Enable Source Verification for Software Media Devices is set to True, the
source IP address of an ANN or MOH server will be verified to be one of the Unified CM nodes in the cluster. When this alarm occurs with value 34 as the reason,
it means that the IP address of the ANN or MOH server is not a recognized node in the cluster, Because ANN or MOH servers currently can only be installed on 2
Unified CM node, an unknown server that registers an untrusted device as an ANN or MOH server could indicate a security breach, The IP address of the device
trying to register is included as part of the alarm; use the IP address to determine whether an unapproved server is attempting to register or if 3 network address

does not match with any of the configured values in Unified CM (Owner User ID in phone configuration page and User ID associated with the device in EndUser
page); or 2) If there are more than one userid present in the Contact header of SIP REGISTER message, that is considered as a security risk. Check the CUCM

y ¥
AuthorizationError - (SIP devices only) Device registration failed due to one of the following reasons: 1) userid in the Contact header of SIP REGISTER message
configuration as mentioned above to see whether authorized user is trying to register this particular device.

TP HERR

ECCMIRER A A i P ERBINE R
BRI RBURBI

B 1 :

00013222. 041 | 15:46:20.792 | Applnfo | SIPStati onD(7) - User Authorized - Phone Config page
FE2:

00015642. 041 | 16: 01:39.112 | Applnfo | SIPStati onD(9) - User Authorized - EndUser page

RN E R KRB

00186341. 041 | 13:17:37.187 | Applnfo | SIPStati onD(133) - User: shree is unauthorized to register
a device

00186341. 042 | 13:17:37.187 | Applnfo | SIPStati onD(133) - sendRegi sterResp: non-200 response code
401, cchld 2303, expires 4294967295, warning Authorization failure -

Unaut hori zed user for this device 00186341.043 |13:17:37.188 | Applnfo

| EndPoi nt Tr ansi ent Connecti on - An endpoint attenpted to register but did not conplete

regi stration Connecting Port:5060 Device nane:

SEPCD1111000015 Devi ce type: 647 Reason Code: 35 Protocol : SIP Device MAC address: CD1111000015
Last Si gnal Recei ved: Sl PRegi sterlnd StationState:wait_register App ID: G sco

Cal | Manager Custer 1D:10.77.29.71 Node ID: CuCM 71 00186341. 044 | 13:17:37.188

| Al ar MMar n] Al ar nCl ass: Cal | Manager, Al arnNane: EndPoi nt Transi ent Connecti on, Al arnfSeverity:
War ni ng, Al arm\vessage: , Al arnDescription: An endpoint

attenpted to register but did not conplete registration, Al arnParaneters: ConnectingPort: 5060,
Devi ceNane: SEPCD1111000015, Devi ceType: 647, Reason: 35, Protocol: SIP,

MACAddr ess: CD1111000015, Last Si gnal Recei ved: Sl PRegi sterlnd, StationState:wait_register,

Appl D: G sco Cal | Manager, Cluster|D:10.77.29.71, Nodel D. CuCM 71, 00186346. 000 |13:17:37.189

| SdI Si g | SI PRegi sterResp |wait | Sl PHandl er (1, 100, 80, 1) | SIPStationD(1, 100, 74, 133)

| 1,100, 14, 772. 2710. 77. 29. 189"SEPCD1111000015 |[T: N-H: 0, N: O, L: O,

V:0,Z:0,D: 0] ccbl D= 2303 --TransType=1 --TransSecurity=0 Peer Addr= 10. 77. 29. 189: 5060 r espCode=
401 action= 2 device=
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