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AXHREEARENER,
ERRNAH
AP ERET U TRENMELRA :

. Cisco Unified Communications Manager (CUCM) 11.5 kX
AXEFHNEEHRETREXIRERRINRERFEN. AXHFEANMERZZNEIRAR
(BN ) BE, MRAEEANREXING , FRRAREKELTHRAEG SHBERN,

Aol
R&HE

SPOKE CLUSTER HUB CLUSTER

ILs ‘-‘-‘-)

MK

10.106.104.201 10.106.104.220
cucmll.adfs.ucce.com cucmll50.adfs.ucce.com

[T
BE\ERR 2B ERRBE S 0WIE

& FCUCM Administration 1 , $fin ZAdvanced Features > ILS Configuration.
FEILS Configuration ( ILSELE ) EOF , £ Use Password(fE A #15) &L 4E.

EE®G , RAERESave. ILSMEHEERHNOSLIMEE,

- ILS Authentbcation

Use TLS Certficaies

! Use Passwornd
Password ' 000000 Gasassess

Confsm Password * PR

Rote: If you ane using CA Signed [dentified Certificates without exchangeng certificates, the Password must be provisioned with “Use TLS Certificate”™

FE2EHEZAEATLS S B HIE

EFEAEE , BHRERENILSHE —B 0T E £ E £ Htomcat-trusth S A B EF Tomcatilk




Po

ZECUCMEBEED  SHEMATHEE> ILSEHE. EILSEBE NS |, PILSHEHRIETAERTLSIE
P EIRAE,

< ILS Authentication

¥ Use TLS Certificates

Uge Password

PRI 000 [ieaseiameemie s
Confirm Password ®  sssssssassssasasssnsnnsns

Mobe: If you are using CA Ssgned Identified Certificates without exchanging certificates, the Password must be provisionsd with “Use TLS Certificate”™

FEEHECAFERATLSHER S HRIE.

HENRRZE , MRBEASBIEBARI(CA)ZESR , WEERXR S ALER 2B TomcatiE L2
MTLSHE#, A ZETMCUCM 11.5R EERAIKRE,

EFEAREE , FRRERNILSHE —HBoWMEERHTEEHNAIHCAZ B Wtomeatit$ |, HE
L CARRIE B FE Ftomeat-trustd, A\ | ILSNEFRFMEEFHN ASSLAMEE,

ECUCMEEHR , SMEILSHMARIE THERIIEE> ILSEE |, R EATLSIERNERABBEIL
o

~ ILS Authenticathon

ol Uge TLS Cemificates
¥ Use Password
]
PSS wand T T T T T

1]
Confirm Passwond T T T T e

Nobe: If you are usng CA Sgned [dentified Ceruficates without exchanging certificabes, the Password must be provssoned with “Use TLS Certilicate”

FE4EERESERBEOREMAGRITLSS BRIE,

XREATLSH S —MAE  MRBEZHBANABCAZR , WEERXX S ATomcatiEF, XX FTF
XEFHEIN11.528IHICUCMIRAIEE B A,

EHERALSE, FRRERNILSRE —BrN P EEHBEEHNAIBCAZ R WtomcatiE$H , HE
Ltk CARY AR E +5 71 Ftomcat-trustH,

BEEAEAZESNRIEMMALER, ECisco Unified CMEREFH | SMESHRTIEE> ILSKHE. EILSH
HBRIET | EPEARBEIEE, EEZEB, Click Save.

MASERR | FFimHM RS 2R mAY B8 L E



~ ILS Authentication

Use TLS Certficates
* Use Passwond
FPassward ® @ 2===00000 sssassass

Confirm Password *  pasessss «

Rote: If you ang using CA Sigreed [Oentilied Certificates without exchangeng certficabes, the Password must be provisioned with “Use TLS Certilkcate”

BIEREE  BEARIEFEERNTLS, ECUCMEREH  SMEBRIHEE> ILSEE, 7EILS
Configuration ( ILSELE ) B O , EHILS Authentication ( ILSE 3 KE ) THUse TLS
Certificates ( SEATLSIEH ) Eik4E,

- ILS Authentication —

¥ use TLS Cemificates
Use Passwond
Password 0000 | pissensnssssasassnasanee

- o - W
Confirm PaSswont © 000 | sssssssssssssssssssssasss

Naoke: If you are using CA Signed Identified Certificates without exchanging certificates, the Password must be provissoned with "Use TLS Certificate”
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Chals Ku% s Linil i, S Fidm Lhertae] Fonde D) L el 1P Dol e ] i il NeruPedded dlu -
- E] Hirh  {iscal (haster U RE BT A g U sl [rr—
% P e { PR Wy K ) 2L E 50% i L5 10 e Drpacraat

fE A Hrun sql select * from remotecluster? i T B FF ¥ H5 5

B HERR

RN EEFREK RSN IFHRERS 5RE Ndebug trace level ( ¥4 ) o
IRERMAIE : activelog /cm/trace/ils/sdl/
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00154617. 001 | 16:58:42.888 |Applnfo |IlsD IlsHandl er: 11s::wait_Sdl Connectionlnd(): New
connecti on accepted. DeviceNanme=, TCPPid = [1.600.13.5], |PAddr=10.106.104.201, Port=37816,
Control |l er=[1, 20, 1]

00154617. 002 | 16:58:42.888 | Appinfo |11sD Ils::Connectlnd TCPPid([1, 600, 13, 5]),
Peer | P/ Port (10. 106. 104. 201: 37816), Local | P/ Port (10. 106. 104. 220: 7502) (10. 106. 104. 201: 37816)

00154618. 012 | 16:58:42.889 | Applnfo |11sD ::Connectlndlnner Server Connection to

Peer | d(f 7f 885dcaca845f 18f 3b7e583f f 6¢457), TCPPid([1, 600, 13, 5]),
Peer | P/ Port (10. 106. 104. 201: 37816), Local | P/ Port (10. 106. 104. 220: 7502) TLSReq(f) establi shed

SpokeH W BHEFRE :

00145095. 017 | 16:58:42.878 | Applnfo |Il1sD Ils::ConnectReq(): Requesting Connection to
| pAddr ( 10. 106. 104. 220), | pPort (7502), TLSReq(f)

00145095. 018 | 16:58:42.878 | AppIlnfo |IIsD Ils::ConnectReq() Pub | P/ Port(10.106.104.220: 7502)
Pri 1P/ Port(:7502) TLSReq(fal se)

00145095. 024 | 16:58:42.879 | Applnfo |11sD Ils::processConnectReq Initiating non-TLS Connection

00145096. 001 | 16:58:42.881 | Applnfo |11sD Ils::ConnectRes() appCorr(1029) TCPPi d([1, 600, 13,
5]), Peerl| P/ Port(10.106.104.220: 7502), Local | P/ Port (10.106.104. 201: 37816) TLSReq(f) found

00145096. 002 | 16:58:42.881 | Applnfo |I11sD DEBUG 0000FAQE): Cient Connection to
peer | d(00000000000000000000000000000000) i pAddr (10. 106. 104. 220) i pPort(7502) TLSReq(f) succeeded

00145097. 010 | 16:58:42.896 | Applnfo |IIsD ::Connectlndlnner starting to

Peer 1 d( 77¢59d0960cc4f dc959168a3d686a6de), TCPPid([1, 600, 13, 5]),
Peer | P/ Port (10. 106. 104. 220: 7502), Local | P/ Port (10.106. 104. 201: 37816) TLSReq(f) establi shed

SXBREEMBPL , EHTFHETEERAY

DecryptDatak ¥ , 5485 A E R HIILSPwdAuthenticationFailed Bk &R RZB R TE,

S&RPHETRE

00155891. 005 | 17:25:26.197 |Applnfo |I11sD IlsHandl er: wait_Sdl Datal nd EncrUtil:: decryptData
failed. DeviceNane=, TCPPid = [1.600.13.7], |PAddr=10.106.104.201, Port=40592,
Control l er=[1, 20, 1]

00155891. 006 | 17:25:26.197 | Applnfo |I1sD wait_Sdl Datal nd sendi ng ILSPwdAuthenticationFailed
alarmw th | PAddress= 10. 106. 104. 201; nAl ar medConnecti ons count= 1

AR HETERACEMERAMN  ERAEPHHEIRBHEE,

B E2WILSEM B EF 5 #
% X 6 A TLS 5 43 30 R ZhEAR B 0

E&RPHETRE

00000901. 001 | 15:46:27.238 |Applnfo |IIsD Ils::VerifyCertificatelnfo(): peer certificates are
in certificate store



00000902. 008 | 15:46: 27. 240 | Applnfo |11sD ::Connectlndlnner Server Connection to
Peer | d(f 7f 885dcaca845f 18f 3b7e583f f 6¢457), TCPPid([1, 600, 17, 4]),
Peer | P/ Port (10. 106. 104. 201: 60938), Local | P/ Port (10. 106. 104. 220: 7501) TLSReq(t) establi shed

MSpokeld FARBER :

00000646. 001 | 15:46:27.189 |AppIinfo |IIsD Ils::VerifyCertificatelnfo(): peer certificates are
in certificate store

00000647. 006 | 15:46:27.199 |Applnfo |IIsD ::Connectlndlnner starting to

Peer 1 d( 77¢59d0960cc4f dc959168a3d686a6de), TCPPid([1, 600, 17, 3]),
Peer | P/ Port (10. 106. 104. 220: 7501), Local | P/ Port (10. 106. 104. 201: 36115) TLSReq(t) establi shed

HEERK  AAFOHNTomcatiEBREDSZHEA

3k B2 X9 A A& TR R A0 UE P I0AIE K K
SpokeF Y HEFE :

00001821. 000 | 16:34:01.765 | Applnfo |[1, 600, 17, 5]: Handl eSSLError - Certificate verification
failed: (Verification error:18)- self signed certificate for 10.106.104.220: 7501

00001822. 000 | 16:34:01.765 | Applnfo |[1, 600, 17, 5]: Handl eSSLError - Certificate verification
failed for 10.106.104.220: 7501

00001827. 002 | 16:34:01.766 |Applnfo |11sD Ils::wait_Sdl Connect ErrRsp sendi ng
| LSTLSAut henticationFailed alarmwith Clusterl = 10.106. 104. 220; nmAl ar nedConnecti ons count= 1

00001827. 004 | 16:34:01.770 | Appinfo |11sD ERROR(000005C9): Connection to

peer | d(00000000000000000000000000000000) i pAddr (10.106. 104. 220) i pPort(7501) TLSReq(t) failed
ConnReason( 1)

EEAM , Ao TomcatiE R EA R

RO EERTEEDKHA  BFRAFEP D INIES , BFARNFHELREFHIFQDN,
EaB/TFNEERE

00003366. 001 | 17: 06:30.877 |Applnfo |CertUil Ils::isCertlnLocal Store X509_STORE get _by_subj ect
fail ed.
00003366. 002 | 17:06:30.877 |Applnfo |IlsD Ils::VerifyCertificatelnfo(): certificate is not in

the local store and the FQDN (cucnill. adfs.ucce.con) is not in the peer info vector, closing the
connecti on

00003366. 003 | 17:06:30.877 | Applnfo |[IlsD Ils::VerifyCertificatelnfo(): sending
| LSTLSAut henticationFailed alarmfor Custerl= cucmll. adfs. ucce.com mAl arnedConnections count=
1

00003366. 004 | 17:06:30.882 |Applnfo |IlsD IlsHandl er: C ose Req. DeviceNanme=, TCPPid =
[1.600.17.16], |PAddr=10.106.104. 201, Port=39267, Controller=[1,20,1

FESWILSEM B EL
A% RS S DR M TLSR MBI 4k B

SR TFNEERE



00000211. 001 | 08:06:58.798 |Applnfo |CertUWil Ils::isCertlnLocal Store X509 _STORE get by _subj ect
failed.

00000211. 002 | 08:06:58.798 |Applnfo |IlsD Ils::VerifyCertificatelnfo(): peer certificates are
not in certificate store but Root CA signed certs are upl oaded |ocally

00000212. 001 | 08: 06:58.803 | Applnfo |EncrWil Function: decryptData at |ine 163 succedded
00000212. 002 | 08: 06: 58.803 | Applnfo |EncrWil Function: decryptData at |ine 165 succedded
00000212. 003 | 08: 06: 58.803 | Applnfo |EncrWil Function: decryptData at |ine 168 succedded
00000212. 004 | 08:06:58.803 | Applnfo |EncrUtil decryptData: inlen 1956, outlen 1949 succeed
00000212. 012 | 08: 06:58.804 | Applnfo |11sD ::Connectlndlnner Server Connection to

Peer | d(f 7f 885dcaca845f 18f 3b7e583f f 6¢c457), TCPPid([1, 600, 17, 1]),
Peer | P/ Port (10. 106. 104. 201: 56181), Local | P/ Port (10. 106. 104. 220: 7501) TLSReq(t) establi shed

SpokeH W HEFER :

00000064. 000 | 08: 06: 58.802 | SdI Sig | Sdl Connect Rsp

| wai t | 11's(1, 600, 20, 1)

| SdI SSLTCPConnection(1, 600,17,1) |1,600, 16, 1. 1r*"* | *TraceFl agOverr ode
00000064. 001 | 08:06:58.802 | Applnfo |CertWtil Ils::isCertlnLocal Store X509 _STORE get by _subj ect
failed.

00000064. 002 | 08:06:58.802 | Applnfo |IlsD Ils::VerifyCertificatelnfo(): peer certificates are

not in certificate store but Root CA signed certs are uploaded |ocally.

00000064. 004 | 08: 06: 58.802 | Applnfo |I11sD DEBUF 00000407): Cient Connection to
peer | d(00000000000000000000000000000000) i pAddr (10.106. 104. 220) i pPort(7501) TLSReq(t) succeeded

00000065. 010 | 08: 06:58.812 | Applnfo |I11sD ::Connectlndlnner starting to
Peer 1 d( 77¢59d0960cc4f dc959168a3d686a6de), TCPPid([1, 600, 17, 1]),
Peer | P/ Port (10. 106. 104. 220: 7501), Local | P/ Port (10. 106. 104. 201: 56181) TLSReq(t) establi shed

EEAM , BAEFNTomcatE B R SR

FONEERTD XN ESERIEBRIERRIERK,
S&RPHBATRE

00000103. 000 | 09:44:16.896 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed: (Verification error:18)-
self signed certificate for 10.106.104. 201: 52124

00000104. 000 | 09:44:16.896 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed for 10.106.104.201:52124

00000106. 000 | 09:44:16.896 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - TLS protocol error(ss

reason code=internal error [68]),!1ib=SSL routines [20],fun=SSL_clear [164], errno=0 for
10. 106. 104. 201: 52124

EEAW , ByELsriTomcatit R BERN

KXBEDXWAERTHONBZRIEPWIERRIESRE,
MSpokeid FRBER :



00000064. 000 | 12:44:19.641 |Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed: (Verification error:18)- self signed certificate for 10.106.104. 220: 7501

00000065. 000 | 12:44:19.641 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed for 10.106.104. 220: 7501

00000067. 000 | 12:44:19.641 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - TLS protocol error(ssl

reason code=bad nmessage type [114]),1ib=SSL routines [20], fun=ssl 3_get_server_hell o [146],
errno=0 for 10.106.104.220: 7501

AR P UOEHFRNESRBEREEEN , AFRHINERBER,

7 EANILSEM B &R D 7
UMERYWEEFEARDSRREDRITLS S BREN , 2 ZRIEMBIH L.

PeerinfoVector ERHIZZEEMNFQDN , AN EZREEABR MRS EEY., NBBSH
WAE AR BITLSE |, BEF L E RX509_STORE_get_by_subject failed’$&1% , & tomcatit $
ARXNGE A, BER , BT“FQDN7EPeerinfoVectord” , F Itk ATLSEEZEREE,

ELBPNESHE

00000169. 001 | 19:41:50.255 |Applnfo |CertUil Ils::isCertlnLocal Store X509_STORE get _by_subj ect
fail ed.

00000169. 002 | 19:41:50.255 |Applnfo |IlIsD Ils::VerifyCertificatelnfo(): FQDNis in

Peer | nf oVect or

00000169. 003 | 19:41:50.255 |AppInfo |IlsD IlsHandler: 11s::wait_Sdl Connectionlnd(): New
connecti on accepted. DeviceNane=, TCPPid = [1.600.17.1], |PAddr=10.106.104.201, Port=51887,
Control ler=[1, 20, 1]

SpokeF Y HEFE :

00000072. 001 | 19:41:50.257 |Applnfo |CertUil Ils::isCertlnLocal Store X509 _STORE get _by_subj ect
fail ed.

00000072. 002 | 19:41:50.257 |Applnfo |IlIsDIls::VerifyCertificatelnfo(): FQDNis in

Peer | nf oVect or

EEAM , BAREKRENRITLSHGRIENAFEXRIES NEBVNEEER RN S OB

o

KEBRFHNAERTPONBLERIELHNIEBRIERK,

SpokeH I HEF EX :

00000151. 000 | 12:29:18.600 | Applnfo |[1, 600, 17, 2]: Handl eSSLError - Certificate verification
failed: (Verification error:18)- self signed certificate for 10.106.104. 220: 7501

00000152. 000 | 12:29:18.600 | Applnfo |[1, 600, 17, 2]: Handl eSSLError - Certificate verification
failed for 10.106.104. 220: 7501

LPRBITLS S BIIER , EBEENK , AN XAFEERES NERBVNERERATRE S BRI
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00000089. 000 | 09: 32:27.365 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed: (Verification error:18)- self signed certificate for 10.106.104. 201: 41295

00000090. 000 | 09: 32:27.365 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed for 10.106.104.201: 41295
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