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19: 19: 03. 395 | 8060, ,, CuSl nBvr, 3, 18-08-2020 | NFO [ SLM 12]

com ci sco. unity.sl mcomon. Smart Li censeltility#i sSttEnabled - STT Enabled Status :1

19: 19: 03. 395 | 8060, , , CuSl nBvr, 3, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. unity. sl mdal.DbCrudQOperationsl npl #get - Exceute Query : sel ect sttdataacquired from



vw_el m i censest at us

19: 19: 03. 395 | 8060, , , CuSl nBvr, 3, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. unity. sl mdal . DoHel per#get DbConnection - CGetting DB connection for executing query
19: 19: 03. 396 | 8060, ,, CuSl nBvr, 3, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. unity. sl mdal.DbHel per#executeQuery - Query executed succesfully

19: 19: 03. 396 | 8060, ,, CuSl nBvr, 3, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. uni ty. sl mdal . DoHel per#cl oseResources - cl oseResources Statenent : DbHel per

19: 19: 03. 396 | 8060, ,, CuSl nBvr, 3, 18-08-2020 | NFO [ SLM 12]

com ci sco. unity. sl mcomon. Smart Li censeUtility#i sSttDataAcquired - STTDataAquired Status :0
19: 19: 03. 396 | 8060, ,, CuSl nBvr, 3, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. unity. sl mdal.DbCrudOperationsl npl #get - Exceute Query : select count from

Uni tyDi r Db: vw_Li censeSt at usCount wher e tagname="'Li cSTTProSubscri ber sivax'

19: 19: 03. 397 | 8060, ,, CuSl nBvr, 3, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. unity. sl mdal . DoHel per#get DbConnection - CGetting DB connection for executing query
19: 19: 03. 402 | 8060, , , CuSl nBvr, 3, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. unity. sl mdal.DbHel per#executeQuery - Query executed succesfully

19: 19: 03. 402 | 8060, , , CuSl nBvr, 3, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. uni ty. sl mdal . DoHel per#cl oseResources - cl oseResources Statenent : DbHel per

19: 19: 03. 402 | 8060, , , CuSl nBvr, 3, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. unity.sl mcore. Smart Li censeManager #f et chThi rdPart yKeys - Val ues of paraneter passed in
request ThirdPartyKeys nmethod :: isLive :: true isConplianceRequired :: true

t hi rdPart yKeysParamArr [ ThirdPartyKeysParam [i d=2017844434, keyl d=0, name=VOUCHER CODE,

val ue=regi d. 2017- 04. com ci sco. CUC_SpeechVi ew, 12. 0_946cef 06- 3332- 4037- 9bd3- e4705c2c7ebb,

rout i ng=NUANCE, acti on=GENERATE] ]

19: 19: 03. 403 | 8060, , , CuSl nBvr, 4, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. nesl a. pl ugi n. Def aul t Crypt o#parseCertificate - getSubjectDN().get Name: CN=Ci sco Unity
Connection, 2. 5. 4. 5=#132434643437646630342d616538392d346466362d626331352d643137633161336631353366
, O=Ci sco

19: 19: 03. 403 | 8060, , , CuSl nBvr, 4, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. nesl a. pl ugi n. Def aul t Crypt o#parseCertificate - getSubjectDN().toString: CN=G sco Unity
Connecti on, SERI ALNUVBER=4d47df 04- ae89- 4df 6- bc15-d17cla3f 153f, O=Ci sco

19: 19: 03. 403 | 8060, , , CuSl nBvr, 3, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. unity. sl mcrypto. Cust onCr ypt o#ext ract Subj ect Al t ernati veNanes - Entered

extract Subj ect Al ternati veNanes(nul |)

19: 19: 03. 403 | 8060, , , CuSl nBvr, 3, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. unity. sl mcrypto. Cust onCr ypt o#get SUDI Li st - Col |l ection<List<?>>is null, exiting -
extract Subj ect Al t er nati veNanes

19: 19: 03. 403 | 8060, , , CuSl nBvr, 3, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. unity. sl mcrypto. Cust onCr ypt o#ext ract Subj ect Al t ernati veNanes - returning sudi Li st
[1, exiting extract SubjectAlternativeNanes(Col |l ection<Li st<?>>

19: 19: 03. 403 | 8060, , , CuSl nBvr, 3, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco.unity.sl mcrypto. Cust onCrypt o#extract CertificateType - Entered
extractCertificateType(subjectDnNane = CN=Ci sco Unity Connection, SERI ALNUVBER=4d47df 04-ae89-
4df 6- bc15-d17c1a3f 153f, O=Ci sco)

19: 19: 03. 403 | 8060, , , CuSl nBvr, 3, 18-08-2020 | NFO [ SLM 12]

com ci sco.unity.sl mcrypto. CustonCrypt o#extract CertificateType - Matched subj ect DnNane -

CN=Ci sco Unity Connection, SERI ALNUVBER=4d47df 04- ae89-4df 6- bc15-d17cla3f 153f, =G sco,
patternl=CN=. * SERI ALNUMBER. *, mat chl=true, pattern2=0=.*SERI ALNUMBER=. *CN=. *, nat ch2=f al se,
returning certificate = | D_CERT

19: 19: 03. 404 | 8060, , , CuSl nBvr, 4, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. nesl a. pl ugi n. Def aul t Crypt o#parseCertificate - getSubject DN().get Name: CN=MM

Si gner, O=Ci sco

19: 19: 03. 404 | 8060, , , CuSl nBvr, 4, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. nesl a. pl ugi n. Def aul t Crypt o#parseCertificate - getSubjectDN().toString: CN=MM Signer,
O=Ci sco

Bk 5525 % Sk VOUCHER_CODE:

19:19: 03. 417 | 8060, ,, CuSl nSvr, 4, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. nesl a. agent . i npl . MessageConposer #conposeTPK - conposedMesg: {"signature":{"type": " SHA-
256", "val ue": " Pf 9PO0O6+YzchhKnZz3QoSMantcnS/ FPcoRSTdhJNy Jkr OEHe DmBbU3Fz UgneuKZuw4vf P3ns GPOOzwe Y8t z
GszcoK3JJDpi 5y4wPnl i j Lw&ZSx0eQVat t 7Tk XxbzZ5PU25y4ZKY/ egd1hANON3E7I cLAXAgngNR5A2exxr gkLt 5pHo1mAVTS
aDGag0+YgKRXxOTTyJPs 1pnel j 6z 7ELWW wBDAQQANYdFj +1 eHChq9f i gxcELf t cXHn1ldy2nW 9nmusbf Zu9B+Vb/ 32kusoRq



/ UEuxn2YbBQ@wsj q5yLQWBI DNz F7vzcZClJsgy3qn3j xzRYPr f hTHr 2LY6WGcRcJ37g=="}, "credential ": nul |l ,"requ
est":"{\"header\":{\"version\":\"1.1\" ,\ "l ocal e\ ":\"en_US. UTF-

8\", \"sudi\": {\"suvi\":null,\"uuid\":\"0cd5739043bf 4318aaed467eacec7dbb9\ ", \"host _identifier\":nu
I'l,\"mac_address\":nul |l ,\"udi _pid\":\"G sco Unity

Connection\",\"udi _serial _nunber\":\"0cd5739043bf 4318aae467eacec\",\"udi _vid\":null}, \"tinmestanp
\":0,\"nonce\ ":\"7648446339161391345\",\ "request _type\":\"TH RD_PARTY_KEY\",\"agent _acti ons\": nu
I'l,\"connect_info\":null,\"product _i nstance_identifier\":\"4d47df 04- ae89- 4df 6- bc15-

d17c1a3f 153f\",\"id_cert_serial _nunber\":\"16451298\",\"si gning_cert_serial _nunber\":\"3\"},\"no
nce\":\"7648446339161391345\",\ "request _data\":\"{\\\"sudi \\\": {A\\"suvi\\\":nul I N\ "uui dV V"
\\"0cd5739043bf 4318aae467eacec7dbbO\\\ ", \\\"host _identifier\\\":null,\\\"mac_address\\\": nul|,\\
\"udi _pid\\\":\\\"Gi sco Unity

Connecti on\\\ " \\\"udi _serial _nunmber\\\":\\\"0cd5739043bf 4318aaed467eacec\\\ ", \\\"udi _vi d\\\": nul
I3, \\\"ti mestanp\\\": 1597792743402, \\\ "nonce\\\":\\\"7648446339161391345\\\ " \\\"live\\\":true,\
\Whdata\\\ " [{\VA\V P dV A" 2017844434, \\\ "name\ \ \ " : \\ \ " VOUCHER_CODE\\ \ ", \\\ "val ue\\\":\\\"regi d. 20
17-04. com ci sco. CUC_SpeechVi ew, 12. 0_946cef 06- 3332- 4037- 9bd3-

e4705c2c7ebb\\\ " A\ \"routing\\\ "\ VA" NUANCEV N\ "\ VW "acti on\\ V" VA" GENERATENA N ")\ \\ "key_id\\\": 0
}]1.,\\\"product _i nstance_identifier\\\":\\\"4d47df 04- ae89- 4df 6- bc15-

d17c1a3f 153f\\\ ", \\\"conpliance_required\\\":true}\"}"}

208 BB 1E RIREVZ A R IEEICSSM,

19:19: 03. 417 | 8060, ,, CuSl nSvr, 4, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. nesl a. pl ugi n. EnbeddedGCHConmuni cat i on#sendSCHvessage - in sendMessage(),

resetProfil eH t pAddr to: https://tools.cisco.conits/servicel/oddce/services/ DDCEService

19:19: 03. 417 | 8060, ,, CuSl nSvr, 4, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. nesl a. pl ugi n. EnbeddedGCHConmuni cat i on#sendSCHvessage - EnbeddedGCHConmuni cati on

[ cal | HoneProps={devUr | =https://tools.cisco.comits/servicel/oddce/ servi ces/ DDCEServi ce},

url =https://tools.cisco.comits/servicel/ oddce/ servi ces/ DDCESer vi ce,

transport Mode=Tr ansport Cal | Home, par ent Fact ory=com ci sco. nesl a. agent . Snart Agent Fact or y@58cf c5,
gchd i ent =com cal | hone. servi ce. Cal | Home@b4b0, SA PROFI LE=nul |, dual Url=null]

19:19: 03. 417 | 8060, ,, CuSl nSvr, 4, 18- 08- 2020 DEBUG [ SLM 12]

com ci sco. nesl a. pl ugi n. EnbeddedGCHConmuni cat i on#sendSCHvessage - effective Authenticator URL:
https://tools.cisco.comits/servicel/oddce/ servi ces/ DDCESer vi ce

19: 19: 03. 417 | 8060, ,, CuSl nSvr, 6, 18-08-2020 | NFO [ SLM 12]

com cal | hone. nodul e. confi g_nmanager. Prof i | eManager #reset Profil eHt t pAddr - reset http url Ci sco-
TAC-1 for profile https://tools.cisco.comits/servicel/oddce/services/ DDCEServi ce

19: 19: 03. 418 | 8060, , , CuSl nBvr, 6, 18- 08- 2020 DEBUG [ SLM 12]

com cal | hone. nodul e. nessage_pr ocessor . BaseMessage#set | nt ernal ReqData - Set request data:
Session_To = http://tools.cisco.com neddce/ servi ces/ DDCESer vi ce

19: 19: 03. 422 | 8060, , , CuSl nBvr, 6, 18- 08- 2020 DEBUG [ SLM 12]

com cal | hone. nodul e. nessage_pr ocessor . BaseMessage#set | nt ernal ReqData - Set request data:
Attachment _Data = {"signature":{"type": " SHA-

256", "val ue": " Pf 9PO06+YzchhKnZz3QoSMantcnS/ FPcoRSTdhJNy Jkr OEHe DmBbU3Fz UgneuKZuw4vf P3ns GPOOzwe Y8t z
GszcoK3JJDpi 5y4wPnl i j Lw&ZSx0eQVat t 7Tk XxbzZ5PU25y4ZKY/ egd1hANON3E7I cLAXAgngNR5A2exxr gkLt 5pHo1mAVTS
aDGag0+YgKRXxOTTyJPs 1pnel j 6z 7ELWW wBDAQQANYdFj +1 eHChq9f i gxcELf t cXHn1ldy2nW 9nusbf Zu9B+Vh/ 32kusoRq
/ UEuxn2YbB@wsj q5yLQWBi DNzF7vzcZClJsgy3gn3j xzRYPr f hTHr 2LY6WEcRcJ37g=="}, "credential ": null,"requ
est":"{\"header\":{\"version\":\"1. 1\",\"l ocal e\":\"en_US. UTF-

8\ ", \"sudi\": {\"suvi\":nul |l ,\"uuid\":\"0cd5739043bf 4318aae467eacec7dbbO\",\ "host _identifier\":nu
I'l,\"mac_address\":nul |l ,\"udi _pid\":\"G sco Unity

Connection\",\"udi _serial _nunber\":\"0cd5739043bf 4318aae467eacec\",\"udi _vid\":null},\"timestanmp
\":0,\"nonce\":\"7648446339161391345\",\ "request _type\":\"TH RD_PARTY_KEY\",\"agent _acti ons\": nu
I'l,\"connect_info\":null,\"product _i nstance_identifier\":\"4d47df 04- ae89- 4df 6- bc15-

d17c1a3f 153f\",\"id_cert_serial _nunber\":\"16451298\",\"si gning_cert_serial _nunber\":\"3\"},\"no
nce\":\"7648446339161391345\",\"request _data\":\"{\\\"sudi \\\": {A\\"suvi\\\"onul T, AN "uui dV A0
\\"0cd5739043bf 4318aae467eacec7dbbO\\\ " , \\\"host _identifier\\\":null,\\\"mac_address\\\": null,\\
\"udi _pid\\\":\\\"Cisco Unity

Connecti onm\\\" , \\\"udi _serial _nunmber\\\":\\\"0cd5739043bf 4318aae467eacec\\\ ", \\\"udi _vi d\\\": nul
I3, \\\"timestanp\\\": 1597792743402, \\\ "nonce\\\":\\\"7648446339161391345\\\ " \\\ "l ive\\\":true,\
\Whdata\\ V" [{V\V\V i dV\\ " 2017844434, \\\ "nanme\ \ \ "\ \ \ " VOUCHER_CCODE\\\ ", \\\ "val ue\\\":\\\ "regi d. 20
17-04. com ci sco. CUC_SpeechVi ew, 12. 0_946cef 06- 3332- 4037- 9bd3-

€4705c2c7ebb\\\ " \\\ "routing\\\":\\ V" NUANCEV A VAWV "acti on\ A\ " V" GENERATEMA Y\ \\ "key i d\\\": 0
}1.,\\\"product _i nstance_i dentifier\\\":\\\"4d47df 04- ae89- 4df 6- bc15-

d17c1a3f 153f\\\ ", \\\"conpliance_required\\\":true}\"}"}



19: 19: 03. 422 | 8060, ,, CuSl nBvr, 6, 18-08-2020 | NFO [ SLM 12]

com cal | hone. nodul e. data. statistics. Statisti csMyr#updateSLStatistics - update Smart Lincense
Statistics Data

19: 19: 03. 429 | 8060, ,, CuSl nBvr, 6, 18- 08-2020 | NFO [ SLM 12]

com cal | hone. nodul e. nessage_pr ocessor . BaseMessage#makeAn Bl ockAttachment - create attachnent for
smart _|licensing_data with type inline

PR J b FR e B

19:19: 04. 741 | 8060, ,, CuSl nSvr, 6, 18- 08- 2020 DEBUG [ SLM 12]
com cal | hone. nodul e. message_pr ocessor . BaseMessage#pr ocessResponseMessage - Process response
message

ROER

19: 19: 04. 789 | 8060, ,, CuSl nSvr, 3, 18- 08- 2020 ERROR [ SLM 12]

com ci sco. unity.sl mrpc. server. Sl nRpcHandl| er #fetchThirdPartyKeys - Exception occured while
fetching Third party key from Nesla - LicenseResponse status code: FAILED, message: Product
Instance is not consuming this tag :

19: 19: 04. 789
| 8060, ,, CuSl mSvr, 3, com ci sco. nesl a. agent . i npl . AsyncResponsePr ocessor . processTPK( AsyncResponsePr o
cessor.java: 676)

19: 19: 04. 789

| 8060, ,, CuSl nBvr, 3, com ci sco. nesl a. agent . i npl . AsyncRequest Pr ocessor . sendTPK( AsyncRequest Processo
r.java: 427)

19: 19: 04. 789

| 8060, ,, CuSl nBvr, 3, com ci sco. nesl a. agent . i npl . Smart Agent | npl . r equest Thi r dPar t yKeys( Srar t Agent | mp
| .java: 1221)

19: 19: 04. 789

| 8060, ,, CuSl nBvr, 3, com ci sco. unity. sl mcore. SrartLi censeManager . f et chThi r dPart yKeys( Smart Li cense
Manager . j ava: 1206)

19: 19: 04. 789
| 8060, ,, CuSl nBvr, 3, com ci sco. unity.sl mrpc. server. Sl nRpcHandl er. f et chThi r dPar t yKeys( S| nRpcHandl e
r.java: 882)

19: 19: 04. 789 | 8060, ,, CuSl nBSvr, 3, sun.refl ect. Nati veMet hodAccessor | npl . i nvokeO(Native Met hod)

19: 19: 04. 790

| 8060, ,, CuSl nBvr, 3, sun. refl ect. Nati veMet hodAccessor | nmpl . i nvoke( Nati veMet hodAccessor | npl . j ava: 57)
19: 19: 04. 790

| 8060, ,, CuSl nBvr, 3, sun. refl ect. Del egati ngMet hodAccessor | nmpl . i nvoke( Del egati ngMet hodAccessor | npl .
j ava: 43)

19: 19: 04. 790 | 8060, ,, CusSl nSvr, 3,j ava. | ang. refl ect. Met hod. i nvoke( Met hod. j ava: 606)

19: 19: 04. 790

| 8060, ,, CuSl nSvr, 3, com retrogui . dual rpc. cormon. RpcWor ker . processRpcCal | Message( RpcWor ker . j ava: 23
1)

19: 19: 04. 790 | 8060, ,, CuSl nSvr, 3, com r et rogui . dual r pc. comron. RpcWor ker . run( RocWor ker . j ava: 75)

19: 19: 04. 790 | 8060, ,, CuSl nBvr, 3, 18- 08- 2020 DEBUG [ SLM 12]

com retrogui . dual rpc. conmon. RpcWor ker #pr ocessRpcCal | Message - 29341551: Qut bound nessage

i d=s79970- 1597791156498- 12 contains the rpc results for originating nmessage i d=c2383379-
1597792743384- 1

19: 19: 04. 790 | 8056, ,, CuSl nBvr, 3, 18- 08- 2020 DEBUG

[com retrogui.nessageserver. comon. Qut boundMessageHandl er: hashcode=564416: sessi onl d=29341551]
com retrogui . nessageserver. common. Qut boundMessageHandl er #run - 29341551: Qut goi ng nessage si ze.
Message i d=s79970- 1597791156498- 12, si ze=684 bytes

B & MiE K

19: 10: 22. 430 | 2334, ,, CuSl nSvr, 3, 18- 08- 2020 DEBUG [ SLM 11]
com ci sco.unity.sl mcore. Smart Li censeManager #requestLicenses - License Usage corresponding to
CUC_SpeechView is 0



19: 10: 22. 430 | 2334, ,, CuSl nBvr, 4, 18- 08- 2020 DEBUG [ SLM 11]

com ci sco. nesl a. agent . i npl . Smart Agent | npl #request Entitl enent - enter requestEntitlement()
19: 10: 22. 430 | 2334, ,, CuSl nBvr, 4, 18- 08- 2020 DEBUG [ SLM 11]

com ci sco. nesl a. agent . i npl . Smart Agent | npl #requestEntitl enent - entitl enentTag: regid.2017-
04. com ci sco. CUC_SpeechVi ew, 12. 0_946cef 06- 3332- 4037- 9bd3- e4705c2c7ebb

19: 10: 22. 430 | 2334, ,, CuSl nBvr, 4, 18- 08- 2020 DEBUG [ SLM 11]

com ci sco. nesl a. agent . i npl . Smart Agent | npl #r equest Entitl enent - count: O

19: 10: 22. 430 | 2334, ,, CuSl nBvr, 4, 18- 08- 2020 DEBUG [ SLM 11]

com ci sco. nesl a. agent . i npl . Smart Agent | npl #r el easeEntitl enent - enter rel easeEntitlenment()
19: 10: 22. 430 | 2334, ,, CuSl nBvr, 4, 18- 08- 2020 DEBUG [ SLM 11]

com ci sco. nesl a. agent . i npl . Smart Agent | npl #rel easeEntitl enent - entitlenentTag: regid.2017-
04. com ci sco. CUC_SpeechVi ew, 12. 0_946cef 06- 3332- 4037- 9bd3- e4705c2c7ebb

19: 10: 22. 430 | 2334, ,, CuSl nBvr, 4, 18- 08- 2020 DEBUG [ SLM 11]

com ci sco. nesl a. agent . i npl . AsyncRequest Processor #sendAUTH - queue auth message, status: true
19: 10: 22. 430 | 2334, ,, CuSl nBvr, 4, 18- 08- 2020 DEBUG [ SLM 11]

com ci sco. nesl a. agent . i npl . Smart Agent | npl #r el easeEntitl enent - exit requestEntitlenent()

R R

BE  BYEIEFAANCUCHRFZRELFSEFENNIMENESES , WLARMEFailed to fetch
License Datatgir.
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SR RERFEN AN T AITHEE R T |, LR EAFRAHESpeechViewd FIR S LTS AR
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