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ZFHREEE
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BEREZE
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BEO-THIP iyt
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FHXE
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AXENAEERSNMENERT , NAEE I NNENGERERS R (VCS) REMBIIIZET
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ERER— MR , MRA WIREMENEE  AFRRBBEETFRUNSRIRMEDT, B £
RATZMENRRT , MRA BBSXBEMESR, AXHTENEEEREREMYR  RATHRESE
HETEE MRANERIZEN, AXE4RELSRNVER , B2 R INNENIEERS
(VCS) FEIEM,
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http://www.cisco.com/c/zh_cn/support/unified-communications/telepresence-video-communication-server-vcs/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/zh_cn/support/unified-communications/telepresence-video-communication-server-vcs/products-installation-and-configuration-guides-list.html

AXHREEARENER,
ERRNAH

RIS BR T4 E AV R M AR A

A PNESBRETRESRERETNREREN. AXAFEANAERERNIRAR
(BN ) BB, IREEANREXNG , EHRECELTHRAAHSHEERIA,

ol

BSAATRHENELEE VCS.

P 45 B
. — )
r——‘._"_-ﬁ'f- -; r —I
JahberClient  External DNS Exprazsway E Expressway Intemal DNS CUCH Homea DS I 5 P Sarver
l W o l
ExpresswayE.domaini ExpresswayC.domain2 cucm.domaind cup.domaind

with
IM and Presence
Domain = domaind

THERX T EER R ZH#HR

. domain1 - #EFIREANDEE. EFiRESZELZILERSENVE , #mESLER
SREIAFBERS (UDS).

. domain2 M domain3 - AT RSB/ RN,

. domain4 - Bl E BERAELRE IM&P) 8, AT U BEEYA (XCP) Niny BEB£E
MM R B (XMPP) R

X

FHXFHMVTRERX (DM2Z2) WEHBARS 25 (expresswayE) R T M & A ZBH ZFHE F is
(expresswayC) 4R :

Enterprise Network Outside Network
cuen ﬁ ﬁ Eg =ﬁ g Internet
E Expressway-C - Endpoint B

TraversalClient  TraversalServer | Traversal Link Management

---------- Signal
Media Fayload

Endpoint &

SFHLAR ST AR



AR 2L T Expressway E i B/ X1

Media crcrypion mode
ICE support

Puoisen mode

- Cenfiguration [
Harn: & Travorsslfonc I
Hogr £oumt * 15 i
[ connecticn credentials |
LIsET mane: ’l Lrigweisa I
Prsswm acd/Frit Iocal antharfczhon datzhase
- H.a23 I
Rl | il ow | |
Frotocal Asseri = 1
H. 45019 JepuBpicxing o+ 0
moda
- 5BIF I
Mg on e |
Trarepan TLE i
Urified Communicationg Vet w I
SEMVICED
ILE wenly mexle o ow 1
TLE wenby sutecl rame .-I epressmayn wngip ke 1

Force ororyphed - L

[ 1

ol - i

| Anthentgation

Authenlcalem poy

SHE iR

Liz nol check credenbals « | i

FHMEF IR T Expressway C HEgER X1 :

Selact type as Traversal Server

Configure semame for Traversal Client 1o
authernbeate with with senser

H.323 Mode must be set to off

Fart 7001 is default listening port for Traversal Client
connection

Unified Communications senvices must be enabled

Must match CN from cerificate presented by Traversal
Client (Exprassway C)

Must be set to 'Do not check credentials” as
expressway does not regeter any endpoints



| Trasarealf nes

Type Select Traversal Client as Type

w |15

CoamnAcrinn rredanals

T N [— i Configure same usermame and password as
added on the Traversal Semver (Expressway E)

Wodde r H.323 mode must be sat to off

SIF

o On = ¢
Fot : Destination part Traversal Senver is istening on

Transport LS = i
e i — ; Unified Communications must be enabled
AAMKCAA
' ml on o=
£l e 1 Foara anemgras -
CE suppert of =
o7 -
Auchamdicarion
1 . .
P — o sr—r—] Must be sef to Dﬂn::-tchgck cradentials as
expressway does not register any endpoints
Climnl sesllings

wiry ind sl « [12n

MiLest be FODMN
Lacatian hiest be ONS resab/able
Must malch CH from cerificate presented by
Traversal Sener ([Expressway E)

Dawy 1 aukdreas |rr=p'u:~:wa',":' wilp. bl

ETRSE

AFBEMEH userid@domaind &% , RARNBAFPSARBAFERAFER ENIZEEER, XE
k& R domain1 & domaind ~[E , N AMIE Jabber B i LB BB Z RS EH. XERANRSES
FRARZBZHNEHZBIHITRS (SRV) iBRER , LA IBEDLERS.

E w28 _collab-edge._tls.<domain> #1171 &4t (DNS) SRV iBx&Eif), Hit , MRZFA
PP ID R E 5 Expressway E FEENIEAE , MAAERAEZRSHEE, Jabber FEALLE
B R A IIPMED T UDS,
LB E o LR i 5 SRR

1, EETEABSED (MSI) K% Jabber B |, FINM TS :

msiexec /i CiscoJdabberSetup.msi VOICE_SERVICES_DOMAIN=domainl CLEAR=1

2. $ZE %APPDATA% > B8 > & —i&{8 > Jabber > CSF > BB , AEEHEBEFRHCIEUT
jabber-config-user.xml 324 :



<?xml version="1.0" encoding="utf-8"?>

<config version ="1.0">

<Policies> <VoiceServicesDomain>domainl</VoiceServicesDomain>
</Policies>

</config>

SR M ARIER RIS ARG IR ERBEN L,
3. #5% jabber-configxml X #F. UL EERE KL THEMER, JabberBLE 44 5 A A
FOTFiRE

<Policies>
<VoiceServicesDomain>domainl</VoiceServicesDomain>
</Policies>

4. BRIk Z A, O LB A B IEE RS EXS Jabber B FFim#TEHE ﬁﬁ%%i_’_lj\]ﬁﬂw‘
Ko ERBREEN (BBNEERRE) WERSAM—F, Eﬁﬁﬁlﬂzﬁis B BRAPE
RENEE URL :

ciscojabber://provision?ServicesDomain=domaind4&VoiceServicesDomain=domainl

AR ZFIARECERAEETRSE , RRNELAEERX SN EE (domain1) ITHMEIL S
SRV I2x&E#K.

DNS g%

AT BABAMAE DNS iBZHEERE

98-

¥R %H BiTER
SRV ig3% _collab-edge._tls.domain1 ExpresswayE.domain1
Aig3k  ExpresswayE.domain1 |P #thiit ExpresswayE

FEEREHNR
. SRV iEFREHWRTLREEE (FQDN) , A2 IP tbik,

. SRV iz FIREH FQDN %5 Expressway-E HISEBRr FQDN #%F , 5% SRV icZMW BirH
CNAME , B3I & $E M5 Expressway-E (U TR —B A RS2 ( F W ARFERHBER4EIR ID
CSCu082526 )

FELRERWERER , Expressway-E £ H B 2 #8913 (domain1) I & Fimik & Cookie , 1R %
H5 FQDN REINEFEAR— , BERHFREZIXMER. BRMNSiERTER4ERID
CSCu083458 , LA RIX /\'haEJE/R

R EB

i %*H BER

SRV ig3% _cisco-uds._tcp.domain1 cucm.domain3
A1E3%  cucm.domain3 IP #tb it CUCM

A TIEERSEREN domain1 , Jabber 2EL IR KR FRITIMEL SEE &I (get
edge_config) B9 URL kA domain1, ZEWE|LEESE , Expressway-C X domain1 $1T SRV


https://supportforums.cisco.com/document/106926/jabber-config-file-generator
http://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/jabber/11_0/CJAB_BK_D657A25F_00_deployment-installation-guide-jabber-110/CJAB_BK_D657A25F_00_deployment-installation-guide-jabber-110_chapter_0100.html
https://tools.cisco.com/bugsearch/bug/CSCuo82526
https://tools.cisco.com/bugsearch/bug/CSCuo83458

UDS igR#Eif) , H# 200 OK H B PREMHXHIZFK.
BITER

X& %H

SRV _cisco-uds._tcp.domain4 cucm.domain3

A 123 cucm.domain3

IP #th3it CUCM

HAEP IR TNEREE , RESX domaind 1T SRV UDS i2F &I,

Expressway-C H#y SIP 15

1B AR MRA i H /5 B Expressway-C FE T B & iERN A (SIP) 15

Domains

Bl 1 domant  On
2 domaind Off

FEHR/IP it CUCM BRSSE8

Jninzd e publisher acdess | cocmabomolE o

¢ |eomacminksinn

.
St

£
4

You are here; Configuration * Domains

L L LAY

Lff View/Edit
On View/Edit

When TLS verfy mode is on
must match GH frem Tomeat certificate
When TLS werily mode i ol
ip address or hostnade or fgdn from publisher

When TLS venfy is Onwe need i make sune

- GN miust match address configuned abowe

- Tomead sall signed corlificale is addad 25 Trust
cerificate or msuer of Tomeat Cerdificate i added
&5 Truat cetificate

EREENSG—BEEESR (CUCM) REREt , BLBRRMH SR

- 1R Expressway-C (domain2) & CUCM Bk$52% (domain3) Bl & T MEME , B UERANUT
SHEE CUCM R% 8 ( RE > RHE| )

IP b3k E 4% FQDN

- 1R Expressway-C (domain2) 5 CUCM AR5 &% (domain3) Bt & 7 FEIRYE, , BARAER AT

SHEE CUCM BRS 85 :

IP #h3tFQDN

FELRERNERR , Y Expressway-C X CUCM REBHFKBREAMENET , 24X
hostname.domain2 1T DNS &1 ; #12 domain2 & domain3 @ , M&SHERTN.

UE$

BRTER/—MEPERI , ENFIEHHNEREZREHN (SAN) FiRNE—LRR

- Expressway-C

AR IM&P RS e LEENHIX T RBE. LERNEATEERNERCRERS
(TLS) MEFAWRM L —EE XMPP BREHE. WR IME&P RFSHRERINEHE , ZHEBEE

FHARMEUEHERIFR (CSR) Ho



WA CUCM MR BIER 2B ENHHEEM TINE TLS AHERZEHRREEH

B &5 ( FQDN 485 )
SERE ; SUMIERMEAM (CA) T SAN R A BEEN | TEEHEA FQDN K=,

- Expressway-E

ABURIATFHATIRS KTV (domain), APV XMPP Bk &35, SBU5HN IM&P fRS5 28
LHRENHRTRANE, WERNERTEERMER TLS MEBEALAWRNSE —BRE XMPP B

BB, XS B A LM Expressway-C £ K HY CSR & #l,
X NIC
AFNBEFEANMLEDF (NIC) R EEIRE,
RO

TR Expressway-E BEREANMEED , XMEREBEEHERARNMED,

P protacs Pd = L

se dual newerk intefaces . Use dual network inleraces sel o Yes
Extamal LAN ioriase i Extersal LAN interface used to connect to intemet

Pl cpaliasy 1048 3R M0

LE AN M EE O EEE N R, Expressway-E{X ¥ A3F#E 0 £ 5Expressway-Ci#t 1T
XMPPEE., At , BLAERILEOEREH EEET,

RO - 03P it

MRERFEH—NED , MEN Expressway-E BLiE T 203 IP #hat , MEBEFEEEEMN R,

BEO-%HIP it

MRERFEH—NED , MERN Expressway-E BLE T T H IP ik , M AEINEL B 52725 P 45t ak

R (NAT) Heit



P pnioen I = 2

ua nabwek ilafacis i Use dual nebwork interfaces set ta Ma

Fud gabze; T0LLE G A
el gobowa
&K 1 lntwensl
[Feds SELIEL | B8535 ST L Private ip address of the Expressway-E
Fd subnet mask FL LU
P24 susnct range 10400600 104 B G
P4 wtatc AT mode | )
C mace Cn = | i Enabled siatic NAT
Pod stz NAT sccims | e ] Public ip address for whech static NAT has beoen

configured to the Expressway-E server

EXMERT , BEEUTHR :
- BARPH K 1% L F Expressway-C B4 3 IP it K EFRE. WITHEBFRR NAT K57,

- B{RA Expressway-C BWFHE F i XFEE S Expressway-E LRI ERZS NAT Hbhk A8 P &Y XS
Zhyt ( RAIFH 20.20.20.20 )

BE: BEXaSMNEFBENEZELE , BSRHENNEMMBERSSHEMEE (B
Expressway #1T7i2%] ) SBEIEEHI =R 4.

WiF

SR A HUATHREENRIETE,

TP HEBR
AES R T TATFHERESTHEHROEL.

ARFFIET —E4FBER , BREBATNERMERRL RS MBREEME MRA BFZHBE
MIEMEE . HBE LU B SREHEDRESR.

FHXHE
MRNE MBS IP ik, RERSHISBEAEH CN) TEE , £2EASHEIUTER

Event="Outbound TLS Negotiation Error" Service="SIP" Src-ip="10.48.80.161"
Src-port="25697" Dst-ip="10.48.36.171" Dst-port="7001" Detail="Peer's TLS
certificate identity was unacceptable" Protocol="TLS" Common-name="10.48.36.171"

MRBBRIER , AT Expressway-E BEFREBELUTER :

Module="network.ldap" Level="INFO": Detail="Authentication credential found in
directory for identity: traversal"


http://www.cisco.com/c/dam/global/zh_cn/td/docs/telepresence/infrastructure/vcs/config_guide/X8-1/Cisco-VCS-Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-1.pdf
http://www.cisco.com/c/dam/global/zh_cn/td/docs/telepresence/infrastructure/vcs/config_guide/X8-1/Cisco-VCS-Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-1.pdf
https://cway.cisco.com/tools/CollaborationSolutionsAnalyzer
https://cway.cisco.com/tools/CollaborationSolutionsAnalyzer

Module="developer.nomodule" Level="WARN" CodeLocation="ppcmains/sip/sipproxy/
SipProxyAuthentication.cpp(686)" Method="SipProxyAuthentication::
checkDigestSAResponse" Thread="0x7f2485cb0700": calculated response does not
match supplied response, calculatedResponse=769c8f488f71eebdf28b6labldc9f5e9,
response=319a0bb365decf98clbb7b3ce350f6ec

Event="Authentication Failed" Service="SIP" Src-ip="10.48.80.161"
Src-port="25723" Detail="Incorrect authentication credential for user"
Protocol="TLS" Method="OPTIONS" Level="1"

X NIC

MREFANXNIC WERTAREASAREZE -NED |, Expressway-C FLZEBEIHwO 7400 iE
3| Expressway-E #1T XMPP BE. EXERT , Expressway-C BEFRERUTEE. !

xwayc XCP_JABBERD[23843]: UTCTime="2014-03-25 17:19:45,843" ThreadID=
"139747212576512" Module="Jabber" Level="INFO " CodeLocation="mio.c:1109"
Detail="Connecting on fd 28 to host '10.48.36.171', port 7400"xwayc

XCP_JABBERD([23843]: UTCTime="2014-03-25 17:19:45,847" ThreadID="139747212576512"
Module="Jabber" Level="ERROR" CodeLocation="mio.c:1121" Detail="Unable to
connect to host '10.48.36.171', port 7400:(111) Connection refused"

xwayc XCP_JABBERD[23843]: UTCTime="2014-03-25 17:19:45,847" ThreadID=
"139747406935808" Module="Jabber" Level="ERROR" CodeLocation=
"base_connection.cpp:104" Detail="Failed to connect to component
jabberd-port-1.expresswayc-vngtp-lab"

DNS

MRS HED ZIMITH SRV IEFREHKFTRER FQDN 5 Expressway-E H#E# FQDN T —3
,Jabber H/p&#4&JLZFﬂD1_ ﬂ\=1ndﬁ:

WARNING [9134000] - [csf.edge] [executeEdgeConfigRequest] XAuth Cookie expiration
time is invalid or not available. Attempting to Failover.

DEBUG [9134000] - [csf.edge] [executeEdgeConfigRequest]Failed to retrieve
EdgeConfig with error:INTERNAL_ERROR

£ Expressway-E W2 BES |, B LUE HTTPS SEE 2 & & B Fi&E Cookie MY :

Set-Cookie: X-Auth=lellllel-dddb-49e9-ad0d-ab34526e2b00; Expires=Fri,
09 May 2014 20:21:31 GMT; Domain=.vngtp.lab; Path=/; Secure

SIP i

ME&EFPTER SIP 35 NE Expressway-C , Expressway-E F A2 EZIZIEHHHEE , B85 ED2
W AEPEEFFIRAEN 403 EILHEGER :

ExpresswayE traffic_server[15550]:

Module="network.http.trafficserver" Level="DEBUG": Detail="Sending Response"
Txn-id="2" Dst-ip="10.48.79.80" Dst-port="50314"

HTTPMSG:

|HTTP/1.1 403 Forbidden

Date: Wed, 21 May 2014 14:31:18 GMT

Connection: close



Server: CE_E
Content-Length: 0

ExpresswayE traffic_server[15550]: Event="Sending HTTP error response"
Status="403" Reason="Forbidden" Dst-ip="10.48.79.80" Dst-port="50314"
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