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B VLAN #HHAYRZEE , FTASEMRIRHLAEIRR STP EHIM. AHEMES CPU EAXR,
RPRITHEER N D ERN S B/AR R AR ERERA BIFER.

NBEXMER , ERRAPEREEHRESRSHE (QoS) —EREMNFZTMEA VLAN, MER
LEXRYE , EMARFY , BEHNSZ VLAN EARA (MVAP), AR EZFNHREREFTLUELHEE
i &5, FTAER A SRR B REMEETEMN VLAN, B LURFEAN R lim OB E RN EF

E#Y VLAN LRZESMBERE. BFEMAEST VLAN BEEXREE IP 81E KA. EEIEZ -1

gk , BEFRFELF TEETLEN VLAN,

EE VLAN SHEE R VAR OERKE IP 2EMN IP BT RE. ZEF VLAN hEEBANER, =
BB TEE VLAN Bt , ImAREIEELBFEA. SEAET VIAN K | mOREDEFL2BHE
Ao ATRIET VLAN BLEHAYED :

Switch(config-if)#switchport voice vlan ?
<1-4094> M an for voice traffic
dot 1p Priority tagged on PVID
none Do not tell tel ephone about voice vlan
unt agged Untagged on PVID

- MIAES VLAN ID BLE3% CDP HiES , XLEHESIF IP BFEE RN AT HIES VLAN ID F
E2ERCoSE (NTESRE , BAR 5, W TEZTEHRE , BIAR 3) #RIiCH 802.1Q i
WERERIEZIHRE. BXH VLAN IDSEER 1 B 4094, YT 802.1Q BEEREETIE
F VLAN .,

- JA dotlp X@EFLLRE CDOP HES , IEHESN IP BEREIUFHEIEFT VLANIDO
F2FE CoSH (NTEZHRBRIAN 5, WBFHRHRBIRIAN 3) FRiZH 802.1p MIWFR
ERBEEHRR, YT 802.1p EEZHREBETEA VLAN #,

. %A untagged XEFLLEIX CDP BiEE , SEHKEEIN IP B FEBAERRFCHNEZTR
B, XBAGRFICWIBEETREEZE TEA VLAN #,

- HWiA none XBFLAY IPBEFAHBCHREENERARIFICHETRE. IRTERIRIS
MBS REE FEA VLAN H,
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Swi t ch#configure terminal

Swi t ch(confi g) #interface fastethernet 2/5
Swi t ch(confi g-if)#switchport mode access

Swi tch(config-if)#switchport access vlan 10
Swi tch(config-if)#switchport voice vlan 20

!--- Configures the IP phone to transmit voice traffic
in !--- 802.1Q frames tagged with voice VLAN ID 20. end

AR . IBTEER 7960/40 BiEFH PC %A SPAN IhEE,
EESARBREZE

Cisco IRt 7 Zfh Catalyst M , XLEREY XI55 802.3af AW PoE , BETIEXZ#F Cisco id
1THRME PoE SR AR, IEEE 802.3af-2003 R TiRZ A LAB TR ENEIR D 3K, IEEE 802.3af A
WEIABRR D RN MREBRM 15.4W WBIR, RAUFEA IEEE 802.3af BRIAD KK PoE R EER
S EHRIRE (PSE) REVMEBREMIZENIIRESR, I TUKLF. aRWAREMS PoE , BRT
|[EEE 802.3af 324} , Catalyst RIRVEXZISFERBREE, XFEESABIREN PSE seBHHE
ZEREHTHHUBUERERZNDIERERE , APHHESR PSE RN RRVINMAEEZS N NAS
RENIHER DB,

% HELT show power inline v LAZE B 3334l T LAR BLAYRRIATHEE

Swi t ch#show power inline consumption default
Def ault PD consunption : 15400 mW

RINBERT , FIEXRGE YLK QB E N B3N PoE R& H N HME, KHELT show power
inline #H A ZE®EEMIH O MY B RREERS

Swi t ch#show power inline FastEthernet 2/5

Interface Admin Oper Power Devi ce Gl ass Max
(Watts)
Fa2/ 5 auto on 7.0 I P Phone 7960 n/ a 15.4

!--- You can see the Admin status as auto. This is the default configuration.

A LA % H power inline P REBEENMNFEONNKER,. TEHERTHRARNBRNEBIEIN

Swi tch(config-if)#power inline ?

auto Automatically detect and power inline devices
consunption Configure the inline device consunption

never Never apply inline power

static High priority inline power interface

- Auto — RRIAER T , % PoE R IR I RECE N ‘auto”s AHRIRZRET LT ERSHVEN
HEn, IRBFIEEBHARERATR{EEIEXTHAMEARIRE , W ERIEGHL



FAEBRETREMHH,

. Static — BN WOERBMNXRABRFELSALEDHONR LSS, RERSKON , KiRla
NEDBEBN, RERNZWHORKREERD , MFEZHORSEARREE, 7ENEEETU
ERARIANZAE (15.4W) , LA AEFEALETRIEE. o BEEMKRBHE IEEE 5K
CDP EE#THE,

- Never — Supervisor 5| BRRERRIRER G IR O ME |, BIEZEOEET N LTRBFEHER
mit,

ERSEXT , ABRFTRIEEBANERY. XBEATREEALARENAF , fIATREESRE
SEAR, B, WRABIEREW IEEE 7EDRFTHESHKOMNKTAIR MR ABRIZEM
B, @ , X¥TF Cisco iR1TH5/HE PoE , lIRKEABIREW COP HEXRHAMEWRS THESE
DHOMRADR | ZiKHHE, IRAEBRSKEOKEBLHBRERE  NSF I FIEENEDS
WOEBETHRZBARS , HAESE R OW, NREHTHEREAHEHBELZEBIFTENER , X
BNZEEXMABREE , VEIEXNNWABRERFETHSEXNARREMKE,

LTREIERT M REHE AONBRAXBREE, WARS FEIEAE |, 3% O &R IR ER B IRE
BERNEBF, IREEXTRUNEERFENROEHREEN B3, BUTHAREERA :

FIE1T Cisco |10S By Catalyst ¥ HLE B A B BHIR X &

Swi t ch#configure terminal
Swi t chj (confi g) #interface fastethernet 2/5
Swi tch(config-if)#power inline auto

!--—- Configures inline power support on fast Ethernet
port 2/5.

EE QoS

B A LAfE A Auto-QoS ZhEERI{ELFFEERY QoS ThEERIZFE, Auto-QoS £FMEZRITMERE. K
e, KB UARNFARRELEEML KINF , FHAENAER B ORASImMA2EHAZRIA QoS 1T H. QoS
BRIANNEZEH, RE , TEHREANRAER N NMA , KRNFBELR I AENINBRBESRHFERS

, HBE BN KIZEE,

Auto-QoS 2B E QoS #EME ARSI, B E auto-QoS Z &l , FEWRR Y LR EEF
QoS, BREXRM LEE auto-QoS i , FEXRBEYLLEZEA QoS ( MREERAH ) , HELBE
EFEEAYIMNEE. &5, CaNXBVIEORERNEEEAN CoS S, A AZROERERE
B, e , 8REANEROEE auto-QoS B , BBRZEA QoS SHEER N wO,

£ /5 A#E XX T /3 A debug auto qos 8% , REH X Xk O &R auto-qos , AFBEE auto-QoS
EESBHRNAT HLE QoS Bl. debug auto qos EREERRI ENANG S

A auto qos B HE , TLRIBEENEREN QoS BE. B2 , TEWXH M, BURELRLE
& auto qos voice T T AL :

Switch(config-if)#auto gos voip ?

ci sco- phone Trust the QS marking of Cisco | P Phone
ci sco-sof tphone Trust the QoS nmarking of Cisco | P SoftPhone
trust Trust the DSCP/ CoS narki ng

FIE1T 10S M Catalyst 3zl B Auto-QoS




Swi t ch#configure terminal

Swi t ch(confi g) #interface fastethernet 2/5

Swi tch(config-if)#auto gqos voip cisco-phone

!--- Configures the port to trust the CoS labels !--- in

the incoming packets and configures the !--- traffic-
shaping parameters.

B R auto qos MR IEEEFA Catalyst 32t LFHRMEREM , HR , BT auto-QoS % Catalyst 32
BHERAB QoS ELR , ZPH Catalyst 324l o

488 2 B E{TEEBREL QoS

MREEREEEITFAERBEIRY , WFEEHNPRIHEOEE QoS 8. BXTERT , &
E % i auto qos voip trust @5 , =& auto qos voip cisco-phone

#31=1T 10S 1Y Catalyst 3T YA R 4K EEPRBC R Auto-
QoS

Swi t ch#configure terminal
Swi t ch(confi g) #interface gigabitethernet 1/1
Swi tch(config-if)#auto gos voip trust

!--—- Configures the port to trust the CoS labels !--- in
the incoming packets and configures the !--- traffic-

shaping parameters.

3 3 B L1TEERECE QoS

MREZHEBEISE 3 24K , WEEF A auto qos voip trust TP EERD , AEENRONRE
A trustdscp, WRHFIETATERBEIRENSE 3 BiRONEE :

#7Z1T 10S HY Catalyst 2P P43 E 3 Bl OB R
Auto-QoS

Swi t ch#configure terminal
Swi tch(confi g) #interface gigabitethernet 1/1

Switch(config-if)#auto gqos voip trust

!--- Configures the port to trust the CoS labels !--- in
the incoming packets and configures the !--- traffic-
shaping parameters. Switch(config-if)#mls gos trust dscp

!--- Configures the port to trust the DSCP labels !---
in the incoming packets. This command is for !---
Catalyst 3560/3750/6500 Switches. or Switch(config-

i f)#gos trust dscp




!--- Configures the port to trust the DSCP labels !---
in the incoming packets. This command is for !---
Catalyst 4500 Switches.

{58 AR T2 S R g (B 3R 3 4

1£121T7 Cisco 10S B 12.2 RESRAH Catalyst 3560, 3750 1 4500 R , H— LM
EXNETATEERZNFEOD, UATRAXIHE IP BiEFNRRINEONEETHNEREAGH R
i

. cisco-phone — Wt AERA FTXHMN RGO : IP BiFEEEERED , FE—& PC AL
EETZBEE, LENHOBEREA VLAN, EF VLAN, iwmOZ£M, spanning-tree
portfast/bpduguard Fl auto qos voip cisco-phone,

. cisco-switch — W RBERA TFMEARKRIE 2 HERRIN LTHEROD, MRENEIRE
B AR I R AL , W AT BAEA cisco-switch ZREE LT8R O. LERKOERE
dot1q 4k, spanning-tree link-type point-to-point 1 auto qos voip truste FRfFEA T
EtherChannel/ii O 4.

AR XU ZEAHERENE -

- Smartport & — WEFEARIBL Pitit,. EXFMES , FZHELE Smartports &,
CEOE - UWERAFPENNE , ATEERE—AEOU#HTERE. AXIFHAER , FSHE
ENFERAZEOTEE.
AHEET show T AEBETANS :

Swi t ch#show parser macro brief

defaul t gl obal . cisco-gl obal
default interface: cisco-desktop
default interface: cisco-phone
default interface: cisco-switch
default interface: cisco-router
default interface: cisco-wreless

K HELT show ﬁi‘:“%ﬁﬁiﬁﬂ’ﬂmﬂi :

Swi t ch#show parser macro name cisco-phone
# Cisco | P phone + desktop tenplate
# macro keywords $access_vl an $voice_vl an

# Vol P enabl ed interface - Enable data VLAN

# and voi ce VLAN

# Recommended val ue for access vlan should not be 1
swi t chport access vl an $access_vl an

swi tchport node access

# Update the Voice VLAN val ue which shoul d be

# different fromdata VLAN

# Recommended val ue for voice vlan should not be 1
swi tchport voice vlan $voice_vl an

# Enabl e port security limting port to a 2 MAC
# addressess -- One for desktop on data vlan and
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# one for phone on voice vlan
swi tchport port-security
swi tchport port-security maxi num 2

# Ensure port-security age is greater than one mnute
# and use inactivity tinmer

switchport port-security violation restrict
switchport port-security aging tine 2

switchport port-security aging type inactivity

# Enabl e auto-qos to extend trust to attached G sco phone
auto qos voi p ci sco-phone

# Configure port as an edge network port
spanni ng-tree portfast
spanni ng-tree bpduguard enabl e

LRGIERE IP BIEHRE PR Him DR EE
{58 FA TR TE S AY e 1B 32 Rl

Swi t ch#configure terminal
Swi t ch(confi g) #interface gigabitethernet 2/5

Swi t ch(config-if)#macro apply $access_vlan 10
$voice_vlan 20

!-—-- Configures the access port to connect the IP phone.
!-——- The PC connects to the IP phone. It configures the
port that !--- belongs to access VLAN 10 and voice VLAN
20. It also configures !--- auto gos voip cisco-phone.
Swi tch(config-if)#exit

Swi t ch(confi g) #interface gigabitethernet 1/1
Swi t ch(config-if)#macro apply cisco-switch $native_vlan

10

!-—-— Configures the uplink port as dotlqg trunk port !---
with native VLAN 10. It also configures auto gos voip
trust.

B

K HELT show interface S AR IAER B R B EIEST Cisco 10S XY L IEX T4 :

Swi t ch#show interface fastethernet 2/5 switchport

Name: Fa2/ 5

Swi t chport: Enabl ed

Admi ni strative Mde: static access

Oper ational Mde: static access

Admi ni strative Trunki ng Encapsul ati on: negotiate
Oper ational Trunking Encapsul ation: native
Negotiati on of Trunking: Of

Access Mbde VLAN: 10 (VLANOO010)

Trunki ng Native Mode VLAN: 1 (default)

Admi ni strative Native VLAN taggi ng: enabl ed



Voi ce VLAN: 20 (VLANOO020)

Admi ni strative private-vlan host-associati on: none
Admi ni strative private-vlan mappi ng: none

Admi ni strative private-vlan trunk native VLAN: none
Admi ni strative private-vlan trunk Native VLAN taggi ng: enabl ed
Admi ni strative private-vlan trunk encapsul ati on: dot1q
Admi ni strative private-vlan trunk normal VLANs: none
Admi ni strative private-vlan trunk private VLANs: none
Qper ational private-vlan: none

Trunki ng VLANs Enabl ed: ALL

Pruni ng VLANs Enabl ed: 2-1001

Capt ure Mode Di sabl ed

Capture VLANs Al |l owed: ALL

Protected: false

Unknown uni cast bl ocked: di sabl ed
Unknown rmul ticast bl ocked: disabled
Appliance trust: none

mTRHERERF (PREMAF, ) (OIT) XFELE show @i T, A OIT JEEX show v HH
B 24

P HEBR
Catalyst 35606 : $##3F PoE R &5 IP 85K it

Catalyst 3560G T2 EHEREFIXHMHE O IP HiFRANKBR | UFIERIEE L EREEZiRK
O, XMNZzimAKE. mOMNB3IMEES PoE RESS LA, 3750 Rk ta &4 LR
B, I4EIRETE Cisco Bug ID CSCsc10999 (XBREMAF ) HHRil,

R ER I O & H shutdown/no shutdown., R&JE , X#tlem IP BiFREBER, LEBEE
Cisco 10S B#ERRAR 12.2(25)SED1 A sk,

7935 IP £ B iFREIWEEE IP it A RiFH IP it

WMERRF 7935 IP W B FEEITHRY , N2WBFLEBKREHIE VLAN 1Y P bk, R
7960 IP BBiFEEET 5 7935 IP 2 W B FEHRBRZREO , M 7960 2EWEF VLAN EHY IP i
ik,

WRIBEHATF 7935 IP 2N BEFNIRITS M. HAIWEIEZXERARERE PCH 10100 %0 , mE
f1 7900 X% IP BiFH, iEF VLAN 54HB) VLAN WIS R EEN AT 7935 IP £ BiF,

B EMEBENEREE B2 7935 IP AN B ENRENERE,
IP BiE kRS MAC BHBIEERE (MAB)

£ MAB A TX M A& & &R FIHRMNRAIRYLA |, #HB) (1BF ) VLAN EAFERAFEES
CDP 3R&IHY IP EBi&F MAC #itit, {ER , 1R IP BF 28I (JREEM PCERERTE ) HRERE
ZEE 7T HEMIEF VLAN w0, N 1P BiEFHE THIE VLAN f1, Hitt , 3 IP B2
Cisco CallManager B , 8% R &,

EFRIFE | wEAES VLAN B ID B E1Ziw D RVEEA VLAN , 30— & PC E#EF IP 8%,

|P EBiE KM DHCP BRS5ERIRE IP bt
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MRBEBEXBHFE A T AU FEFTIHI (ARP) £ (DAI) , e 41B1E DHCP K EHiEE
FE |, RRIEE A ARP iERF ARP N A EY IP E| MAC #bit4fE, EHERZ A DHCP &%
LAY EEHASDERN IP #itiy ARP HiEE.

2 4% , ARP 1h[RI#Z&I5I KR (ACL) t£%F DHCP MWWHEHREESNRE ., REYEMEA ip arp
inspection filter vian £ REBH®HEET ACL i , XV T LA ACL. XEH LT ARP $iE
SEHAFEEN ARP ACL #1THER., R ARP ACL {4 ARP BIEE , MR tb&E4L ZEIE
‘@ , BIfE DHCP MU ThEE i E RN BIBEEPFEARMNSE , b2k,

HXER
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