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Cat 3750#show port- securlty interface fastEthernet 1/0/2

Port Security : Disabled
Port Status . Secur e-down
Vi ol ati on Mode : Shut down
Agi ng Tinme : 0 mns

Agi ng Type . Absol ute
SecureStatic Address Aging : Disabled
Maxi mum MAC Addr esses 1

Total MAC Addresses 0]

Confi gured MAC Addresses 0

Sticky MAC Addresses 0]

Last Source Address: VI an : 0000. 0000. 0000: 0
Security Violation Count 0]

!--—- Default port security configuration on the switch.
Cat 3750#conf t

Enter configuration conmands, one per line. End with
CNTL/ Z.

Cat 3750( confi g) #interface fastEthernet 1/0/2

Cat 3750( confi g-i f) #switchport port-security

Conmand rej ected: FastEthernetl1l/0/2 is a dynam c port.
!--— Port security can only be configured on static
access ports or trunk ports. Cat3750(config-

i f)#switchport mode access

!--- Sets the interface switchport mode as access.

Cat 3750( confi g-i f) #switchport port-security

! --- Enables port security on the interface.

Cat 3750( confi g-i f) #switchport port-security mac-address
0011.858D.9AF9

!--- Sets the secure MAC address for the interface.

Cat 3750( confi g-i f) #switchport port-security violation
shutdown

!--- Sets the violation mode to shutdown. This is the
default mode. Cat3750# !--- Connected a different PC (PC
4) to the FastEthernet 1/0/2 port !--- to verify the
port security feature. 00:22:51: %M 4- ERR DI SABLE
psecure-violation error detected on Fal/0/2, putting
Fal/0/2 in err-disable state 00:22:51: 9%ORT_SECURI TY- 2-
PSECURE_VI OLATI ON:  Security violation occurred, caused
by MAC address 0011. 8565.4B75 on port FastEthernet1/0/ 2.
00: 22: 52: %.1 NEPROTO- 5- UPDOWN:  Li ne protocol on
Interface FastEthernetl1l/0/2, changed state to down

00: 22: 53: %.1 NK- 3- UPDOMN: I nterface FastEthernet1/0/2,
changed state to down !--- Interface shuts down when a
security violation is detected. Cat 3750#show interfaces
fastEthernet 1/0/2

FastEthernet1/0/2 is down, line protocol is down (err-
di sabl ed)

! --- Output Suppressed. !--- The port is shown error-
disabled. This verifies the configuration. !--- Note:
When a secure port is in the error-disabled state, !---
you can bring it out of this state by entering !--- the
errdisable recovery cause psecure-violation gl oba
configuration conmand, !--- or you can nmanually re-
enable it by entering the !--- shutdown and no shutdown

interface configuration comands.

Cat 3750#show port- securlty interface fastEthernet 1/0/2

Port Security : Enabl ed

Port Status . Secur e- shut down
Vi ol ati on Mode : Shut down

Aging Time : 0 mins

Agi ng Type . Absol ute

SecureStatic Address Aging : Disabled




Maxi mum MAC Addresses 1
Total MAC Addresses 1
Confi gured MAC Addresses 1
Sticky MAC Addresses 0]
Last Source Address: VI an 0011. 8565. 4B75: 1

1
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Cat 3750#conf t

Enter configuration conmands, one per line. End with
CNTL/ Z.

Cat 3750( confi g) #ip dhcp snooping

!--- Enables DHCP snooping on the switch.

Cat 3750( confi g) #ip dhcp snooping vlan 1

!-——- DHCP snooping 1S not active until DHCP snooping 1s
enabled on a VLAN. Cat 3750(config)#no ip dhcp snooping
information option

!--- Disable the insertion and removal of the option-82
field, if the !--- DHCP clients and the DHCP server
reside on the same IP network or subnet.

Cat 3750( confi g) #interface fastEthernet 1/0/3

Cat 3750(config-if)#ip dhcp snooping trust

!--- Configures the interface connected to the DHCP
server as trusted. Cat 3750#show ip dhcp snooping

Swi t ch DHCP snooping i s enabl ed

DHCP snooping is configured on follow ng VLANs:

1

Insertion of option 82 is disabled

Option 82 on untrusted port is not allowed
Verification of hwaddr field is enabl ed

Interface Trust ed Rate limt
(pps)
Fast Et hernet 1/ 0/ 3 yes unlimted

!--- Displays the DHCP snooping configuration for the
switch. Cat 3750#show ip dhcp snooping binding

MacAddr ess | pAddr ess Lease(sec) Type
VLAN Interface

00: 11: 85: A5: 7B: F5 10.0.0.2 86391 dhcp-
shooping 1 Fast Et heret 1/ 0/ 1
00: 11: 85: 8D: 9A: F9 10.0.0.3 86313 dhcp-

shooping 1 Fast Et heret 1/ 0/ 2

Total nunber of bindings: 2

!--- Displays the DHCP snooping binding entries for the
switch. Cat 3750# !--- DHCP server(s) connected to the
untrusted port will not be able !--- to assign IP
addresses to the clients.

BXiEMER | E5EE S DHCP WEk,
zhZ& ARP &

B ARPRNEZR—MZ2IEE , ATRIENEHH ARP HIEE, sEEB. EXHAEFEFIPE
MAC #b3t I TS ERY ARP 3B 2. FERALLThAE R LARS IE M & Z B F L g A B,

A ARP R AT R X B R ARP E R, IRHATHRITATED

- EETIZEMEO LWFTE ARP &R A E R

- BIF R FEBHNHIESN IP 2 MAC it ERBEIEN , AREFH A ARP BfF , BF
BIRSRKAHEMN B
. ERETHH ARP HiEE

A ARP KN AT RYE ZEEHIEE ( DHCP BWHERIEE ) PEMEH IP E| MAC it B4
ERME ARP IR SN ERME, WREHE VLAN ML LS A DHCP BT , Nt EiEE TEY
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DHCP W5ITR#FE, MREZEEED LT ARP BIEE , KRV ETMEMRENER T
RBREI. EFEEEEDL , RBRIMEXERBES.

f£3E DHCP & | AILURIEAFEEMN ARP ACL , B3Iz ARP RS EAEASEE IP #hit
I EHE ARP HiEEHTRIE. EENX ARP ACL , AL KR H arp access-list £ REE®H$. ARP
ACL {£5£F DHCP MW EHEERNLKE . REHE L H ip arp inspection filter vian £ R B

WHREE ACL B, RRHLT 2 ACL. XRHNLEF ARP BIES5AFEERN ARP ACL #
TEER, MR ARP ACL 14 ARP B8 , NI B IEL Z LIS , BIfE DHCP ¥ITIhAEE

ZHBREEREFEEERNSE , 2,

BRIMABEZ S ARP RNWIER , TS RZIE ARP BN E E15FE.

A LA H ip arp inspection vian £ BEBHFESE VLAN LEAzA ARP ., EXE |, £H

ip arp inspection trust 5 & R 8EFE#Z| DHCP BRS58RAY FastEthernet #0 1/0/3 Bl ZF4E#E
Ao #4USA DHCP M A T EEZADE IP #hit#) ARP $iEE. X DHCP BFEEMNE
B, BSRAA M DHCP M5 .

27 ARP &

Cat 3750#conf t

Enter configuration commands, one per line. End with
CNTL/ Z.

Cat 3750(confi g) #ip arp inspection vlan 1

! --— Enables dynamic ARP inspection on the VLAN.

Cat 3750( confi g) #interface fastEthernet 1/0/3

Cat 3750(config-if)#ip arp inspection trust

!--—- Configures the interface connected to the DHCP
server as trusted. Cat 3750#show ip arp inspection vlan 1

Source Mac Validation . Di sabl ed
Destination Mac Validation : Disabled
| P Address Validation . Di sabl ed
VI an Configuration Operation  ACL Match
Static ACL
1 Enabl ed Active
VI an ACL Loggi ng DHCP Loggi ng
1 Deny Deny
!--- Verifies the dynamic ARP inspection configuration.
Cat 3750#

BXEMES , BESAEBEA ARP B,
IP SRBAH

PR R —MR£IEE , AIRHE DHCP B THEHRFEEMNFHEER IP RPELERE , LR
H5E 2 RIBAEO LN IPRE, BWLER IP R FBELERENAEEREBEN IP ik
SHARERE. IPIRBHF AIBALE IP/MAC fA3%.

EXRZEFEOLSH DHCP %Uret , B LS A IP R, EEOLEH IPRBHFE , B
DHCP Y7 2 1FH) DHCP HiE a4 , KWV AL ZIZEOWRINFFE IP RE. XS ZIZEORM
A% 0O ACL. 0 ACL X AYFE IP stz F IP ESERTW IP HE , MIBLFAEEMRE,
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IPRAEXRPETEH DHCP UIMRBINBERFHEENLE (8BS IPRHE ). LWRFAWEKE
BE5 IP ik, XEXHY MAC b3t F1<BXH VLAN k5. REEESH IP RPN , XV FT L EH
IP REEE R

&R BME R 1P bR S0R 1P & MAC bR RECE 1P RS . EALETUSA IP JREhR
B, HETIR IP #abiE 1P RE. SR IP #its DHCP KITBEHREEFNFZEH IP RAER
PR ECER , RYFER IPRE, EALETUSA IP IR, FETIR IP 5 MAC it
iR IP &, REZRIP M MAC i3t 5 IP RBERFHRE RN , RRHILT2ERRE.
AR IPRBIPRER2R RO ( B/RBEANPRIRO ) EZXH,

BXRUNMAEE IPRAFHNIER , B5H IPRBhPEEER.

£iX B |, AIEA ip verify source ¥ FastEthernet 1/0/1 0 L& B#R IP 3338 3hREM IP IRBS
#. £ VLAN LSRR IP TIRIVEER IP RBFH BT , MMEEOFIERIEA VLAN £/S A DHCP
¥, & show ip verify source & AT RIERHL LM IP R EE.

IP JRB5H

Cat 3750#conf t

Enter configuration conmands, one per line. End with
CNTL/ Z.

Cat 3750( confi g) #ip dhcp snooping

Cat 3750( confi g) #ip dhcp snooping vlan 1

!--- See the DHCP Snooping section of this document for
!--- DHCP snooping configuration information.

Cat 3750( confi g) #interface fastEthernet 1/0/1

Cat 3750(config-if)#ip verify source

!--- Enables IP source guard with source IP filtering.
Cat 3750#show ip verify source

Interface Filter-type Filter-node |P-address

Mac- addr ess VI an

Fal/0/1 ip active 10.0.0.2

1

!--- For VLAN 1, IP source guard with IP address
filtering is configured !--- on the interface and a
binding exists on the interface. Cat 3750#

BXREMER  BSR I IP R,

Wi

SR A AUATHREENRIITE,

B B B BR

B AR B H X L B AR HRRE R

HXER

- €A VLAN #l VLAN 5265 RAF METS
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