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Swi t ch#configure terminal
Swi t ch(confi g) #interface fastethernet0/3

!--- Configure the Storm control with threshold level.
Swi tch(config-if)#storm-control unicast level 85 70
Swi t ch(config-if)#storm-control broadcast level 30

!--- Configure the port as Protected port.
Swi t ch(config-if)#switchport protected

!--- Configure the port to block the multicast traffic.
Swi tch(config-if)#switchport block multicast

!--- Configure the port security. Swi tch(confi g-
i f)#switchport mode access
Swi tch(config-if)#switchport port-security

!--- set maximum allowed secure MAC addresses.
Swi tch(confi g-if)#switchport port-security maximum 30

!--- Enable sticky learning on the port. Switch(config-
i f)#switchport port-security mac-address sticky

!--- To save the configurations in the device.
swi tch(confi g) #copy running-config startup-config
Swi t ch(confi g) #exit
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Swi t ch#show interfaces fastEthernet 0/3 switchport
Narme: Fa0/3
Swi t chport: Enabl ed

Adm ni strative Mde: static access

per ational Mde: static access
Adm ni strative Trunki ng Encapsul ati on: negotiate
Qper ational Trunking Encapsul ation: native

Negoti ati on of Trunking: Of

Access Mbde VLAN: 1 (default)

Trunki ng Native Mbode VLAN. 1 (default)
Voi ce VLAN: none

Admi ni strative private-vlan
Adm ni strative private-vlan
Adm ni strative private-vlan
Adm ni strative private-vlan
Adm ni strative private-vlan trunk normal VLANs:
Adm ni strative private-vlan trunk private VLANs:
Qperational private-vlan: none

Trunki ng VLANs Enabl ed: ALL

Pruni ng VLANs Enabl ed: 2-1001

Capture Mode Di sabl ed

Capture VLANs Al |l owed: ALL

Protected: true

Unknown uni cast bl ocked: disabl ed

Unknown nul ticast bl ocked: enabl ed

Appl i ance trust: none

host - associ ati on: none
mappi ng: none
trunk native VLAN

trunk encapsul ation:

none
dot 1q
none

none
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Swi t ch#show storm-control

fastEthernet 0/3 unicast

Interface Filter State Upper Lower Current
Fa0/ 3 For war di ng 85. 00% 70. 00% 0. 00%
Swi t ch#show storm-control fastEthernet 0/3 broadcast
Interface Filter State Upper Lower Current
Fa0/ 3 For war di ng 30. 00% 30. 00% 0. 00%
Swi t ch#show storm-control fastEthernet 0/3 multicast
Interface Filter State Upper Lower Current
Fa0/ 3 i nactive 100. 00% 100. 00% N A

& Fishow port-security [interface interface-id]ir T RIS EEONIK O Z2IRE,

Hlgn -

be =
JIL

=S
B


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/docs/switches/lan/catalyst3550/software/release/12.2_25_sec/command/reference/cli2.html#wpxref94590
//www.cisco.com/en/US/docs/switches/lan/catalyst3550/software/release/12.2_25_sec/command/reference/cli2.html#wp3427660
//www.cisco.com/en/US/docs/switches/lan/catalyst3550/software/release/12.2_25_sec/command/reference/cli2.html#wp3427660
//www.cisco.com/en/US/docs/switches/lan/catalyst3550/software/release/12.2_25_sec/command/reference/cli2.html#wp3427660
//www.cisco.com/en/US/docs/switches/lan/catalyst3550/software/release/12.2_25_sec/command/reference/cli2.html#wp3427660
//www.cisco.com/en/US/docs/switches/lan/catalyst3550/software/release/12.2_25_sec/command/reference/cli2.html#wp3427660
//www.cisco.com/en/US/docs/switches/lan/catalyst3550/software/release/12.2_25_sec/command/reference/cli2.html#wp3426747

Swi t ch#show port-security interface fastEthernet 0/3

Port Security Enabl ed
Port Status Secur e-up
Vi ol ati on Mode Shut down
Aging Tinme 0 mns
Agi ng Type : Absol ute
SecureStatic Address Aging : Disabled
Maxi mum MAC Addr esses 30

Total MAC Addresses 4
Configured MAC Addresses 0

Sticky MAC Addresses 4

Last Source Address 0012. 0077. 2940
Security Violation Count 0

{ A show port-security [lnterface interface-id] address@i DR IFEIE EEZEO LBEENELRS
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Swi t ch#show port-security interface fastEthernet 0/3 address
Secure Mac Address Tabl e

VI an Mac Address Type Ports Remai ni ng Age
(m ns)
1 000d. 65c¢3. 0a20 Secur eSti cky Fa0/ 3 -
1 0011. 212c. 0e40 Secur eSti cky Fa0/ 3 -
1 0011. 212c. 0e41 Secur eSti cky Fa0/ 3 -
1 0012. 0077. 2940 Secur eSti cky Fa0/ 3 -

Total Addresses: 4
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