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ACIHFEF0467HI A R R #B ] sE I R AT K20 EMvianEE &,
Intersight Connected ACIZ #4E RF
RN EFIACIESI N — BB o # 1T E B 512,

MR EE Eintersight EZMACIZRER |, MaRREBERRSFER , UIEAEIntersightiERER
ACIZHRIBRE IR B T LB PR R SR,

ACIHIFEF046717 =
THAIVLANELE : invalid-vlan
nE

- FRAHEVLAN 421E BHIHEPG
. DEAEPGHIYIIESE

« EPGLEVLAN 4210985 O848 E

- WEF0467 — fF IS MEPGHIIE &£ X RN T 2 THRIC

- HEFRXHEEEE ; invalid-vlan:vlan-x :EpGARSigx<Bt |, s & 13K 2 B tbvian


https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217576-about-proactive-aci-engagements.html

v EPG - lc_EPG
Fault Properties 0

General Troubleshooting History

O +
Fault Code: FO467
Severity: minor
Last Transition: 2023-06-04T14:35:08.407+00:00
Lifecycle: Raised

Affected Object: topology/pod-1/node-103/local/svc-policyelem-id-0/uni/epp/fv-[uni/tn-ic_TN/ap-Ilc_APF/epg-Ic_EPG]/node-
' 103/stpathatt-[eth1/13]/nwissues

Description: Fault delegate: Configuration failed for uni/tn-lc_TN/ap-lc_APPfepg-lc_EPG node 103 eth1/13 due to Invalid VLAN Configuration, debug message:
invalid-vlan: vlan-421 :Either the EpG is not associated with a domain or the domain does not have this vlan assigned to it;
Type: Config

Cause: configuration-failed

Change Set: configQualinvalid-vian, configSt:failed-to-apply, debugMessage:invalid-vlan: vian-421 :Either the EpG is not
associated with a domain or the domain does not have this vian assigned to it;, temporaryError:no

Created: 2023-06-04714:33:00.796+00:00
Code: FO467

Mumber of
Occurrences:

Criginal Severity: minor

Previous
& minor
severity:

Highest Severity: minor

WFE i AR R B “EpGAR &g x Bt |, R\ AR D Edbvian’,

<tfroot>

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep 1c_EPG
descr : Configuration failed for uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG

node 103 ethl/13

due to Invalid VLAN Configuration, debug message:
i nvalid-vlan:

vl an-421

Either the EpGis not associated with a domain or the domain does not have this vlan assigned to it

dn : topology/pod-1/node-103/Tocal/svc-policyelem-id-0/uni/epp/fv-[uni/tn-T1c_TN/ap-1c_APP/epg-1c_EPG]/n

BERE : XEKHWVLANB RIS PTENVLAN

M R EARIFBH R FHEVLAN 421,

<{froot>



Node-103#
show vl an encap-id

421

ext ended

<<< Empty >>>

REZEPGKRERAY R SRR

<tfroot>
APIC#

moquery -c¢ | 2RtDoml fConn | grep | c_EPG | grep dn

<<< Empty >>>

Hlc_phys_dom¥FH 5Ic_EPG EPGX Bk,

<{froot>
APIC#

noquery -c¢ fvRsDomAtt | grep -A 25 Ic_EPG| grep rn

rn : rsdomAtt-[uni/
phys-1 c_phys_dom
1

FESBIVLANBEI XL,

<#root>
APIC# moquery -c infraRsVlanNs | grep -A 15
| c_phys_dom

| grep tDn
tDn : uni/infra/vlanns-[

I c_vlan_poo

]-static



Vlanstilc_vlan_pool#SE B X 2 #EVLAN 420,

<{froot>

APIC# moquery -c fvnsEncapBlk | grep

I c_vl an_pool

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[

vl an- 420
1-to-[
vl an- 420

]

vian 42177 iRt | Rtk HE4E 1R invalid-vlan: vian-421 : Epgk S1gi< Bk s 38k 2 Bttt vian”
ERES ANAEEF | FEVLANS| AREE R

(Configuration applied)

(Configuration defined)

Security Domains
--------- > Restricts VLANS, Switches, === === ===========-
l Interfaces, Tenants H
T Switct
e ks i L“'p,om Concrete Model
Tules ol : Coliection of switches

S = } —— —
1 ! T :
l i Leaf Interfaces Logical Model
! : Profiles
: H Collection of interface 1Dz
s i T
i i Interface Selectors
i | Intertace 1Dz
]
i i I
| ! AAEP L&af Irrtgrfaoes Interface Policies

Colection of allowed mm Interface settings
: : VLANs, VXLANS etc hmthmm J
i i
: ; [
]
R ———— Les vm-kandns
&1C ane consumed
Pools

FFER D Wvian 421758 245 Evianss E

Vlansith 5 £ 2 f13 < BX (Fabric > Access Policies > Pool > VLAN > Ic_vlan_pool)



VLAN Pool - le_vlan_pool (Static Allocation) 0

o
*

Properties

= Mame

WS HIVLAN 4215 B VLAN S B 36 iF

<#froot>
APIC#

moquery -c¢ fvnsEncapBl k | grep | c_vlan_poo

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an- 420

1-to-[

vl an- 420

]

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an-421

1-to-[

vl an-421

]

BERR : EAEKREEHXEKRAFEVLANKVLANE



1
¥
m.:mm i MPmﬂas Concrete MOdel ’
' it e (Configuration applied)
i i Leaf Interfaces Logical Model
i ; ... . (Configuration defined)
: | [
I
: i Interface Selectors
: : Interface IDs
i i -
I i e Leaf Interface Policies
: i VLANS, VXLANS etc m“m e
I
: : [
: ---------------- 1—' mwum?;qm
et are consumed
Pools
List of VLANs, VXLANS etc

Fabric > Access Policies > Physical and External Domains> Physical Domains > Ic_phys_dom

Physical Domain - le_phys_dom 0
Policy Faults History
—
® O b %
Properties

Name; lc_phys_dom

Associated Atachable = Name
Entity Profiles:
Ic_AAEP

VLAN Pools: | select an option I
Sacurity Domains: O+
Selact Name Description
[+]18 5 Vlansth B9 < Bk
<#troot>

APIC# moquery -c infraRsVlanNs | grep -A 15
| c_phys_dom
| grep tDn

<< EMPTY >>

B8 : BFEERBVLANKER



Fabric > Access Policies > Physical and External Domains> Physical Domains > Ic_phys_dom

Physical Demain - le_phys_dom D

BERETLTH : BELNR
m=R

- BEBEEPG

- DELREPGHYIT

« EEPGLAVLAN 4208|228 SmwmO4E , 77 /103 eth 1/13

« WFEF0467 — fE A5 REPGHY IS £ & X R TT =t 1THR1E

- HEFRHEEEE ; invalid-path:EpG/L30Out R 51k Bk , REFARBME S EED

SR AN F R U IEBN A ZE BN ER TRTRE/m O/NVLANFBE | 251K 1EH
f=,

BREXNEHENER , BRKBEXRNS - TRETERER.

EPG - Ic_EPGEIFHF HY B FEXEX> Ic_TN > Ic_AP > Ic_EPG >#[E># &



¢ EPG-Ic_EPG
Fault Properties 0

General Troubleshooting History

(E) e
Fault Code: FO467
Severity: minor
Last Transition: 2023-06-04T21:39:12.971+00:00
Lifecycle: Raised

Affacted Object: topology/pod-1/node-103/local/sve-policyelem-id-0/uni/epp/fv-[uni/tn-lc_TNfap-lc_APP/epg-lc_EPG]/node-
' 103/stpathatt-[eth1/13)/nwissues

Description: Fault delegate: Configuration failed for uniftn-lc_TN/ap-lc_APP/epg-Ic_EPG node 103 eth1/13 due to Invalid Path Configuration, debug message:
invalid-path: Either the EpG/L30ut is not associated with a domain or the domain does not have this interface assigned to it;
Type: Config
Cause: configuration-failed

Change Set: configQualinvalid-path, configSt:failed-to-apply, debugMessage:invalid-path: Either the EpG/L30ut is not
associated with a domain or the domain does not have this interface assigned to it;, temporaryError:no

Created: 2023-06-04T21:36:56.851+00:00
Code: FO467

Number of _

Qccurrences:
Original Severity: minor

Previous

Severity: Tnor

Highest Severity: minor

ZEMWEPG, M [UDMMK O SEHEHERFDNF

<ttroot>

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep

| c_EPG

descr : Configuration failed for

uni /tn-1c_TN ap-1 c_APP/ epg-| c_EPG

node 103 ethl/13
due to Invalid Path Configuration, debug message:
i nval i d- pat h:

Either the EpG/L30ut is not associated with a domain or the domain does not have this interface assign
dn : topology/pod-1/node-103/1ocal/svc-policyelem-id-0/uni/epp/fv-[

uni /tn-1c_TN ap-1 c_APP/ epg-| c_EPG
1/

node-

103

/stpathatt-[

et hl/

13



1/nwissues/fault-F0467

RIEAFRE

BWAREBEHBvian, MRFR , AUBTXERTRBEEEREHIR.

FETHEMNcmdsH |, Ic_EPGEA TH HIIEHWEPGE .
M R LAREBEEncap-vian

Node-103# show vlan encap-id 420 extended
<<< Empty >>>

[1] EPGREXRERM BB BR N Z,

<tfroot>
APIC#

noquery -c | 2Rt Doml fConn | grep Ic_EPG | grep dn

<<< Empty >>>

(2148 S EPGHY B

<{froot>
APIC#

noquery -c¢ fvRsDomAtt | grep -A 25 Ic_EPG | grep rn

rn : rsdomAtt-[uni/
phys-1 c_phys_dom
1

[3]3 5 ViIanith #9 < Bk

<tfroot>
APIC#

moquery -c infraRsMlanNs | grep -A 15 | c_phys_dom | grep tDn



tDn : uni/infra/vlanns-[
I c_vlan_poo

]-static

[4] Vlan’itt s El ¥ iE

<{froot>
APIC#

nmoquery -c fvnsEncapBl k | grep | c_vl an_pool

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an- 420

1-to-[

vl an- 420

]

[5]3 S AAEPHY X Bx

<tfroot>
APIC#

moquery -c infraRtDonP | grep | c_phys_dom

dn : uni/phys-Tc_phys_dom/rtdomP-[uni/infra/attentp-

| c_AAEP

]

[6] AAEPEI# O S M 4 < Bk (IPG)

<#root>
rtp-aciO8-apicl#

noquery -c infraRt AttEntP | grep | c_AAEP

dn : uni/infra/attentp-1c_AAEP/rtattEntP-[uni/infra/funcprof/accportgrp-

lc_I PG



[7] IPGE# Q& FEIRKE

<#froot>

APIC#

moquery -c infraRsAccBaseGp | grep -B 15 Ilc_IPG| grep dn

dn : uni/infra/accportprof-Teadl103_IP/hports-
lc_Interface_Sel ector

-typ-range/rsaccBaseGrp

[8]45% M &L B X 5 R A B B S 4 < Bk

<tfroot>

APIC#

moquery -c infraRsAccPortP | grep leaf103_IP | grep dn

dn : uni/infra/nprof-
| eaf 103_SP

/rsaccPortP-[uni/infra/accportprof-leafl03_IP]

NMRAEBSHERE , ROEMXEKOAFEHRKE , NSHAERBERRER XEEERRE
, BEEI LTS R SRS,

1. RO B EAAEPHI X EX

2. RO AAEPE|IPGHY X BX

3. RDIPGE# DL FEERAYRER

4. R MR R 5 OB B SR Bk

5. (R OB E XM 5 ALE B S < Bk

BERR : RO ESAAEPH KB



1 [
H interfaces, Tenants H
Tenants Leaf Switches
VRFs, subnets, security Profiles
rules etc Collection of switches

Concrete Model
(Configuration applied)

Leaf Interfaces
Tl Policy Groups

Iinterface type and settings

Logical Model
(Configuration defined)

Interface Policies
Interface settings

IR A>T 7] R EE> K ME>2 J§> AAEP > Ic_AAEP

Attachable Access Entity Profile - lc_AAEP

Properties
Name: lc_AAEP

Description:  optional

Enable Infrastructure VLAN: [
—

Domains (VMM, Physical or
Extarnal] Associated to Interfages:
& name

[+] EPGXREXRBEHI BRIREN 2

<#root>
APIC# moquery -c T12RtDomIfConn |

<< EMPTY >>

[+]18 S AAEP < B

<#root>

grep 1c_EPG | grep dn

APIC# moquery -c infraRtDomP | grep

0

Faults History

Palicy

Operational

O e

State



| c_phys_dom

<< EMPTY >>

1BE . ERONERE

Fabric > Access Policies > Physical and External Domains> Physical Domains > Ic_phys_dom

Physical Demain - le_phys_dom O
Policy Faults History

O & %K.

Properties
Name: ke_phys_dom

Associated Attachable = Name
Entity Profiles:
K_AREP

I\.-LAN Pools: | ic_vian_pool(static) il I

Security Domains: &+

Select Name Description

BERRE : ROAAEPE|IPGHY R EX

Domains
r ________ - mwmm __—______________';
¥ ' 4"
L. l s Concrete Model
- ] o o (Configuration applied)
i lr Leaflntl;rfaces Logical Model
E i m"fg;,:sm.,, (Configuration defined)
I ]
I ]
E E Interface Selectors
I interface IDs
i i ?
i : AAEP Leaf Interfaces J'- intertace Policies
]
E i
i ]
| ——— ki
IPGESAAEPXBX

Fabric > Access Policies > Interfaces > Leaf Interfaces > Policy Groups > Leaf Access Port >
lc_IPG



Leaf Access Port Policy Group - le_IPG

Properties

[+] EPGRERRBEHI BREREN 2

<#root>

APIC# moquery -c 12RtDomIfConn | grep 1c_EPG | grep dn

<< EMPTY >>

[+] IPGEIAAEPHI < Bk Jy Z2

<#root>
APIC# moquery -c infraRsAttEntP | grep -A 15

lc_I PG

| grep tDn

<< EMPTY >>

&8 - SRDAAEPE|IPGHY X< Bk

Fabric > Access Policies > Interfaces > Leaf Interfaces > Policy Groups > Leaf Access Port >
lc_IPG

Leaf Access Port Policy Group - lc_IPG

Properties

[+] IPGSAAEPXEX

<#root>
APIC# moquery -c infraRsAttEntP | grep -A 15

lc_I PG



| grep tDn
tDn : uni/infra/attentp-

| c_AAEP

BERRE  ROIPGE#EOEFEIRATREK

Security Domains
pETsTsSTe- Restricts VLANS, Switches, = ——======s=s==s=====s
1 Interfaces, Tenants ]
¥ ¥ 4

e E oo Concrete Model
““_;“‘ i el (Configuration applied)
E E Leaf!nt]elfaoes Logical Model
E E L) on O (Configuration defined)
i E
: E
] ]
1 ]
1 ]
' E
E | AAEP . Leafinterfaces Intertace Policies
: ! |
: """"""""""""""" L—" mm?ﬁm
Pools
List of VLANS, VXLANS stc
BEOEEREEORKAXEK

R FERE> T (B RBE>$2E O > M2 O > B & XXF>8 M 103_IP > Ic_Interface_Selector

Access Port Selector - lc_Interface_Selector

Properties
Mame: lc_Interface_Selector

Description: | optional

Type: range
I Policy Group: | select an option I

Port Blocks:

Interfaces

113

[+] IPGE# O &R 5 KRBk

<#root>
APIC# moquery -c infraRsAccBaseGrp | grep -B 15

lc_I PG

Override Policy Group

0

Policy Faults History
—

o L ®-

Interface Description



| grep dn

<< EMPTY >>

EE  EORFEREEORBAXRE

Access Port Selector - lc_Interface_Selector

Properties

Interfaces Override Policy Group

[+] IPGE# O FaR K< EX

<#root>
APIC# moquery -c infraRsAccBaseGrp | grep -B 15
lc_I PG

| grep dn
dn : uni/infra/accportprof-leadl03_IP/hports-

lc_Interface_Sel ector

-typ-range/rsaccBaseGrp

BERR RO ORESR5E O B XX

Interface Description



¥ ¥

T -

m%_':.?.m i L“'mstl'“ Concrete Model
; B °°"°"°"_ T (Configuration applied)
i ]
; i Leaf Interfaces Logical Model
i i s (Configuration defined)
i : I
i | 1
: | AAEP Leaf Interfaces Interface Policies
' H Colectionof slowed > Policy Groups Intertsce semtings
- H VLANS, VXLANS etc s £ el e
: : 7
1 I
R — L s
Pools
BEORBEX4EZO&FESR K

Fabric > Access Policies > Interfaces > Leaf Interfaces > Profiles > leaf103_IP

Leaf Interface Profile - leaf103_IP 0
Palicy Faults Histery
—
o £ %K.
Properties
Name: beaf103_IP
Deseription: optional
Alias:
Interface Selectors: =
« Mamg Blocks Palicy Groug
IR HERR
<#root>

APIC# moquery -c infraHPortS | grep Teafl03_IP

<< EMPTY >>

FHEOEE X 5N EERKEK



Leaf Interface Profile - leaf103_IP

Properties
Name: leaf103_IP

Description: | optional

Alias:

0

Palicy Faults History
——

o 2 %

Interface Selectors:
= Namg
Ie_lnterface_Selector

Blocks:

113

+
Paolicy Group
le_IPG

<#root>

APIC# moquery -c infraHPortS | grep

| eaf 103_I P

dn : uni/infra/accportprof-Teafl03_IP/hports-

lc_Interface_Sel ector

-typ-range

BERRE : RO OEE X5 E B SR B

Security Domains
e e Restricts VLANs, Switches, MN—— === ============
1 Interfaces, Tenants -
v ¥ #_

mg_"._}w | - Concrete Model

' Mi‘”"“ (Configuration applied)
1 - r =) =
| ' Leaf Interfaces Logical Model
; _— . . (Configuration defined)
| [
i l Interface Selectors
: : Interface IDs
s i T
: : Aﬁ?;,m ™ Leaf Interfaces kmgﬁnszzgfs
: : VLANs, VXLANS etc Interface type and settings
i l I|'
i I
s ccc e n e —--——— — ummggnzﬁimu
eftc are consumed
Pools

List of VLANs, VXLANS etc

OB E X5 B & S A< Bk
X4 5B B> 177 (7] SR B> STHRAL> 1R I SR> B B SCHF> M 103_SP



Leaf Profile - leaf103_SP

Properties

<#root>
APIC# moquery -c infraRsAccPortP | grep leaflO3_IP | grep dn

<< EMPTY >>

FHRMBC B S AHE 8 242 O 2 25 E B S R Bk

Leaf Profile - leaf103_SP

Properties

« Name Blocks

lxaf103_SP 103

Name Description

Peliey Greup

leaf103_5PG

State

II.-|'|.:.J._|=

[+]4 O B & XX 5 R ALEL B SCHF K Bk

<#root>
APIC# moquery -c infraRsAccPortP | grep
|l eaf 103_I P

| grep dn
dn : uni/infra/nprof-

| eaf 103_SP

/rsaccPortP-[uni/infra/accportprof-leafl03_IP]



Encap Already Used in Another EPG ( EE % —/1"EPGH £/ ) : encap-already-in-
use

L7k

BINMBERT , VLANEE2FBEE. £EMNVLAN IDREATAERT R LN ENEPG,

FEAELEERHIRINANZNEPG LE S FE AR —VLANK =R # 25 Hencap-already-in-use
FAGT7HFE,

EPGRIFE R ERE> Ic_TN > Ic_AP > Ic_EPG > &> &

@ EPG-Ic_EPG

Fault Properties Q0
General Troubleshooting History
G

e: FO467

minor
03T15:02:06.354+00:00
aking

Affected Object: topology/pod-1/node-103/local/svc-policyelem-id-0/uni/epp/fv-[uni/tn-lc_TN/ap-lc_APP/epg-ic_EPG]/node-
103/stpathatt-[eth1/13]/nwissues

Lifecycle: So

Description: Fault delegate: Configuration failed for uniftn-lc_TN/ap-lc_APP/epg-Ic_EPG node 103 eth1/12 due to Encap Already Used in Another EPG, debug

message: encap-already-in-use: Encap (vian-420) is already in use by Ic_TN_Dup:lc_APP:Ic_EPG;

c co ation-failed

lessage:encap-already-in-use: Encap (vlan
riNo

Change S jal:encap-already-in-use, ¢
use by lc_TMN_Du

d: 2023-07-03T15:02:06.354+00:00

e: FO467
of |
¥: minor

minor

Highest Severity: minor

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep Tc_EPG

changeSet : configQual:encap-already-in-use, configSt:failed-to-apply, debugMessage:encap-already-in-us
descr : Configuration failed for uni/tn-Tc_TN/ap-Tc_APP/epg-1c_EPG node 103 ethl/13 due to Encap Alread
dn : topology/pod-1/node-103/Tocal/svc-policyelem-id-0/uni/epp/fv-[uni/tn-1c_TN/ap-1c_APP/epg-Tc_EPG]/n

S INELCT:

[+]#5 8] BABB A BAE S AR Ic_TN_Dup L8 F sy 2

Node-103# show vlan extended | egrep "Encap|----|vlan-420"
VLAN Name Encap Ports



3 Tc_TN_Dup:1c_APP:1c_EPG vlan-420 Ethl/13

#M R T

pvir A1
ERMHVPCX LEATREHVLANG S

& 2 :
ExBEZEHHBVIanW FAREFRHHVPCX L £ AR AIVLAN,

LI 3
MEREEMNEPG LAV SR AXE , XF A FHEE.

kI 4 :

V1 ARA Z BIAVACIRAF | 44 TEVLANE R B H S AL E N EANEPG, MIRE—H R
B EBEZNEPGEBMERVLANEE | MACI& 5| R ILLEEE,

MV AT | BB LAfEPer Port VLANELEH |, TEATEMI K H RN ( RFEX ) LEHBEZA
EPGHAHREHIVLANE %

S OVLANE Bi5r
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-
x/L2 config/b Cisco APIC Layer 2 Configuration Guide/b Cisco APIC Layer 2 Configuration Guide c

HtniF 45 R
RYRESE

B AT AENRIRECSREEENSEER,
EPGEBAIEXRER

#F>I1c_TN > Ic_AP > Ic_EPG >#75im 0

Static Path - Pod-1/Node-103/eth1/13 0
L

[+]E# AR O BIEPGXRBR R BE


/content/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide/b_Cisco_APIC_Layer_2_Configuration_Guide_chapter_011.html#concept_BC396E1CBB7D4687A9CBBECDDD43DE11
/content/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide/b_Cisco_APIC_Layer_2_Configuration_Guide_chapter_011.html#concept_BC396E1CBB7D4687A9CBBECDDD43DE11

<tfroot>

APIC# moquery -c 12RtDomIfConn | grep 1c_EPG | grep dn
dn : topology/pod-1/node-103/sys/ctx-[vx1an-2195458]/bd-[vx1an-16416666]/vian-[

vl an- 420
1/rtfvDomIfConn-[uni/epp/fv-[uni/tn-Tc_TN/ap-T1c_APP/epg-
| c_EPG

1/

node- 103

/stpathatt-[

ethl/13

]1/conndef/conn-[vlan-420]-[0.0.0.0]]

EPGEAAEPXEx

IR AERE>17 7] K> K ME>2 §> AAEP > Ic_AAEP

Attachable Access Entity Profile - lc_AAEP 0

Paolicy COperational Faults History
—

G = s,

Properties

State
orme:
Application EPGs
® -+
~ Application EPGs Encap Primary Encap Mode
Ie_TN/lc_APP/Ic_EPG vian-420 unknown Access (B021P)

Show Usage

<tfroot>

APIC# moquery -c fvIfConn -f 'fv.IfConn.encap=="

vl an- 420

"

| grep dn
dn : uni/epp/fv-[uni/tn-Tc_TN/ap-T1c_APP/epg-1c_EPG]/node-103/attEntitypathatt-[1c_AAEP]/conndef/conn-[



vl an- 420

1-[0.0.0.0]

EPGEE /YR Bk

#F>I1c_TN > Ic_AP > Ic_EPG >

Domains (VMs and Bare-Metals) 0
o i W,
~ Domain Type Deployment  Resolution Allow Micro-  Primary Paort Encap Switching Encap Mode Cos Value Enhanced Custom EPG
Segmentation VLAN Made Lag Policy MName
) ) native

[+]#Flc_phys_dom EfF E X< BXFEPG,

<#froot>

APIC# moquery -c fvRsDomAtt | grep -A 25

| c_EPG

| grep rn
rn : rsdomAtt-[uni/

phys-1 c_phys_dom
]

15 5AAEP R vianit B9 < Bk

Fabric > Access Policies > Physical and External Domains> Physical Domains > Ic_phys_dom

Physical Demain - le_phys_dom 0

Policy Faulls History

[+]E S AAEP< B

<{froot>



APIC# moquery -c infraRtDomP | grep

| c_phys_dom

dn : uni/phys-l1c_phys_dom/rtdomP-[uni/infra/attentp-

| c_AAEP

]

[+]13 5 Vlansth B9 < Bk

<#root>
APIC# moquery -c infraRsVlanNs | grep -A 15
| c_phys_dom

| grep tDn
tDn : uni/infra/vlanns-[

I c_vl an_poo

]-static

EHRRAMERBAIVLANE

Fabric > Access Policies > Pool > VLAN > Ic_vlan_pool

VLAN Pool - lc_vlan_pool (Static Allocation)

Properties

VLAN Range Description Alipcation Mode Role

[+] VlanitiSE B 3 ik

<#root>
APIC# moquery -c fvnsEncapBlk | grep

I c_vlan_poo

Operationa

o]

Histary

* .



dn : uni/infra/vlanns-[1c_vlan_pool]-static/from-[
vl an- 420

]-to-[

vl an- 420

]

[+]EfE Alc_vlan_pool#i5

<#root>
APIC# moquery -c fvnsRtVlanNs | grep

I c_vl an_poo

dn : uni/infra/vianns-[1c_pool]-dynamic/rtinfraVlanNs-[uni/
phys-1 c_phys_dom
1

AAEP 215 i >< BX

IR EERE>T7 7] R B> K ME>2 J§> AAEP > Ic_AAEP

Attachable Access Entity Profile - lc_AAEP Q

Properties

<#root>
APIC# moquery -c infraRsDomP | grep

| c_AAEP

dn : uni/infra/attentp-T1c_AAEP/rsdomP-[uni/phys-
| c_phys_dom

]



IPGEAAEPXEX

Fabric > Access Policies > Interfaces > Leaf Interfaces > Policy Groups > Leaf Access Port >
lc_IPG

Leaf Access Port Policy Group - lc_IPG 0

Properties

@ |

[+] IPGEAAEPXEX

<#root>
APIC# moquery -c infraRsAttEntP | grep -A 15
lc_I PG

| grep tDn
tDn : uni/infra/attentp-

| c_AAEP

M B B S S MR AR R BR

Fabric > Access Policies > Interfaces > Leaf Interfaces > Profiles > leaf103_IP

Leaf Interface Profile - leaf103_IP 0‘
Policy Fault Histe
O X .
Properties
Int:
« Mame Blocks Policy Group
le_Interface_Selector mns3
<#root>

APIC# moquery -c infraHPortS | grep

|l eaf 103_I P

dn : uni/infra/accportprof-Teafl03_IP/hports-

lc_Interface_Sel ector



-typ-range

BERaREEEORKAXREK

R FERE> T (B SR BE >4 O >R M2 O > B & XXF>8H103_IP > Ic_Interface_Selector

Access Port Selector - lc_Interface_Selector

[+] IPGE#EOEFESRKER

<#root>
APIC# moquery -c infraRsAccBaseGrp | grep -B 15
lc I PG

| grep dn
dn : uni/infra/accportprof-

| ead103 I P
/hports-
lc_Interface_Sel ector

-typ-range/rsaccBaseGrp

<h4"># M5 O L B XA 53 Mk R 28 M AR SR AL B B 344 < BR
3 $ B B > 13 [R) R B> SR ATL > A SR> B i S 4> 4% I 103_SP



Leaf Profile - leaf103_SP

Blocks

Description

State

Properties
II-- af103_SP
III-:I.I 103_1P
[+HEMHEOREXHS
<#root>

APIC# moquery -c infraRsAccPortP | grep

|l eaf 103 _I P

| grep dn
dn : uni/infra/nprof-

| eaf 103_SP

KA B iE SR Bx

/rsaccPortP-[uni/infra/accportprof-

|l eaf 103 _I P

]

[+] IR AVEC B XA 5 R Alim O 48 ] Bk

<{froot>

APIC# moquery -c infraRsAccNodePGrp | grep -A 8

| eaf 103_SP

| grep tDn

tDn : uni/infra/funcprof/accnodepgrp-

| eaf 103_SPG

VianZh &% it

=]
=

o EAHRKVLAN 42080 BHE T K103 - E1/13L



- BEMEHEXTFREMEPGHE &
BEBEAPICK EACIK R4 VLANZRE

A AREA X VLANE i EXf fvicConnZK W Eif) , A EREFHBVLANKEBNEPG/R#RA/#ZEDO

AE,

<#root>
APIC#

noquery -c¢ fvlfConn -f

"fv.IfConn.encap=="vl an-420""' | grep dn

dn : uni/epp/fv-[uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG]/
node-

103

/stpathatt-[

et hl/

13
]1/conndef/conn-[
vl an-

420

1-[0.0.0.0]

B RRICLILEVLANSEE

Al A E AR A EiZ1T“show vian extended” , AR Bl L Y HIEEE T WLEVLAN |, A%
VLANFIZEEPGH#EO,

“encap-id xx" X JEESFEACIR A4 2R ESERA LT A,

<#root>
Node-103#
show vl an encap-id

420

ext ended



VLAN Name Encap Ports

2 Tc_TN:Tc_APP:1c_EPG vlan-420 Ethl/13

BERMHCLIREF & TTRHIVLANEE

ACIZIA T KPS/ NVLANEBBR 8T 2 F/Nd 3L F5F & (P)BIVLAN |, ZVLANZ BN RBYLT S8
ARih{E,

BEAFEME FF)9“FD VLANRIPI VLAN |, T M55 AR &5 2 #59 “BD VLAN"BIPI Vian,

A BATE B3 # 41 £ i3 1T “show system internal epm vlan all’ A& REEH EEE M vianFl &,

<tfroot>
Node-103#

show vl an extended | egrep

"Encap|----|1/13"
VLAN Name Encap Ports
2

Tc_TN:1c_APP:Tc_EPG
vl an-
420

Ethl/13 --> FD vlan 2

18

Tc_TN:T1c_BD vx1an-16416666 Eth1l/13 --> BD vlan 18

A LA A “show interface &8 S IEFD vianFIBD vianZliE OB M &l

<#root>
Node-103#
show i nterface eth

1/13 trunk | grep -A 2

Al | oned

Port Vlans Allowed on Trunk



Eth1l/13

2,18

KESVI VLANESE

MRFEABD SVIRUESEIFEVLAN |, NI Amoquery class fvSubnet3R BR-F M BV IP b 41k

<tfroot>

APIC#

noquery -c fvSubnet | grep | c_BD

dn : uni/tn-1c_TN/BD-Tc_BD/subnet-[201.201.201.254/24]

ARIEXT R E “show ip interface brief’ #1 Z FLH Y 1P ik LU UFVLANFIFRHABY VRF

EARGIF | BiFkE E—ANCLIE H R~EIABD VLan 18,

<#froot>
Node-103#

show ip interface brief

IP Interface Status for VRF "

lc_TN: I c_VR

F"(16)

Interface Address
vl anl8

201.201.201.254/24

prot ocol -up/ i nk-up/adm n-up

BAREHAENSREEFT

Interface Status

LB R FILE T MVLANE S ZAPIE A B SR T RVLANSZ TS KRB B IR,



/AP|CS ‘\ { API Request for static binding ]
NGiNX l
extXMLApi (4) ]--q ---------- Accept if format valid with proper auth
v
Policy Distributor (33) ]--* ---------- Enforce no dups, other logical rules
¥
Policy Manager (6) |v#)ssssssnss Validate against Policy. If complete, push
\ Y j to policy defined nodes

Switch(es) ,

Policy Element Validate against Hard.ware. If pass, push
i to concrete policy onto node
NXOS Pulls in concrete config to program HW.
VLAN deployed
R R EE R RAEE

A ERERFEREZBHXR , LERKINEE R T LVLAN,

Security Domains *
 J—— = ﬁumuvngm;smum. e ——————— -ﬁbfﬂ{gﬂz/

Interfaces, Tenants

e Concrete Model
Callection of awitches (Configuration applied)

............. - —
Leaf Interfaces Logical Model

i B (Configuration defined)

|

]
]
1
1
1. 1
I 1
I 1
]
: i
1
: i
I 1
I 1
I 1
]
- i Interface Selectors
]
: i
I 1
I 1
I 1
i 1
i 1
1
I i
: I
1 1
I 1
I 1

Interface IDs

|

AAEP Leaf Interfaces Interface Policies
Collection of allowed — Policy Groups Interface settings
VLANs, VXLANS etc Interface type and settings

BR 5 2175 [F] SR B A9 M SINXOS a1

XERLE, BN TREMEBRA TIHRKEHEE ; REHRKEEEIMIRENCLIREENFH
EX XA,



Domains

Interface
Policy Profiles
Groups S

mtu 9000 ssh 10.10.1.142
switchport or no switchport speed 10G
channel-group 1 mode active  mterface Ethemet 1/1
lidp receive
switchport trunk allowed VLAN 100-200 lidp transmit
cdp enable

spanning-tree bpdufilter enable

HRIWEFO467RY |, MINE & T 15 B K HE H R EE B EH,

VLANRE &< TEXR
BAGS

AHERER-—IZE  ZEERATIRFN T -5,
RNHEFE AT XERSRIERT BHRBE

TR

PN
Ap T

BHEY

APIC

moquery -c faultinst -f
'fault.Inst.code=="F0467"

Bl i SR B R P H BT TR SRS AT A F046 78

f=

moquery -c I2RtDomIfConn | grep
<epg_name> | grep dn

B RE4%Eepg R BRI B/ B E.

moquery -c fvRsDomAtt | grep -A
25<epg_name> | grep rn

£ REEPGREXHYIH

moquery -c infraRsVlanNs | grep -A
15 <dom_name> | grep tDn

EREHXRBENVIantZ#, SEEMNEL—I 8T
PR EEY

moquery -c fvnsEncapBlk | grep
<vlan_pool_name>

EREEEvIanttxEMviank &

moquery -c infraRtDomP | grep
<dom_name>

B REHKEKRNAEP

moquery -c infraRtAttEntP | grep
<AEP_name>

EREEXBRNEAORENHA(PG)

moquery -c infraRsAccBaseGrp | grep

-B 15 <IPG_name> | grep dn

EREORENM4A(PG)S#EOERIRXE

moquery -c infraRsAccPortP | grep
<Interface_Sector> | grep dn

R EOR B X5 R ALES B SR KBk

moquery -c fvifConn -f
'fv.IfConn.encap=="<encap_vlan>
grep dn

EREXRRER ERBREHEvanfIFrEERA

moquery -c fvnsRtVlanNs | grep
<vlan_pool_name> | | grep dn

B REBvianit < By g




moquery -c fvSubnet | grep
<BD_name>

EREEXEBKBsv IP

show vlan encap-id <encap_vlan>  |&7RPIvianfiEF, NG EXHFMEPGE I F

B extended MEE

show vlan extended | egrep "Encap|--

_|<port:example 1/13>" ERBERO LviantyiFAEE,

show int eth <port> trunk | grep -A 2|2 R ERER O L &K Hvian, EEE |, vianks

g A EBviank S,
show ip int bri vrf <vrf> S TRABEVIHEBNEIEED

E R RVPCI Y — & 0 Bt B vpct R E R

o

show vpc brief

BXES

 https://www.ciscolive.com/on-demand/on-demand-
library.html?&currentTab=session&search=BRKDCN-3900

+ https://www.ciscolive.com/on-demand/on-demand-
library.html?&currentTab=session&search=BRKACI-2770

 https://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-
x/troubleshooting/Cisco TroubleshootingApplicationCentricinfrastructureSecondEdition.pdf



https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKDCN-3900
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKDCN-3900
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKACI-2770
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKACI-2770
/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf
/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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