200/220/300% 5354l ERI802.1IXEHN ML FH
P E

B R

802. 1X2E T it O KM & 1 Rl I (PNAC)WIEEE R |, NEEEIHOMNRZRESHRIES
Eo RENMEEGUIRI ENFMAIEF 5 KIE"(Host and Session Authentication) T H A T
EMBNMNEOEANSHRIERE, 8NEOFHRIER—TIEE , ATMEEEARENS
H B IRIEE R R 5 REliE O, Authenticated Hosts R EE REXEH1TH BRI ENH

1E /N O

A ER ARG OEEEVANLSFESHRIE , AR I{A#E200/220/300F 5 E 18 H 3R HLAY
802 IXZ L REMEFLI EHRIEM T,

EARE

« Sx200% %l
« Sx220%5%l
« Sx300%5%l

B R AR

« 1.4.5.02 — Sx200% 5%, Sx300%7%l
e 1.1.0.14 — Sx220% 5l

FNAE S BRI

SHR1.BFZETWebHZARRF , AF1EFESecurity > 802.1X > Host and Session
Authentication,

AR UTEBKBESG220-26P & RER L.



» |P Configuration

TACACS+
RADIUS
» Management Access Method
Password Strength
Management Access Authentication
TCPRUDP Services
Storm Control
Fort Security
v 8B021X
Froperties

» Denial of Service

BoH  QEERBENIRONEERRE,



Host and Session Authentication

Host and Session Authentication Table

Entry No. | Port Host Authentication = Single Host

Action on Vielation Traps Trap Frequency = Mumber of Vielation

GE1  Multiple Host

4 ;:- ?J'

GE3 Multiple Host
GE4  Multiple Host
GES Multiple Host
GEG Multiple Host
GET  Multiple Host

-~ @ ;m & wiitlis

AR EARGIAP  EETIROGE2,

B=%  BHEdtUREEERANENN2ES BRI,

Copy Seftings...

$MME . REF¥H HEdit Port Authentication® 0. MIinterface FHIBIERTF |, BRIEEMNEH D
BRIBEF2H5PERN KO, &N , BRETHELAHEREBEN KO,

Host Authentication: - Single Host
& Multiple Host
Multiple Sessions

X - NREA2005H300% 5], NI wEFNNKEFFHRIEED,

$EHY : Ai5Host AuthenticationZFER P FFEN SR IRIFER X MY H %R, EINE -



o BAEN — KPR T ENRRNENI Zw O T RRR,

« ZEHB02.1X) — SAMEHAILTGRIEN KO, XRMINER, IRV AFERNE-—EE
Hl, REEETZONAEEMEFREB AL RME, MRSFHGRIERK , E—8FHH
FIAEENE P iR IEL TR ML,

o ZNRE — SAENALFGRENRD , EEE EHNBLIET S BRI,

AR EARHIF EBREENEN

Interface: Fort GEZ2 r

Host Authentication:

Multiple Sessions

AR MRERSNMENHSZN2E  FRESZRI,

8875 . #ESingle Host Violation SettingsXi## , K55 FTFEAction on ViolationXy Rz # & %
B, MRBIFEIFREBHMACH I 5 RIFERFHMACH U REEHEN , W KEEN,
REXTERE , ZBREFREMNTE TRABRGNENIENBFESL2REFTAER. &
WA :

- R (FBF) — EFHEZ. XIRMIAEE
* Restrict ( #%x ) — REHRFRRKBES.
* Shutdown — FIEHFEIHXARA, EEMHEIARRIER B 28 , w0 SREXAR

N

BhNo

& EARRBIR | EFERestrict(Forward)o



Single Host Violation Settings:

Action on Violation:

ST, ( Wik ) EPTrapsFERFHIEnable LS BB, FEBFR 4 BRI £ W& EE Y
(SNMP)EE , ATIREREEH. HEXEBHAN , BHSZXTREVHSNMPEEES,

Single Host Violation Settings:

Action on Violation: Protect (Discard)
e Restrict (Forward)
Sshutdown

Traps:

SR 8% Trap FrequencyF B A B ZIEMEM 2 B A FHATENE (AW REN ) . XEX
T BEBHEY RIS,

E  EARBIF , FERAB0R.



Single Host Violation Settings:
Action on Violation: Protect (Discard)
o Restrict (Forward)
Shutdown
Traps: [+ Enable
% Trap Frequency: sec (Range: 1- 1000000, Default: 10)
[ Apply ][ Close ]

SR 9B & Applys

\|

BIEMZERR L EEEVMKES BRI,

EEZLSHRIENEN

FR1BFRIETWebWEARERF , AFEEF Security > 802.1X > Authenticated Host,



» P Configuration

TACACS+
RADIUS
» Management Access Method
Fassword Strength
Management Access Authent
TCPUDFP Services
Storm Control
Fort Security
v 8021X
Froperties

» Denial of Service



“BIUE E 41" (Authenticated Hosts) R ERERIEE MU TE R,

Authenticated Hosts

Authenticated Host Table
UserName | Port | Session Time (DD:HH:MM:SS) | Authentication Method = MAC Address | VLAN ID

0 results found.

User Name — I8 EE i O L 23 & BB IFRiER 5 B #o

Port — IEEBERFEEN KOS,

RAER A — EEFRGEESR QAN TEMNE, BN
DD:HH:MM:SS(Day:Hour:Minute:Second).

Authentication Method — EEEA THITEMRIEN S £, TRENENRN :

None — EEER A R# 1T HF BRI,

Radius — 8 E &k 7 E IRADIUSBR 5853 1T B 0 IR,

MACHE it — 3EEER A HIMACH 1,

VLAN ID — 8 EEHFTERIVLAN, VLAN IDF{X1E220R 518 R ERER AL AT A,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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