EXY LA ES02.1xiw O S KiFiRE
B4R

IEEE 802.1x2 —f#rE |, AlEH B in RS2 BB RES, EEBYBEM(LAN)HR
A EEFRERES 2 | EEITHRNE ONEFBEATRETERESHRIIEABRFR
%% (RADIUS)HY & D I IEBRSS B8 3 1T 5 IRIE,
802.1x B 17 I UE bR #ll R RANF F im BT o] A FF 5 [0 B ik O E#EZILAN, 802.1x BB RIFREF
i — RSESER, FHERG NMERZEEUTHEAS !

BEPIHRRIERA — BPHHIERARERIFEILANWMEZ RS, BRRSEEIISHRIES.

BRI — BORIIRERERMENMERSZHEZETERABRONNEZERZ, XFUTHHRIE
FiE

BET802.1x — EFIESHRIIERNPIIZTXEF, EETL02 AN EFHBRIEF , FHKIEEEM
802.1x’H S HLAN LEAP(EAPoL) BB B HIREN AT B S @B (EAP)ER. , REFEH
RADIUSTMU S H%3% 2 & M RIE RS 250

ETMAC — EAMBSHRIERNPHZRH, EAETREATREZES(MAC)H S HKIERE , &
DRUERR A 5 R KR F RME T R F P imH T R NWEAPE P i #850

ETWeb — NESRERATEXE, EAETWebWI FHRIE , FHRIER[EFRAERT KM
F RN E PRI IT R EAPE P i #8450

BORIERS R — SORIERSHFNITESRNREGRS ORI, RENSORIERSHEES
EAPY RHIRADIUS & 310 il IR S5 87 -

AR NEZRFALREFRRERSG. FHRIUESR  CTUARSNMRONFE,
THEFREREAGEERENME, EAHIF , EASC350XKHHL.



LAN/WAN u . -

SG350X = =
(Authenticator) _ .
RADIUS Server
g - (Authentication Server)
Workstations

(Clients or Supplicants)

B [802. 1xKYAEN :

BIZELIEAMEZ(VLAN), EFAIBRIHNETWebWZARFAIZVLAN , FE T, B
KETCLIRHAR |, Haditit,

EXMNLEBEEROZIVLANRE, EFAETWebSAEFRH#ITHRE , BEGLL, BfF
FACLI , B dtkit,

ERBY L REL02 IXEM, 802 XxRERIELBEA , LS AETE02 X AN S 5%
i, MBES , BREXE,

(g ) EXRRY LEENFESEE. E7H#NAERERN LEERETEIRE , FHHIAL,

BLE802.1xii O & 3 WIE. AMREHRAXWMER MR LEES02.1xix 0 & MR B #Y 1 B

ETHRMMAERRY LEEE Tmach SR , FRELHAL
ERARE
Sx300% %
Sx350 %5l
SG350X %5
Sx500% %

Sx550X Rl


https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb5097-configure-a-vlan-on-a-switch.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb4986-vlan-configuration-via-cli-on-300-500-series-managed-switche.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-350-series-managed-switches/smb5411-configure-port-to-virtual-local-area-network-vlan-settings-o.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb5653-configure-port-to-vlan-interface-settings-on-a-switch-throug.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-small-business-500-series-stackable-managed-switches/smb2652-configuration-of-802-1x-properties-on-sx500-series-stackable.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb5090-configure-time-range-settings-on-a-switch.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-350-series-managed-switches/smb5836-configuring-mac-based-authentication-switch.html

RHAFRRA

1.4.7.06 - Sx300, Sx500

2.2.8.04 — Sx350, SG350X, Sx550X

£ L B E802. 1xik O AW ULRE

EERADIUSE iR R
$1 BFIARBINETFWebWISHERF , AEE SRAER THHERTEERER,
HE TARR MM AAREEEEMR, EAHD | FHASG550X-24,

UL Basic

Advanced

S 2. 5 ESecurity > RADIUS Client.

* Multicast
» IP Configuration 9

TACACS+ Client

RADIUS Client | 2 |
* RADIUS Server

Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
Secure Sensitive Data Man
SSL Server
SSH Server
SSH Client
TCP/UDP Services
Storm Control
Port Security
802.1X Authentication
Denial of Service Preventio
IP Source Guard
ARP Inspection
IPv6 First Hop Security

» Access Control

v vy ¥ v v

vy ¥ v v v

HPR3.0 TR EIRADIUS K& S , ARG EDARM..... . BURIIRADIUSARSS 25,



* Retries: 3 1 - 15, Default: 3)
% Timeout for Reply: 3 sec (Range: 1 - 30, Default: 3)
& Dead Time: 0 min (Range: 0 - 2000, Default: 0)

Key String: ® Encrypted
Plaintext

Source IPv4 Interface:  Auto v

Source IPV6 Interface: Auto v

ey Carce|

RADIUS Table

Server | Priority | Key Timeout | Authentication = Accounting = Retries Dead = Usage
String (Encrypted) | for Reply Port Port Time | Type

0 results found.

An " indicates that the parameter is using the default global value.

| Display Sensitive Data as Plaintext |

FRAE RS F/ENLFEYP , BERRIPHUE R E VI ERADIUSHRS 88, EIPRRA"FER
FRIEERADIUS IR S5 25 BY P 4 41 YRR AN o

AR EASIH , RIMFERABy IP# it AR A4,

@ Add RADIUS Server - Google Chrome ES O X

A Not secure | https://192.168.1.125/cs30a6baef/mts/mgmtauthen/security_authen_radius_a_jg.htm

Server Definition: o ® By IP address By name
1P Version: Version 8 (2]

1 v
& Server IP Address/Name:

Priofity: (Range: 0 - 65535)

¥

Key String: ® Use Default

User Defined (Encrypted)
User Defined (Plaintext)

£ Timeout for Reply: & Use Default

User Defined ault E
% Authentication Port 1812 (Range: 0 - 65535, Defal 12)
£ Accounting Port: 1813 (Range: 0 - 65535, Default: 1813)
“ Relries: ® Use Default

User Defined |Default R
% Dead Time ® Use Default

User Defined |Default mir

Usage Type: Login
B802.1x
® Al

S5 1RIPH it 5 & i ARADIUS RS 85 -
X : BRI EServer IP Address/Name B A IP#bE192.168.1. 146,



@ Add RADIUS Server - Google Chrome - O X

A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jgq.htm
Server Definition: ® By IP address By name
IP Version: Version 6 ® Version 4

Server IP Address/Name: |1 92.168.1.146

Priority:
Key String: ® Use Default

User Defined (Encrypted) |

User Defined (Plaintext) |
Timeout for Reply: ® Use Default

User Defined
Authentication Port 1812 Range: 0 - 6553
Accounting Port 1813
Retries: ® Use Default

User Defined
Dead Time ® Use Default

User Defined |
Usage Type: Login

B802.1x

* Al

SR6.MARSFRNRE LR, RERBERZZHRRRS[UARIEAFOIRF, REE LM
LERZSHIRADIUSIRS RS, 0REREMLER.

@ Add RADIUS Server - Google Chrome — O X
A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jg.htm
Server Definition: ® By IP address By hame
IP Version: Version 6 ® Version 4

Server IP Address/Name: 192.168.1.146

Key String: ® Use Default
User Defined (Encrypted) |

User Defined (Plaintext) |

Timeout for Reply: & Use Default
User Defined
Authentication Port 1812 Range: 0 - 65535
Accounting Port: 1813
Retries: ® Use Default
User Defined
Dead Time ® Use Default

User Defined |

Usage Type: Login
802.1x
® Al

SE7MARTRIEMMNEZIZRZSRADIUSIRS B2 BEENFAFZHE, LBAXMNS
RADIUSHRS 28 FELB M ZAMCEL, AILALAMNZ SN ERNBMA T, MR%EUse Default , N
RESZRAEARINZAZRFEORADIUSIRS 853 1T B RIE,

AE  RIMTEERAREN (X ) "HEXEROIFEA

ETRNMAERRY LA ERADIUSIRSSEIRE | 58 dkkt,


https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-350-series-managed-switches/smb5334-configure-remote-authentication-dial-in-user-service-radius.html

@ Add RADIUS Server - Google Chrome - O X

A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jgq.htm
Server Definition: ® By IP address By name
IP Version: Version 6 ® Version 4

Server IP Address/Name: 192.168.1.146
Priority: 0

Key String: Use Default
User Defined (Encrypted) |

Ol m—

Timeout for Reply: ® Use Default
User Defined |

Authentication Port: 1812
Accounting Port 1813
Retries: & Use Default

User Defined |

Dead Time ® Use Default
User Defined |

Usage Type: Login
B802.1x
® Al

%8 EEEBEMFRY , ZBREARAINE AFRENL, MRk T User Defined , &
%Eiﬁtﬁl’lﬂzﬁu%ﬁRADIUSHE%%%IEI%‘E’J*’J‘?& o 40 B 49 0 BG4 B A B AT
%’eﬂ?—’aﬂ&%%ﬁo WNRIEFBERHERINE )ﬂUiﬁ%ﬁFﬁ%ﬂuAﬁEﬂEo

AR EARRBIF , EETERARIAME

@ Add RADIUS Server - Google Chrome — O X
A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jg.htm
IP Version: Version 6 ® Version 4 -

Server IP Address/Name: 192.168.1.146
Priority: 0
Key String: Use Default
User Defined (Encrypted)
® User Defined (Plaintext)  example

Timeout for Reply: @ Use Default
User Defined

Authentication Port 1812
Accounting Port: 1813
Retries: ® Use Default

User Defined |

Dead Time ® Use Default
User Defined |
Usage Type: Login

802.1x
® Al

$IR9 .1 Authentication Port=2 & R i A B 19 18 5 SR FIRADIUS R %585 i O MY UDPI% O 5
#£ Accounting Port™ Ex % A 12 i & SR FIRADIUS AR 55 88w H FWUDPim 05,

AR EASIT  RIVEERER S HK IR O NSk O 8RIAE.



@ Add RADIUS Server - Google Chrome _ [m] x
A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jgq.htm

IP Version: Version 6 '® Version 4 o

Server IP Address/Name: 192.168.1.146
Priority: 0

Use Default
User Defined (Encrypted)

Key String:

® User Defined (Plaintext) example

® Use Default
User Defined |

Authentication Part: () 1812 - 65
@ [e Range

Retries: & Use Default
User Defined |

Timeout for Reply:

Accounting Port

Dead Time ® Use Default
User Defined |
Usage Type: Login

B802.1x
e Al

SERI0MBENEAFRERTAFPENL , B AT XEWRE 2 51 XX FRADIUSIRS 25
HIERE, MRERFEARAE , N2 FEARIANEERNEILRI.

R A Dead Timei%t$ T User Defined , i&#i A7 BRS & KR 5833 T m I RADIUS AR 55 28 2 B
MMAZ T D5k, MRERFEARINE , NRZFEA XU ENORIANE. MBEHA0DH

, M& B =LA E,

AR BRI, BRI FBRIEREERRINE,

@ Add RADIUS Server - Google Chrome — O X
A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jg.htm
IP Version: Version 6 ® Version 4 -

Server IP Address/Name: 192.168.1.146
Priority: 0

Use Default
User Defined (Encrypted)

Key String:

® User Defined (Plaintext)  example

Timeout for Reply: & Use Default

User Defined

Authentication Port 1812

Accounting Port:

Retries:

Dead Time

Usage Type:

1813

© (@) use petaut

User Defined |

@ (&) use Detaur

User Defined |

Login
802.1x
® Al

H B 11.7EUsage TypeF BRH , i ARADIUSIRE S5 B P IIESE A, EINA
BR -RADIUSIRSSBATRITEREBRZNAF.

802.1x - RADIUS RS 22 A T802. 1x & A Wik o



2% - RADIUSIRFZ A THEREERZNA A #THORIE , URXI802.1xH 1T H BRI,

@ Add RADIUS Server - Google Chrome - O X

A Not secure | htps://192.168.1.125/cs30a6baef/mts/mgmtauthen/security_authen_radius_a_jg.htm

IP Version: Version 6 ® Version 4 -
IPv6 Address Type: Link Local Global
Link Local Interface VLAN1 ¥
& Server IP Address/Name: 192.168.1.146
% Priority: 0 (Range: 0 - 65535)
Key String: Use Default
User Defined (Encrypted)
® User Defined (Plaintext) example (7/128& characters used)
£ Timeout for Reply: ® Use Default
User Defined |Default sec (Range: 1 - 30, Default: 3)
& Authentication Port: 1812 (Range: 0 - 65535, Default: 1812)
% Accounting Port: 1813 (Range: 0 - 65535, Default: 1813)
% Retries: ® Use Default
User Defined |Default (Range: 1 - 15, Default: 3)
% Dead Time ® Use Default
User Defined |Default min (Range: 0 - 2000, Default: Q)
Usage Type: Login
B802.1x
(OL

betpplyd | Close |

ST12. BT DA

@ Add RADIUS Server - Google Chrome = O x

A Not secure | https://192.168.1.125/cs30a6baef/mts/mgmtauthen/security_authen_radius_a_jg.htm

IP Version: Version 6 ® Version 4 -
IPv6 Address Type: Link Local Global
Link Local Interface VLAN 1 ¥
% Server IP Address/Name: 192.168.1.146
£ Priority: 0 (Range: 0 - 65535)
Key String: Use Default
User Defined (Encrypted) |
® User Defined (Plaintext) example (7/128& characters used)
£ Timeout for Reply: & Use Default
User Defined |Default sec (Range: 1 - 30, Default: 3)
% Authentication Port 1812 (Range: 0 - 65535, Default: 1812)
© Accounting Port: 1813 (Range: 0 - 65535, Default: 1813)
& Retries: ® Use Default
User Defined |Default (Range: 1 - 15, Default: 3)
% Dead Time ® Use Default
User Defined |Default min (Range: 0 - 2000, Default: 0)
Usage Type: Login
802.1x
e Al

ooy cose

B 802.1xiik O F A% iR R
TR BFZITRINETWebNZAER , AREERERXN" THIRPIEERER.
AE: TAXRELEMARERRERSMR, EAFH , €£HASG350X-48MP,
Display Mode: Logout
Basic

Advanced

EE : MREESX300HSX500R 7Rl , BIHELE2,
S IR2.1%F Security > 802.1X Authentication > Port Authentication,



Port Authentication

3. Minterface Type TR %I K AiEFE O,

WO — MNEOEFTHNIRD  MRAFERE—MRO |, HEEKRO,

LAG — MInterface Type THIFI&RH , B ERBMNLAG, XX IMELAGEEFENNIKO
4,

AR EAXSIH ERETINRO,

el Portof Unit1 |Go |
Port of Unit 2

A MREERHBAIRY ( MSx300R TR ) |, BRELSRS.
S4B HGo , FTFEA LMK ORLAGHI R,
Port Authentication

“ Filter: Interface Type equalsto | Portof Unit1 % g

SR REEEREN RO,




Part Authentication

Port Authentication Table
Filtar: Indarface Type equals to | Portof Unit1 2| | Go |

Entry No. | Port Curnent Administrative RADILS Guast Open Access  B02 ix Based MAC Based Web Bused
1 GE1 Authorized  Foroe Authorized  Disabled Desabied Disabied Enabled Disabled Digabied
2 GE2 Authorized  Foroe Authorzed Disabled Disabled Dsabied Enabled Disabled Disabled
3 GE3I Authodzed Foroe Autharized  Disabled Disabled Disabied Enaltshsd Disabled Disabled
5 GES Por Dot Forol Authanzed  Disablad Deaalbad IDraabded Enatbad Dsablad Dirshbbhand
6 GES PordDown  Foerco Authorized Disabled Dsabled Disabied Enabled Disabled Disablad

AR BRI, EFEGE4,
FR6.A TR NE , AL T RE-

46 GE46 Port Down Force Authorized  Disabled Disabled
4T GE4T Port Down Force Authorized  Disabled Disabled
48 GE48 Port Down Force Authorized  Disabled Disabled
489 XG1  Authorized  Force Authorized  Disabled Disabled
50 XG2 Port Down Force Authorized  Disabled Disabled
21 XG3  Port Down Force Authorized Disabled Disabled
52 XG4 Authorized  Force Authorized Disabled Disabled

.| Copy Settings... | | Edt.. |

S|7. (Wi ) MREHRBEHMEED |, FMUnit and Port FRLFIR F ik,

Interface: Unit | 15 Port | GE4 3%

Current Port Control: Authorized

AR EAHF  EEBET1HIRAGES,

B8 £ Administrative Port Control X1 , S EMER QEHIX N EiEiRE, EIA :

REHAREN — B R OBEARRPRSKELEOTR. KOREFRE,
B3 — mARBERSN S HRIEERNIRBEPORS 2B B3,
BHERN — RNwO , FRITHHRIE, ®ROFERRE.

Administrative Port Control: Force Unauthorized
o
Force Authorized

AR BRI, EET Auto,

$BR9. S HRADIUS VLAN Assignment®i£#Z4H , LAfEFTEIR O LB ESSVLANS B

B

B — RERER.

B4 — MMERRADIUSIRSSHJEMIBERT , BAREHRFERIVLAN , MFERSHIEL,

by



A — MRRADIUSERS BRIRMIERTS , BREMHFERGVLAN , MEZERE,

RADIUS VLAN Assignment: Disable

AR EARHIF | E$FStatic,

$B10.1E P Guest VLANFHIEnable Z & 4E , 71 R T A% O B A Guest VLAN, 15ZEVLAN{E
REFENH O B3I IATES02.1E A TFEVLAN IDX1E A& ZEHVLAN,

Guest VLAN: @ Enable

FB11. ( 7% ) dEFPEnable Open AccessEEMELLE AFF MimE. FFH G RAJHEEER T
EZEINENEVARERR , BKEFTRER , FEXLLRBESUHR,

AE  EEO LERFRIGEERN , RBYFMRADIUSIRS SBREINMMERER IR , H A
FEZFEONTHEBTRMNG , MAZREFORIESR, EARFH , ZRFTRIEA,

Guest VLAN: + Enable
Open Access: O Enable

£ 12.1% FEnable 802.1x Based Authentication = £ 1E LA £ i O £ /8 FA802.1X B 51 iiE .

Guest VLAN: + Enable
Open Access: Enable
B0Z.1x Based Authentication: @ Enable

$ 1, 13.3% FEnable MAC Based Authentication & & LARIEER AMACHIE B ik O 5 4H%
if, WA EREFERANANETMACH BRI,

AR EEMACHARIUEATH , RADIUSHRS 2815 K5 A F & MZ B UM 218 R FMACH 1
o MACHEIE ALV NEZRBERNBA , BFT. X — 2R EF ( $la0020aa00bbee ) -

802.1x Based Authentication: + Enable
MAC Based Authentication: OEnable

AR ERRHF , EAETMACH & BRI,

S8 14 3% FEnable Web Based Authentication & % 4E LATE 354l £ /5 A E FWebi & 710 iF
o EARTRHIF | ZEHETWebM & BRI,

B02.1x Based Authentication: + Enable
MAC Based Authentication: Enable
Web Based Authentication: O Enable

AR EARHIF , ZEAETWebH & BRI,

%15%, ( A% ) & Enable Periodic Reauthentication EiEHE , 58 ik O £ A ER B S EH
HITEMRIE, LAY EEReauthentication Period = & AHE Lo



Web Based Authentication: Enable
Periodic Reauthentication: @ Enable

AR BRI, BRATHRERSHRIE,

F¥R16. ( AIiE ) £ Reauthentication Period PR HAH, WERREOEHFE UK O ZERY
P, BMIAEHNI600H , SEE7300FE 42949672958,

Periodic Reauthentication: +| Enable

“ Reauthentication Period: 6000 sSec

AR EARGIG , BEE T 60008,

%17%, ( Wik ) it Enable Reauthenticate Now ( M EIE A EH B HRIE ) Ei%4E , EH
VEI#ITIROERS ORI, EARIG , VAEHSFHRIERER,

Periodic Reauthentication: « Enable

Reauthentication Period: 6000 sec
Reauthenticate Now: O

Authenticator State: Force Authorized

FHRIEERS X E Rk O RBURES.
%18%, ( Wik ) itHEnable Time Range£ & 4E LAJZ B X3 i O A A 18] 9 BR #1

Time Range: O Enable

Time Range Name: Dayshift % | Edit

AR EAFF  BATHRESEE. MEEFERS I IIAE | BHES R0,
FPR19. ( AIiE ) MTime Range Name Tk , R EFANESEE.

Time Range: + Enable
Time Range Mame: + Dayshift fit
MightShift
 Maximum WBA Login Attempts N ==

AE . EARHISH | EFEDayshift,

#FP20.7Maximum WBA Login Attempts X1, , K dlnfinite for no limitskUser Defined Sli% &
BR&I, WREFE“FFENX (User Defined) , BRIA A TFHITETWebH BRI HZRAEF

RPN

* Maximum WBA Login Aﬂempts:Olnﬁnile
User Defined

AEE . EARBIF | EFEInfinite,

FBR21.EMaximum WBA Silence Period[X13, , R Infinite for no limits;User Defined LALiX &
BRél, MRERAFPENL , BRAZOLATHNETWebW ERRITNBHIRBNEAKE,



Maximum WBA Silence Period: Olnﬁnile
User Defined

AR EARBIF |, EEZInfinite,

H1822 FEMax Hosts X8 & |, s dInfinite for no limitskUser Defined L& BFR &, 1 RIER
“APEN”, @ AEO LA TSR RENEVE.

* Max Hosts: o Infinite
User Defined

AR NHEERERN , LMEZSEER TEMNETYERNFETETWeb BHRIUE, EAYG
| & Infinite,

$IR23.1E Quiet PeriodFE&H , i A B RIE R LM EREV RSEHRIRRTHEE, SRk
VA FEBRRAN | XEREREIARMITRKREZF KNI EHRIEER. BRIAENCOR

, SEE N 1Z165535%,

Quiet Period: 120

AR BRI  BERAPREN1200,

W24 7EResending EAP ZEH |, AR EEH KX BERZAEFERL K HERHEE
MEtiE ., BRINER30OW , SBE N 1E165535%,

Quiet Period: 120

Resending EAP: 60

AE  EARPIF , EREAPRE NGOV,

SBI5E“RAREAPIEREFERD |, W AT KIZN R AKEAPERE, EAPRS02.1XF M
—MEHRRIESE, ATEXBRINEZFFH2ARREHRIEEE, EXFERT , EAPER
PFREJNEFHBFITEFORIL. AR5, BFHSAARNHTESHRIEES. MREF KRG
N, MR #EResending EAPEIZES —1NEAPER , AREH B EHRIETE. BRIAER
2, BER1E10,

Quiet Period: 120
Resending EAP: G0
Max EAP Requests: 2

AR BRI, ERARIAER,

H B 26.7E Supplicant® F ix B BY (Supplicant Timeouf) ZEXH |, I AEAPE R EFH KX A B R
F 2 aifyEtEl,. BRIAMER30F |, SBE N 121655358,



& Max EAP Reguesis: 2 (Rar

& Supplicant Timeout: 60 sec

AR EARGIR , BERGEZENCOR,

B UR27.7E Server TimeoutFEH |, i AR HIX ERADIUSHRSS 88 X% i R 2 5124 A Bt 8]
o BIANMER3OH , SEE N 121655358,

& Max EAP Requests: 2 (Ran
& Supplicant Timeout: 60 sec |
o Server Timeout: 60 sec |

AR BRI, RSR/EMNREN6COR,
HPR28 B HNA" , REETH XA,



Interface: Unit [ 1% Port | GE4

Current Part Control; Unauthorized
Administrative Port Contral: Force Unauthorized
D Auto
Force Authorized
RADIUS VLAN Assignment: Disable
Reject
D Static
Guest VLAN: # Enable
Open Access: Enable
802.1x Based Authentication: [ Enable
MALC Based Authentication: Enable
Web Based Authentication: Enable
Periodic Reauthentication: Enable
& Reauthentication Period: G000

Reauthenticate Mow:

Authenticator State: Connecting
Time Range: Enable
Time Range Name: _' Dayshift 5| Edit

& Maximum WBA Login Attempts: €3 Infinite
User Defined

2 Maximum WBA Silence Period: ) Infinite

User Defined
o Max Hosts: © Infinite

User Defined
Z Quiet Period: 120
2 Resending EAP: B0
& Max EAP Requests: 2
& Supplicant Timeout: (7]
@ Server Timeout: &0

sec (Range: 300 - 4294967295, Default: 3600)

(Range: 3 - 10)

sec (Range: 60 - 65535)

sec (Range: 1 - 4294967295)
sec (Range: 10 - 65535, Default: 60)
sec (Range: 30 - 65535, Default: 30)
(Range: 1 - 10, Default: 2)
sec (Range: 1 - 65535, Default: 30)

sec (Range. 1 - 65535, Defaull: 30)

(T CC

FE|29. (Tik ) BHEREFHRERFISHIRENH.



Port Authentication

|mennnﬂuﬁmﬁhh

Fitter: Infaerface Type equalsto  Portof Unit1 4 | Go

Entry No.  Port Current Administrative RADIUS Guest Open Access
Port Control ~ Port Control VLAN Assignment VLAN
1 GE1 Authorized Force Authorized Disabled Dizabled Disabled
2 GE2  Authorized  Force Authorized Disabled Disabled Disabled
3 GE3  Authorized  Force Authorized Disabled Disabled Disabled
4 GE4 Authorized Auto Static Enabled Disabled
& GE5  Port Down Force Authorized Disabled Disabled Disabled
&6 GEB Port Down Force Authorized Disabled Disabled Disabled

n#E

FEOERSENAISMED
SBAEENSARIIRENAE S MEONEDN SR,

BRI E K IhEL B R L #Y802.1xis O B MiFiRE .,

Port Authentication Table

Filter: Interface Type equalsto | Portof Unit1 4| | Go |

Entry No.  Port | Current Administrative RADIUS Guest  Open Access
Port Control | Port Control VLAN Assignment  VLAN

1 GE1 Authorized  Force Authorized Disabled Disabled Disabled

2 GE2 Authorized  Force Authorized Disabled Disabled Disabled

GE3 Disabled Disabled Disabled

Force Authorized

Wwio

= = “eahlar

5 GES PortDown  Force Authorized Disabled Disabled Disabled
AR EARHIT , EEGE4,
FR2.E TR , AEREERRE
43 GE43 PortDown  Force Authorized Disabled Disabled
44 GE44 PortDown  Force Authorized Disabled Disabled
45 GE45 PortDown  Force Authorized Disabled Disabled
46 GE46 PortDown  Force Authorized Disabled Disabled
47 GE47 PortDown  Force Authorized Disabled Disabled
48 GE48 PortDown  Force Authorized Disabled Disabled
48 XG1  Authorized  Force Authorized Disabled Disabled
50 XG2 PortDown  Force Authorized Disabled Disabled
61 XG3 PortDown  Force Authorized Disabled Disabled
Authorized  Disabled Disabled

52 XG4 Authorized Force
E::ﬁﬁ&ﬂﬁ::ﬂLJ@:J

FRIFEOFEY  MAENAMEZEORENEZOEE, TAFEREOESHEOBZHER
WA, BULWMALUES 2B EMNED (W1, 3, 58GE1, GE3, GE5) , thaJ LA A2
O3B/ ( 21-58GE1-GE5 )




Copy configuration from entry 4 (GE4)

to: | 47-48 (Example: 1,3,5-10 or: GE1,GE3-XG4)

AR EARSIF  BEEREFNATIRA475/48,
S4BT N, RERETRA"

Copy configuration from entry 4 (GE4)

to: 47-48 (Example: 1,3,5-10 or: GE1,GE3-XG4)

LAeply | | Ciose |

TEHRTEESHNEL.
Port Authentication Table

Filter: Interface Type equalsto  FortofUnit1 & | Go

Entry Mo. Port Current Administrative RADIUS Guest Cpen Access
Port Control | Port Control VLAN Assignment VLAN
1 GE1 Authorized  Force Authorized Disabled Disabled  Disabled
2 GE2 Authorized Force Authorized  Disabled Disabled Disabled
3 GE3 Authorized Force Authorized Disabled Disabled Disabled
4 GE4 Authorized Auto Static Enabled Disabled
§ GE5 PortDown Force Authorized Disabled Disabled Disabled
6 GEG PortDown  Force Authorized Disabled Disabled Disabled
45 GE45 PortDown  Force Authorized Disabled Disabled Disabled
46 GE46 PortDown  Force Authorized Disabled Disabled Disabled
47 GE4T Authorized  Auto Static Enabled Disabled
48 GE48 Authorized  Auto Static Enabled Disabled
49 XG1 Authorized Force Authorized Disabled Disabled Disabled
50 XG2 PortDown Force Authorized Disabled Disabled Disabled
51 XG3  Port Down Force Authorized Disabled Disabled Disabled
52 XG4 Authorized Force Authorized Disabled Disabled Disabled
| Copy Settings... | | Edit.. |

I , BNZERDEH —NrOKB02.1xHFBRIERE , HNASRRY LN HEAMIRO,
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