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Custom and External URL Categories: Add Category

Edit Custom and External URL Category

Categary Hame: |ﬂﬂ'rn:36!
List Order: | [3
| Category Type: | Externsl Live Feed Category E

Routing Table: Management

Feed File Location: (1) Cigen Feed Formpt [T Office 365 Foad Feremnat (7 0 Oonice 365 Web Servies (T

Wels Service URL |M‘tn-::_|'|'mﬂpn1rﬂ:.-:lrr|n:.l:mjl:ﬂ:

Start Test |

Checking DNS resolution of feed server...
Cuctedd: Resohved ‘endpainte, cffice.com’ addreds: 138,91.80,132

Retrieving feed content from senver...
Sudtets: Dowriloaded and Paried the fead Ffile,

Test completed succesifully,

w7 y
Ex¢haded Sites: 7. Sort URLs: |

Civck bha Sovt UIRLs
button fo sont alf site
LARLE A Alpha-aumenica ordlar,

(eog IO 1, 2000 :420:80:1::5, example.tov )

» Advanced | Match specific URLs by reguiar expressions
Auto Upoate the Feed: Do not auto update

O rourty [ Every ocos risr: s

Cancel
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Identity Profilies: Policy "Office365.ID": Membership by URL Categories

Advanced Membership Definition: URL Category

Select any row below to use that AL Category as membership criterls. Leave all rows unselected @ membershilp by URL Category Is not desired.
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Identification Profiles: Office365.ID

Client / User Tdentification Profile Settings

Enable Identification Profile

Hame: P | [office165.10
—TTET T e

Description;

&
Insert Above: I (Glebal Profile) E

User Identification Method

Identification and Authentication: (7' | Ewsmpt from authentication f identification E

Thig aplion may mal be valid if any preceding [dentificatian Praffife reg £ guthantication amn al
fwrhmels.

HMembership Definition

Membershio /5 defined by a0y combination arf the fofewiag oplions. AN criteria must be med for i policy Do fake effect,
Define Members by Subnet:

I
fexarrmples 10,1, 0.0, 11, 00424, 1000, 1-10, 20004200800 1505, D000 a8 1-2000:0b8; 100

Define Members by Protocol: TR/ HTTES
Mative FTP

= hdvanced | Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or
User Agenis,

Thee follgwing advarced membership criteria have bean dafingd;

Proxy Poris: Hone Selected

[ URL Categarias: Olfice3ns ]

User Agenks: Hone Selected

The Advanced oplians may e protocol-gpecific. For nstance, wisr sgenl irings ane applcabie only
for HTTP and decrypled HTTPS, Similanly, URL Categories, including Cuslom URL Categaries ane ned
appoabie for SOCKS transactions oF irpngpanent HTTPS (unless decrypied], When Advanced epltions
Efwal i ol angdy fo & prafocol are sefected, No ERANSACTions in Bhal protodod will maboh Shis Tdemiiy.
regardiess of the profocod selection sbowve.
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Decryption Policy: Add Group

Policy Settings

£l Enabls Policy

Palicy Mame: LT | Oifice 165,00
TG TP 1T DCrT

Description:

Inzert fbowe Policy: 1 (Glabal Palicy) B

Palicy Expires:
Sal Expinyiion for Policy

©n Date: MDY

A'I.Tlrn::| o0 :| oo

Policy Mambar Definition

Membarship s defined by the combination of the following options. Al criteris must be met for the poficy o take effect.

Idemtification Profiles and Udars: Eelect Oing or Mong Identification Prafllcs E

[dentdfication Prafile Authorired Users snd Growps Add Identificatian Profile |

OfficaT65.10 E Mo suthentication required =

Authenbicalion inforrnalion may nod be available at HTTPS connedction time. For iransparent
P LTI T oIt T T LT I T P T O DT PO T LRI,

b Adwanced | Define adoitional group membersiip criteria.

. B #H“Submit’(3E3) R4,
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Decryption Policies: URL Filtering: Office365.DP

Custom and External URL Category Filtering

Thess URL Coegonies are defined a5 group membershio critenis, AN ather categovies are nof applicable for this policy.
Use Owerride Global Scttings
Global
SELtin Pase Through | Monitor | Decrypt  Drop Y. | Quota-Based | Time-Based
1] -
L L2 ] [x] a [H]
Category Category Type | Select all Select all Gelect all | Select all  Select all | (Unavallable) | {Unavallable)
) office365 External Feed - o - -

Subn
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https://www.cisco.com/c/dam/global/zh_cn/products/collateral/security/web-security-appliance/guide-c07-738382.pdf
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