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URLZE3I, EFZBINAE2——RBEIEHR AL , ROIMT : ETWebWFEB S (WBRS)ED
=(-1.4) , URLEKRIZ : iTTEHMEERM,

1563214694.9833 117 10.152.21.199 TCP_MISS/382 1116 GET http://example.com - DIRECT/example c:lm text/html
I:lr-_H.LII.T Cﬁsl: _12-pefaultGro up Defaulthrnup-rmt-NJNE—le: I:Iefaul'thraup-N&H—. < In c-:lmp 1 4 H

=, In_comp, =M= M Unknown ™ " Unknown" 'i 76 30,0, =, "UnkAcwr

WBRS Score: -1.4

Category: IW _Comp -> Computer and Internet

UERFEENXASE,

1563214694.033 117 xx.xx.xx.xx TCP_MISS/302 1116 GET https://example.com - DIRECT/example.com text/html DEFAULT_CASE_12-DefaultGroup-DefaultGrouj

~ EE

- BRI AFZEAUMNGHITRECL)ES , t MBS EEEZEOIP LR XL Y
(FTP)FEHITIEERTE. (FBREZEOLBRAFTP).

« KBZERBIRME : https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
7/user _guide/b WSA UserGuide 11 7/b WSA UserGuide 11 7 chapter 01001.html#

MRS D EREEES 72

1. B BERME LR IR Z(WSA) GUI -> IRE > MERER.
2. BREBEHRNE,
. ELARTH , RHFTEMNERE , FETRUTHEAGE.


/content/en/us/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_UserGuide_11_7_chapter_01001.html#con_1208638
/content/en/us/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_UserGuide_11_7_chapter_01001.html#con_1208638
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URL Category: Infrastructane and Contert Delivery Metworks

WHES Score: 1.5

CEMEEFEE TWebHEEB D (WBRS)E#H B & ?

HTWebWWEE1E 2 (WBRS)E#H HE A LATEupdater_logs T2 , &0 SUB A& il
(FTP)RAREEAERBEIGSTRE(CL)FHIXERE,

EFALREERS , BHRITUTRE .

1. fFTF Terminal,

2. @ Adnftailo

3. i%&#Flogs number ( E4AEBURTEEMN B EREMKE ) o
4. REFMERAE

WBA. | ocal (SERVICE) > tail

Currently configured | ogs:

1. "xX.xx.xx.xx" Type: "Configuration Logs" Retrieval: FTP Push - Host

XX. XX. XX. XX

2. "Splunk" Type: "Access Logs" Retrieval: FTP Poll

3. "accesslogs" Type: "Access Logs" Retrieval: FTP Push - Host XX.XX.XX.XX
4. "anmp_l ogs" Type: "AMP Engi ne Logs" Retrieval: FTP Poll

5. "archiveinspect _| ogs" Type: "Archivel nspect Logs" Retrieval: FTP Poll

43. "uds_l ogs" Type: "UDS Logs" Retrieval: FTP Poll

44, "updater_| ogs" Type: "Updater Logs" Retrieval: FTP Poll

45. "upgrade_| ogs" Type: "Upgrade Logs" Retrieval: FTP Poll

46. "wbnp_|l ogs" Type: "WBNP Logs" Retrieval: FTP Poll

47. "webcat | ogs" Type: "Web Categorization Logs" Retrieval: FTP Poll
48. "webroot| ogs" Type: "Webroot Logs" Retrieval: FTP Poll

49. "webtapd_| ogs" Type: "Webtapd Logs" Retrieval: FTP Poll

50. "wel coneack_| ogs" Type: "Welcone Page Acknow edgenent Logs" Retrieval: FTP
Pol |

Enter the nunmber of the log you wish to tail.

[1> 44

Press CGrl-Cto stop scrolling, then "q to quit.



Mon Jul 15 19: 24: 04 2019 Info: ntafee updating the client manifest
Mon Jul 15 19:24: 04 2019 Info: ntafee update conpl et ed

Mon Jul 15 19:24: 04 2019 Info: ntafee waiting for new updates

Mon Jul 15 19:36:43 2019 Info: wbrs preserving wors for upgrades
Mon Jul 15 19:36:43 2019 Info: wbrs done with wors update

Mon Jul 15 19:36:43 2019 Info: wbrs verifying applied files

Mon Jul 15 19:36:58 2019 Info: wbrs Starting heath nonitoring

Mon Jul 15 19:36:58 2019 Info: wbrs Initiating health check

Mon Jul 15 19:36:59 2019 Info: wbrs Healthy

Mon Jul 15 19:37:14 2019 Info: wbrs Initiating health check

Mon Jul 15 19:37:15 2019 Info: wbrs Healthy

Mon Jul 15 19:37:30 2019 Info: wbrs Initiating health check

Mon Jul 15 19:37:31 2019 Info: wbrs Healthy

Mon Jul 15 19:37:46 2019 Info: wbrs Initiating health check

Mon Jul 15 19:37:47 2019 Info: wbrs Healthy

Mon Jul 15 19:38:02 2019 Info: wbrs updating the client manifest
Mon Jul 15 19:38:02 2019 Info: wbrs update conpl eted

Mon Jul 15 19:38:03 2019 Info: wbrs waiting for new updates

Mon Jul 15 20:30:23 2019 Info: Starting schedul ed rel ease notification fetch

Mon Jul 15 20:30:24 2019 Info: Schedul ed next release notification fetch to occur at Mn Jul 15 23:30: 2¢

Mon Jul 15 23:30:24 2019 Info: Starting schedul ed rel ease notification fetch

Mon Jul 15 23:30:25 2019 Info: Schedul ed next release notification fetch to occur at Tue Jul 16 02: 30: 2°¢

MR R B EEBE T WebWEEB 2 (WBRS)EH RS 25 ?

N T BRIENDZRWebR £IRE(WSA)BEBIRGHNWER ., BFRIULEETEREEHU(TCP)5R
A80M443 LW BN EFM RS RREER/IER !

wsa. |l ocal (SERVICE)> tel net updates.ironport.com 80
Tryi ng XX. XX. XX. XX. ..

Connected to updates.ironport.com

Escape character is '""]"'.

wsa. cal o (SERVI CE) > tel net upgrades.ironport.com 80
Tryi ng XX. XX. XX. XX. ..

Connected to upgrades.ironport.com
Escape character is '?]'

N B NEAELALERE | BESLBAENT AR,

SEIA R M E 7 RFW ?

Eﬂl}\uﬂmi%i"zéiﬁ%(WSA)%ﬂMﬂTALOSE'ﬁ*ﬁﬂﬂ’]%fé’% >, BEMUANBRERTH , WEE
BERRSERTALOSH BAM F I RIEE LRI RE,

X /] LU LA 85823 SEH ;- https://talosintelligence.com/reputation center/support



https://talosintelligence.com/reputation_center/support

ARER FW, BEB/UTHHA.

S 528 : Cisco TALOSIEX WA E — Lt i o SETE IR M R UK | B AEHEES | &
AR Rl BB R SfE SR |, fERNTECisco/mim R B 2 Bl —MERG E, At
, B BUER LD (WMARERREHEFRLEURL ) .



https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance/214699-web-reputation-score-wbrs-and-web-cate.html#anc30
https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance/214699-web-reputation-score-wbrs-and-web-cate.html#anc30
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https://talosintelligence.com/reputation_center/support#categorization
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B IRMEHEEE BRI TALOSH RAS 1T /a1 1E,
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BREEEINNELLRFWSA) LARBTSHRERRAMIY , TESRINNEFRRSHFATERS
, BREUTSRRIEEREER EWNEH RS [/ MEE,

1. #IA¥% A 80443 LB Cisco Update fR S5 25 HYE 12 -

wsa. | ocal (SERVICE)> telnet updates.ironport.com 80
Tryi ng XX. XX. XX. XX. ..

Connected to updates.ironport.com

Escape character is '"]

wsa. cal o (SERVI CE)> tel net upgrades.ironport.com 80
Tryi ng XX. XX. XX. XX. ..

Connected to upgrades.ironport.com

Escape character is '"]

2. MREREMEREAE , FRR DEAERAREED EEAERT LR,
3. MREERFEEMABIESR , MFIHEHMITER : MCLIIGUI->R 2RSS ->EEHRHF

-> updatenow,
FRLo%  nREBRETEER  BRET D,

4. Beit , BFEER Eupdater_logs : T FF &R : CLI->tail-> ( %R updater_logs B E M HE.
) XRHMEEH B ERE RFTo

H & 1T M AT HAY 1T FF L “Received remote command to signal a manual update” :

Mon Jul 15 19:14:12 2019 Info: Received renote conmand to signal a manual update

Mon Jul 15 19:14:12 2019 Info: Starting rmanual update

Mon Jul 15 19:14:12 2019 Info: Acquired server nmanifest, starting update 342

Mon Jul 15 19:14:12 2019 Info: wbrs begi nning downl oad of renote file "http://updates
Mon Jul 15 19:14:12 2019 Info: wbrs rel eased downl oad | ock

Mon Jul 15 19:14:13 2019 Info: wbrs successfully downl oaded file "wbrs/3.0.0/ip/defau
Mon Jul 15 19:14:13 2019 Info: wbrs started applying files

Mon Jul 15 19:14:13 2019 Info: wbrs started applying files

Mon Jul 15 19:14:13 2019 Info: wbrs applying conponent updates

Mon Jul 15 19:14:13 2019 Info: Server manifest specified an update for ntafee

Mon Jul 15 19:14:13 2019 Info: ntafee was signalled to start a new update

Mon Jul 15 19:14:13 2019 Info: ntafee processing files fromthe server manifest

Mon Jul 15 19:14:13 2019 Info: ntafee started downl oading files

Mon Jul 15 19:14:13 2019 Info: ntafee waiting on downl oad | ock

5. RERBRTE/ESTHE  ENESHERERRZEINNER , RETRLSSISEKRIBEME

o

6. MRRBER , BUNUARERF , EERHIXFTERA LSRG RITHF —KHIEL | 17
SRKAEIREFED,


http://updates.ironport.com/wbrs/3.0.0/ip/default/1563201291.inc
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Click on the LRL Filveving secticn in the reguired Policy

2. MR EN R EBURLE T
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co TR LR B T |

3. kEMEREZ— , BlMonitor, BlockgtWarn,

4 RRXMERER

BhAiE B BB RTRY SR 0] 2

ALRECLIFERU TS EMEMNEFMRENNZE : updateconfig

<tfroot>

WBA. | ocal (SERVI CE) > updat econfig
Service (inages): Update URL:

Webroot Cisco Servers

Web Reputation Filters Cisco Servers

L4 Traffic Monitor C sco Servers

Ci sco Wb Usage Controls C sco Servers

McAf ee Cisco Servers

Sophos Anti-Virus definitions G sco Servers
Ti mezone rules G sco Servers

HTTPS Proxy Certificate Lists Cisco Servers
Ci sco AsyncCS upgrades Cisco Servers

Service (list): Update URL:

Webroot Cisco Servers

Web Reputation Filters Cisco Servers

L4 Traffic Monitor C sco Servers

Ci sco Wb Usage Controls C sco Servers

McAf ee Cisco Servers

Sophos Anti-Virus definitions G sco Servers
Ti mezone rules G sco Servers

HTTPS Proxy Certificate Lists Cisco Servers
Ci sco AsyncCS upgrades Cisco Servers

Update interval for Wb Reputation and Categorization: 12h

Update interval for all other services: 12h

Proxy server: not enabl ed

HTTPS Proxy server: not enabl ed

Routing table for updates: Managenent

The following services will use this routing table:
- Webr oot

- Wb Reputation Filters



- L4 Traffic Monitor

- G sco Wb Usage Controls

- MAfee

- Sophos Anti-Virus definitions
- Timezone rul es

- HTTPS Proxy Certificate Lists
- G sco Async(OS upgrades

Upgrade notification: enabled
Choose the operation you want to perform
- SETUP - Edit update configuration.

- VALI DATE_CERTI FI CATES - Validate update server certificates
- TRUSTED_CERTI FI CATES - Manage trusted certificates for updates

[1>

N PREEFRETHHRE , ERERA M EEMHEMRSNHENNME, AJUEEMA
BB R BT,

=;HEMGUI : System Administration -> Upgrade and updates settings.
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WINTEEABETARETER. W, BULUFILURLAINE B EXHURLES |, ZEHIER
B9I5 B SR EE £ AR IESE R RE L BY/EHR , AT HRIUIEURLERZBRMEZ IR
(WSA)S M Lt A#HURLI IR B ER FHAEE,

ERURLIIAARE/BEE  BIMITUTHSR

1. B E X URLE A HRMMURL.



MGUIs | #ZF]Web Security Manager -> Custom and External URL Category,

L oy Puia o & b A Baparsss
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2. ¥ 5 Add Category :

Custom and External URL Categaries
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3. ANINE AT BER LR MY

Cariline afal ol vl UEL Tl i bevi Ralall Caleogpini
LETer W — "

== . Insert the sies that you wanl b
g o LEm el —— E a { "l'lhll.&ll!d

1

il

I cakiy youl wiind Lo whiladisl &
_ spaciiic page or subdomain,
WO G ey Thely Misplic Pt

o =y «—— Submit Changes

4. % FFRE L RRBEPHURLTIE(MEZZEIEE-> A0 RS- > URLIIE).

Sl Errap e i i Fierry devSaten  CeSe i Marwre el e =rrha

frcgas Brk S i Dol
N il =i Wl M’ T S i Bt Alraell Mty Sl Fnbiel
MeERL L e
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iClick af the LIRL Filteding secticn in the roquined Policy

5. FERMNNRGIZNARBRFRRE , FFHAAKKES,

Access Policies: URL Filtering: Global Policy

Custom and External UAL Category Filtaring

N Cusforn Categories ane dnduded for the's Polioy.

Select Custom res...

6. E“REEURLYIEREHR T EXRIEES , WTFIR.



Select Custom Categories for this Policy

Category Category Type Setting Selection
testcat Custorn (Local) Exclude from palicy al
WHITELIST Custorn (Local) | | Include in policy E

(roph

7. EXBREBHLEZRLEIR N AFRELRR, MRFLEURLEIHMHSIZE , SR BEFERENE
Mazo

B i Pl b | UL P iy | Cllaialuinl Bl

Chode the Alcw Action o ‘Whitelst
Chioae the Block Aoction fo Blocking
Chioae the “ion tor Adtion B0 keep as dedault

8RR MERENR,
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