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Sandbox registration failed: Peer certificate cannot be authenticated with given CA certificates
(code = 60)

FtEBG | RBESRENTRBE LESFMCHIEBEX, ATERTCAZENIES , AEEER
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Invalid Certificate format (must be PEM encoded) (code=0)

EBRNEIR , WEFFRo


https://www.cisco.com/c/zh_cn/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/file_policies_and_advanced_malware_protection.html

Error

Invalid certificate format (must be PEM
encoded). (code = 0)

AEIR 2B T EFEHAOpenSSLAYWindowsit Bl L SIEMNAESPEMIE BN BRI, BIUEN
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Configuration e Network Configuration

Authentication CLEAN interface

CA Certificates

MAC Address: a4 pd= P Address: 172.16.2.103 (STATIC)
Change Password

Clustering IP Assignment
Date and Time | S -
Email IP Address
Integrations [ 172.16.2.103 |
— Subnet Mask
Network | 255.255.255.0 |
Network Exit
Gateway

L (172.16.2.254 |
Notifications

Host Name
oo |\ —
SSL

Primary DNS Server
11721625

Syslog

Secondary DNS Server
I




ADMIN interface

MAC Address: 40IIEC P Address: 10

IP Assignment
| STATIC v|

IP Address
| 10QEE 30 |

Subnet Mask
| 255.255.255.192 |

Gateway

10 G- |

Host Name
| TG-M5 |

Host (A) | Security

8.30 (STATIC)

Host (uses parent domain if left blank):

W4

Fully qualified domain name (FQDN):

VW com

|P address:

172.16.2.103

| Update associated pointer (PTR) record




Host (A) | Security

Host (uses parent domain if left blank):

TG-M5

Fully qualfied domain name (FQDN):

TR com

|P address:

TOGE 830

| Update associated pointer (PTR) record

Clean AdminiZE AN A FCAZ R L
SERIARATEERREM T )2 R EMNFAA,

openssl ecparam -name secpb52lrl -genkey -out private-ec-key.pem

HPR2. £ CSR,
FAHEEO

SR SMECSRUIEHEAERNFSA,

openssl reqg -new -key private-ec-key.pem -out MYCSR.csr

AR M ANCSRHEACNEF: , H HSTE “Network” FEX K CleaniZ O EN B TH .
DNSHRS 88 L AMIFEDNSSH |, 1Z% B ###7 T CleaniEZEA 4R,




-é|lls-":|c:- Threat Grid Appliance Home  Configuration  Status  Operations  Support

Configuration e Network Configuration
Authentication CLEAN interface
CA Certificates

MAC Address: a4¢Jd= P Address: 172.16.2.103 (STATIC)
Change Password
Clustering IP Assignment
Date and Time | STATC e
Email IP Address
Integrations [ 172.16.2.103 I
License Subnet Mask
Network | 255.255.255.0 |
Network Exit

Gateway

NFS 1172.16.2.254 |
Notifications

Host Name
SSH W —
SSL

Primary DNS Server
1172.16.25

Syslog

Secondary DNS Server
[P

EERE

HR1.SMECSRYBHER LR

openssl req -new -key private-ec-key.pem -out MYCSR.csr

X MM ANCSREMACNEF , H HHMHE “Network” T E X K “admin interface”#y
“hostname”LEi, DNSHRS 25 L AMIFEDNSSH |, ZLBEF 7T T 2O XN B,

ADMIN interface

MAC Address: 40 QEEEEEEP0 P Address: 10 8.30 (STATIC)

IP Assignment
| STATIC v|

IP Address
| 10QEE 30 |

Subnet Mask
| 255.255.255.192 |

Gateway
10 Q- |

Host Name
| TG-M5 |




HBR2. CSRECAZE., UDERBRX THIE+H , HHIECERT RSB,

HIR3FFCERE IR N PEM,

openssl x509 -inform DER -outform PEM -in xxxx.cer -out yyyy.pem

CSRMCERZEIPEMAY T 4§80

C:\Users\Administrator\Downloads\TG\NFMC>openssl req —new —-key step?7-1-private-—ec
~key.pem —-out clean—csr.csp

You are about to be asked to enter information that will be incorporated

into your certificate request.

lWhat you are about to enter is what is called a Distinguished Name or a DN.
There are guite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code> [AU]:

State or Province Name <(full name> [Some—Statel:

Locality Name {(eg, city)> [1]:

Organization Name <eg, company? [Internet Widgits Pty Ltdl:PPJ

Organizational Unit Name <(eg, section)> [1:IT

Common Name (e.g. server FQDN or YOUR name?> [ ]1:WHEiiee
Email Address [1:

Please enter the following ‘extra’ attributes
to be sent with your certificate request
A challenge password []:ClscoB123

An optional company name [1:PPJ

C:\Users“\Administrator\Downloads\IG\FMC>openssl x589 —inform DER —outform PEM -i
n Clean—interface_CSR_CA-signed_DER_CER.cer —-out Clean—interface_CSR_CA-signed_D
ER_PEM.pem

EHEEOCSRMCEREIPEM

>iNUsersSAdministrator\Downloads\TG\FMC>openssl req —-new —key step?-1-private-ec
-key.pem —out Admin—-interface_CSR.csp
ou are abhout to be asked to enter information that will be incorporated
into your certificate request.
Jhat you are about to enter is what is called a Distinguished Name or a DN.
here are quite a few fields but you can leave some blank
IFor some fields there will be a default value.
If you enter *.’, the field will bhe left bhlank.
ountry Name (2 letter code> [AU]:
tate or Province Name <(full name> [Some-Statel:
Locality Name {eg, city> []:
Organization Name <{eg, company? [Internet Widgits Pty Ltdl:PPJ
Organizational Unit MName <eg, section> [1:IT
ommon Name C(e.g. server FQDN or YOUR name)> []1:TG-4mpmh.com
Email Address [1]:

lease enter the following ’extra’ attributes

o be sent with your certificate request
challenge password [1:Clscol123

An optional company name [1:PPJ

:NUsersSAdministrators\Downloads\TG\NFMC>openssl x589 —inform DER —-—outform PEM
Admin—interface_CSR_CA-signed_DER_CER.cer -out Admin—-interface_CSR_CA-signed_D
I[ER_PEM. pem

FMCIEH M ERER

MREERRBIES , #BEHHCERICRTER , # AEAXARBENTE , LREST BER
HPEM,



MRIEHAAE , BEERNDERBRNERIPEMAEBR R,

openssl x509 -inform DER -outform PEM -in xxxx.cer -out yyyy.pem

PEM

PEMAEERRH , IEFRR.
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F—-——BEGIN CERTIFICATE————- -
MIIFozCCA4ugAWIBAgITGRAAAALex/EQACaWIAAARARRRJANBgkghkiGOwOBAQUF
ADARaMRgWEFgYDVQODEWSUbZ2 lIEZW1vIFJvb3QgQOEWHRCNMT QWM jASMTOWMTUIWheN
M3 OwMjASMTOXxMTUSW i BEMRIWEAYRCZImi ZPyLGOBGRYCc2UxFzAVBgoJkiadk/Is
ZAEZFgd0b2l1kZW1vMRswGQYDVQQDEXJUbZ1EZW1vIElZzc3VpbmcgQOEwggEiMAOG
C5qGSIb3DQEBAQUARA4IBDWAWggEKAOIBAQDCEXmXxLHoOM/521CFtI4DSN6QVNAN
8ixuijS4P55RnQtaqpbibchAZpvbYysNt2uwhA40urkxY2nyn4SMy/2154L9x10u8su
W+/4T2dcFgQRzFiNygVkLop9vREnNCKjceD+FREXbPCSZyy4Hhz /XCgwPRfaobx+qg
aV1£Sni0 R = 2 605 £
BhdyONMrZxmQeYgFPUmd2o03x+1ygl406hIF7LLGFAoDdgi3R31D30Pb7+Dm2ezv0
CEkbCHAj1l3inB3D1tgllEmZelEce+07RvIQXr33umOézeYidokbaHZLvAgMBAAGT
ggGwMIIBrDAQBgkrBgEEAY I SFQEEAWIBADAdBgNVHQ4EFgQUO+wPInpDnognuIlx
BtUbIGLAdS1UwgYsGAlUdIASBgzCBgDB+BgorBgEEAYRdZwEBMHAWPgYIEKwYBBQUH
AgIwMh4wAFQAbWBtAEQAZQBTAGEAIABQAGEADABPAGMAQAgAFMAMABRAHQAZQEL
AGUAbgBOMC4GCCsGAQUFBwWIBFiJodHRwOiBveGtpLnRvbWR1bWBuc2UvcGtpL2ZNw
cy50dGOAMBKGCSsGAQQBgj cUAGQMHgoAUWB1AGIAQWBBMASGA1UdDWQEAWIBh AP
BgNVHRMBAfSEETADAQH/MBEGA1UdIwWQYMBaAFLO0e0rG2ExZ1ldmboIulwgGgPrSe
MEIGA1UQH G 5 z 2 S Owa2 kvVGIT
RGVtbyUyMFJIvb3Q1MiBDQRS5 cmwwIQYIKwYBBQUHAQEEQTA/MDOGCCsGAQUFBZAC
hjFodHRwOiBveGtpLnRvbWR1bEWEBuc2UveGLpL1RvbUR1EBWE1IMjBSb290JTIWwQOEu
Y3JOMAOGCSqGSIb3DQEBEBQUAA4ICAQBBkNHalbX3kkpOXCV3InQo9R4CyG6e1WISOgL
57uGRcpulSqUu790J534x1WE8rhm32db7qvEDPaYED2 3qudpOSHYUywZIFbwzmo2c
elwZpyJH6NnsugNFDTYQTAWAQB zwCr1dcUFRW301mkPuhEN) ttqCIJ9KeLrwCaM/p
QVyTqWoTUl4/BY+0sLXDGURXrGejcVasZQy4bghmhOTfelTcAOAX4TpVL8XdnWFe
Vonu/rwulnfvliyiWWweZcknAATaagnLXdbFWIXxnVS1lbooZmYXXQqgel FxJV1bhNAWHS
tgdg3t2gBXi3P7XiD+OWfzkABGMJIrmki SSLNpl0/oV+Kw3DuyGYLurgeTWW1JigJd
94GImOVOBX1Py1FQnOnILcxgr+LATEXOPgXTyRCpl/UGH1ih05S51F4GVvPEjOs1BA
ebRkDrN2vU+9kqgqBUXChzxierQDmJkCOpSUWVEPkE/OPT2vxIuAQONdY++cJRwzi+
adWp6écZBzW5h30dK1yEDdiNET7S5rzQcwMlerYTABSIaK6KCTNDTOF4kTW1EBSR1WgD
VEAYboYEbfO0ymSCiNmDEKUXgqOMI4S5FIztDhYjJagnlNerodUZnUYa9%y63zuj v2uyQetG
EVHpXscPOfrcrCEfSuvx0EsMiLxucl fVJyCAJgBMG++LgWxhb247CvhSDE2wZrqg0+
QT70pOWaYww==

DERAIEMENRA , B AR
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sed -1 's/\r//"'
51, sed -i 's/\r//' OPADMIN.pem.

RIEREREFHE.

od -c

MEREIZERUES , MEFR.




[admin@localhost Desktop]$ od
POE0ERe -
POee20
g0pRE40
epooeso
gpoelo0
eeeel1ze
epoel140
pOOO160
pOOO200
0000220
0000240
p000260
epee300
0O0B320
ep0e340
ee0e360
POR0400
goeBR420
epoe440
POOO460
eooes500
0006520
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e00e560
0000600
POO0620
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0000700
0000720
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[admin@localhost Desktopl$ od -c MRICA.pem
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SHFFMC , #ELinuxitEH L 3¥Root CAMILEFEIFRASEAT— I S,

cat

751, cat Clean-interface_CSR_CA-signed_DER_CER_PEM_no-carriage.pem Root-CA.pem >
combine.pem,

HEF | BT LELnuxITEV R ITFHFHNXAREESS |, HCleaniEBFMEIESHE —N X4 | H
EH.PEMY BB ®RE. BHCAILEBSLI FINEL , MClean Interfaceif B F KSR



Open ~ &

CombinedMRICA&PANDEM.pem

PANDEM.pem —

MIIGtDCCBZYygAWIBAgITRQAAAPNPLYNBOh]j ZawAEAAAA+TANBYgkghkiGIWOBAQSF
ADBOMRUWEWYKCZImiZPYyLGOBGRYFTGY) YUwxFzAVBgoJkialk/IsZAEZFgdPc29j
LWpvMRwWGgYDVQQDEXNPC29j LWpvLUNDTLREQzAYLUNBMB4XDTIXMDOQWNDIxM] Ux
MloXDTIzMDOWNDIxMjUxMLow] jEKMCIGAIUEAXMbTVIKLUFNUCIURY INNSOwMS5q
dC5qdGdyb3VwMIIBI j ANBgkqhkiGO9wOBAQEFAAOCAQRBAMIIBCgKCAQEASg4ZsmoY
#T2QY07hhzd8b+KbsUMcQQB50pogqvelQ52G7Tmwe+vmg+EYHWbBTgD99KD1xRol
DSyIg3WkilMpIluPi0EUHdAC2TqAdwOreEMKHLFNQ54G]1lwZ6S0hI9J28h/LkRT8
Z35BqqFoxps8s0kp7107HALbxqb45ttUUNN/iV7Z1lyalXI/GkbftDVSWgXUB1RIE
pP+NoQbt/ABQOWNED]R+A] /XKzwlb70Licq4mMBIT6EOTk1IzyaSvepBxYCeoMpt
sKyHCsrncMzs9scw6TMIAoT+ALWZhhTygTnn/eQCNBUZtFOpIpgxXGygyiz+GdICM
6gWz72TZ35Q00CwIDAQABO4IDSTCCAGOWCWYDVRE@PBAQDAGWYMBMGALUdIQQMMADG
CCsGAQUFBWMBMBSGCSSGAQQBg j cVCgQOMAWWCGY IKwYBBQUHAWEWHQYDVROOBBYE
FN5PreQM1gleykPyQzMFwulQswBe FMBSGA1UdIWQYMBaAFO1LUr81lFyud4sinHEcub
YIf9uvmIMIIBaAYDVROTBIIBXzCCAVswggFXolIBUGCCAU+GgcBsZGFwW0Oi8vLOND
PU9Z b g  © 0 OR QL ENOPVE1

YmxpYyUyMEt LleSUyMFNlcnZpY2VzLENOPYNLcnZpY2VzLENOPUNvbmZpZ3VyYXRp <=
b24sREMIT3NvYylgbyxEQz1Mb2NhTD9) ZXI0aWZpY2FOZVIldmIjYXRpb25MaXNe® Ca Cartificate

P23hc2U/b2]1gZWNEQ2xhc3MIY1IMRGLzdHIpYnVOaWoulG9pbnsGO2hedHABLY 9D
DOSUREMWMSS5PC29] LWpvLKkxvY2FMLONLcnRFbnIvbGwvT3NVYy1lgby1DQO5SUREMwW
M11DQSgOKS5jcmyGRWZpbGUGLYy8VLANDTLREQzAXLk9zb2MtamBuTG9j YUwvQ2Vy
dEVucm9sbC9Pc29j LWpvLUNDTLREQzAYLUNBKDQpLmNybDCCAZSsGCCsGAQUFBWEB
BIIBjTCCAYKwgbQGCCSGAQUFBzAChoGNbGRhcDovLY9DTj1Pc29jLWpvLUNDTLRE
DzAYLUNBLENOPUFJIQS*DTj1QdWIsaWMLMjBLZXKIMjBTZXI2aWN1cyxDTj1TZXJ2
aWN1lcyxDTj1Db25mawWd1lcmFOawIuLERDPU9Zzb2Mtam8sREMITGY ) YUw/YOFDZXJ0
aWZpY2FOZT91iYXNLP29iamVjdENSYXNZPWNLcnRpZmLj YXRpb25BdXRob3JpdHkw
ZgY Tkw B QU 0 1/ cn RF
bnJvbGwvQONOVERDMDEUT3NvYylgby5Mb2NhTFIPc29j LWpvLUNDTLREQzAYLUNB
KDQpLmNydDBoBggrBgEFBQcwAoZcZmlsZTovLyB8vQONOVERDMDEUT3NVYylgby5M
b2NhTCODZXIORWSyb2xsLONDTLREQzAXLKk9zb2MtamBuTG9 ] YUxFT3NvYylgby 1D
DB5UREMWMi1D0SgOKSS ] cnOwIQYIKwYBBAGCNXQCEBQeEgQBXAGUAYgBTAGUACYB2Z
AGUACj ANBgkghkiG9wOBAQs FAAOCAQEAOPiMp5UB2+HHOC92Yy 7] zakEONXMptvhj
o¥Ynn4iC48edf6REWVILcyis18bhHTpYMpZ6GarkKHosBILDWYR454qR24WBKY+KX
YPUUNUPYhpX7ucu46QdHNolkbQdyt4xDzV]j faxjKX2POWejglxPT98TZvpwVUZHd
gXEE6r3q7LMfS3FgbSAdvY /wPKROhuDDxOpLIsgXbM8/Q/yEGIIaVyfdxgTPwWBCq
UrRN1AKdmEGV9cBro,/2di/WwWNwNAairHEeRmhrsPLgMEKbQa8iW+ogrlVIinKagZ
gGDOKLdidqF+UtyVuIUSqPXK1t4RZno+Z1MilodVchal361VAHEXFGO==

----- END CERTIFICATE-----

----- BEGIN CERTIFICATE-----

MIIGtDCCBZYgAWIBAQITROAAAPNDPLYNBOhj ZawAEAAAA+TANBgkghkiGIWOBAQSF
ADBOMRUWEWYKCZIMiZPyLGOBGRYFTGY]j YUwxFzAVBgoJkialk/IsZAEZFgdPc29j
LWpvMRwWGQYDVQQDEXNPC29j LWpvLUNDTLREQZAYLUNBMB4XDTIXMDQWNDIxM] Ux
MoXDTIzZMDOWNDIXM]jUxMlow] jEKMCIGALUEAXMbTVIKLUFNUC1URY INNSOWMS5q
dC5adGdvb3VwMIIBIiANBakahkiGOwOBAOEFAAOCADBAMIIBCAKCAQEASQ4ZsmoY

XA ERE EEBIFMCHIES | MESTGREEMK.

iEP EERTGREZMFMC

LEREEONIES

Save = = o x
| combinedMRICA&PANDEM.pem |
B —
I
Plain Text v Tab Width: 8 + In76,Col26 v INS

£ fin Z Configuration > SSL > PANDEM - Actions Upload New Certificate > Add Certificate , 201&

FiRo



vl H : : =
Cleco Threat Grid App liance Home  Configuration  Statws  Operations  Support

Configuration e Upload SSL certificate fol PANDEM

Authentication bl
CA Certificates KrC8naXMOCsN oD SweTUSWE XBGI4EMrJHTk 1 fSEFRQDEHG IB0=1mm = o X
ngQHT18nijémJEekﬁrYNGKLCqAFNUQdMDNvTDhmVA?“ . P
Change Passward fsc24 GHs6kHEALbLT 79I0nsMgtOip T WVVINISYORIWhn 60!
_ pgalMrLiotadc26KIPfuhg 3Ty IgreiRs 38jatOFDF gKIEGRUOmM - 4 » Newfelder » Original » v | B O Search 10
Chustering VGvrugESECEKDOWIZ8oJ0iBiBInh 1 UGLdcTwzKz5xwoar0e =
T £58KsgNAMCligBAfobxGIYUFQN+PULSOmkvxzd0SCKxam = [ T— Bate moified - sice
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Firefox detected a potential security threat and did not continue to wmp244100md.ppj.com. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.
What can you do about it?
The issue is most likely with the website, and there is nothing you can do to resolve it.
If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.
You can also notify the website's administrator about the problem,
Learn more...
Advanced...
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THREAT GRID SERVICE
Terms of Use Agreement

This is a legal agreement (“Agreement™) between you, the party using the Threat Grid Service, and Cisco Systems, Inc., a California corporation having offices at 170 West Tasman Drive, San
Jose, CA 95134 (“Cisco™). This Agreement applies to your access and use of Cisco’s Threat Grid Service.

By clicking accept or using the Cisco Technology, you agree that such use is governed by the Cisco End User License Agreement and the applicable Product Specific Terms (collectively, the
“EULA"™). You also acknowledge and agree that you have read the Cisco Privacy Statement.

If you do not have authority to bind your company and its affiliates, or if you do not agree with the terms of the EULA, do not click ‘accept’ and do not use the Cisco Technology. If you are a
Cisco channel partner accepting on behalf of an end customer (“customer™), you must inform the customer that the EULA applies to customer’s use of the Cisco Technology and provide the

customer with access to all relevant terms.
BY CLICKING ON THE “l AGREE"” BUTTON BELOW YOU ACKNOWLEDGE THAT YOU Full Name: Adminictrator

HAVE READ ALL OF THE TERMS AND CONDITIONS OF THIS AGREEMENT,

UNDERSTAND THEM, AND AGREE TO BE LEGALLY BOUND BY THEM.
Title: Administrator
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Active Device

A device has been registered and activated with your appliance.

Device Type FMC
Model 42
Model ID 52
Mgmt IF 005056895288
Current status  Active
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