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ausnml-3825-01

Building configuration...

Current configuration : 4190 bytes

!

! Last configuration change at 17:22:23 UTC Wed Jul 26 2006 by ausnml
! NVRAM config Tlast updated at 17:22:31 UTC Wed Jul 26 2006 by ausnml
!

version 12.4

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

!

hostname ausnm1-3825-01

!

boot-start-marker

boot system flash c3825-adventerprisek9-mz.124-9.T.bin
boot-end-marker

!

no logging buffered

enable secret 5 $1$KbIu$508qKYAVpWvyvIOrYbrlLi/
!

aaa new-model

!

aaa authentication login default Tocal

aaa authentication login sdm_vpn_xauth_m1_1 Tocal
aaa authorization exec default Tocal

!

aaa session-id common

!

resource policy

!

ip cef

!




ip domain name cisco.com
!
voice-card 0
no dspfarm
|

I--- Self-Signed Certificate Information

crypto pki trustpoint ausnml1-3825-01_Certificate

enrollment selfsigned

serial-number none

ip-address none

revocation-check cri

rsakeypair ausnml-3825-01_Certificate_RSAKey 1024

|

crypto pki certificate chain ausnm1-3825-01_Certificate

certificate self-signed 02
30820240 308201A9 A0030201 02020102 300D0609 2A864886 F70D0101 04050030
29312730 2506092A 864886F7 0D010902 16186175 736E6D6C 2D333832 352D3031
2E636973 636F2E63 6F6D301E 170D3036 30373133 32333230 34375A17 0D323030
31303130 30303030 305A3029 31273025 06092A86 4886F70D 01090216 18617573
6E6D6C2D 33383235 2D30312E 63697363 6F2E636F 6D30819F 300D0609 2A864886
F70D0101 01050003 818D0030 81890281 8100C97D 3D259BB7 3A48F877 2(83222A
A1E9E42C 5A71452F 9107900B 911C0479 4D31F42A 13EOF63B E44753E4 OBEFDA42
FE6ED321 8EE7E811 4DEEC4E4 319C0093 C1026COF 38D91236 6D92D931 AC3A84D4
185D220F D45A411B 09BED541 27F38EF5 1CC01D25 76D559AE D9284A74 8B52856D
BCBBF677 0F444401 DOAD542C 67BA06AC A9030203 010001A3 78307630 OF060355
1D130101 FF040530 030101FF 30230603 551D1104 1C301A82 18617573 6E6D6C2D
33383235 2D30312E 63697363 6F2E636F 6D301F06 03551D23 04183016 801403E1l
S5EAABA47 79F6C70C FBC61B08 90B26C2E 3D4E301D 0603551D OE041604 1403E1S5E
AABA4779 F6C70CFB C61B0890 B26C2E3D 4E300D06 092A8648 86F70D01 01040500
03818100 6938CEA4 2E56CDFF CF4F2A01 BCD585C7 D6B01665 595C3413 6B7A7B6C
FOA14383 4DA09C30 FB621F29 8A098FA4 F3A7F046 595F51E6 7C038112 0934A369
D44COCF4 718A8972 2DA33C43 46E35DC6 5DCAE7EQO BOD85987 AOD116A4 600COC60
71BB1136 486952FC 55DE6A96 1135C9D6 8C5855ED 4CD3AES55 BDA966D4 BE183920 88AS8AS55E
quit

username admin privilege 15 secret 5 $1$jm6N$2xNfhupbAing3BQZMRzrWO

username ausnml privilege 15 password 7 15071F5A5D292421

username fallback privilege 15 password 7 08345818501A0A12

username austin privilege 15 secret 5 $1$3xFv$WOYUsKDxladDc.cVQF2EiO

username sales_userl privilege 5 secret 5 $1%$2/SX$ep4fsCpodeyKaRji2mIkX/

|

interface GigabitEthernet0/0

ip address 192.168.0.37 255.255.255.0

duplex auto

speed auto

media-type rj45

|

interface GigabitEthernet0/1

ip address 172.22.1.151 255.255.255.0

duplex auto

speed auto

media-type rj45

|

ip route 0.0.0.0 0.0.0.0 172.22.1.1

|

ip http server

ip http authentication Tocal

ip http timeout-policy idle 600 1ife 86400 requests 100
!

control-plane




|
Tine con 0
stopbits 1
Tine aux 0
stopbits 1
Tine vty 0 4
exec-timeout 40 0
privilege level 15
password 7 071A351A170A1600
transport input telnet ssh
Tine vty 5 15
exec-timeout 40 0
password 7 001107505D580403
transport input telnet ssh
|

scheduler allocate 20000 1000
!

I--- WebVPN Gateway

webvpn gateway WidgetSSLVPNGW1
hostname ausnm1-3825-01
ip address 192.168.0.37 port 443
http-redirect port 80
ss1 trustpoint ausnml-3825-01_Certificate
inservice
|

webvpn context SalesContext

ss1 authenticate verify all
|

!--- Identify resources for the SSL VPN session

url-1list "InternalWebServers"
heading "WidgetWebServers"
url-text "WidgetWeb" url-value "http://172.22.1.30"
url-text "OWA" url-value "http://172.22.1.50/exchange"
|
nbns-Tist NBNSServers
nbns-server 172.22.1.30

!I--- Identify the policy which controls the resources available

policy group policy_1
url-Tist "InternalWebServers"
nbns-Tist "NBNSServers"
functions file-access
functions file-browse
functions file-entry
hide-url-bar
citrix enabled

default-group-policy policy_1

gateway WidgetSSLVPNGW1

max-users 2

inservice

end
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