TREEWebiRZFHRFI N
B =%

TLSEF
HT TP 574443
1xx ;28
2xx_: PRI
Sxx: BEM
AR B IR

5xx : Hix

=Y ) H=E

SWARIWebFR %5 88
EEHTTPSHE

EHNE

24 m=

SWARIWebfR 5 88
HXES

&g
AXUNAREREMAFHNATE , BANEFRLWebiZ & (SWA)
TR

B3R



Cisco BB THUTES :

- EXRTCP/IPELZ.
- RERENELRANR,
- RERRRERN S ORIENH BN ERRR,

AXEANBENRN

TCP : fRf#Z il

UDP : AP #dE il

IP : Internettil

GRE : BRI H R

HTTP : XA
HTTPS : R&8 XA Rthil.
URL : St —RIRE AT

TLS : kRS
ERARNAH

AR PR T 45 E B9 R AR AR R AR

AXHEPNEEHRRETREXRENEFNREFEN, FAXEFEANAAERZHNERAR
(BN ) BE. MREHMELTEIRS , BHRRETHEAARTHEBELE,

RIEBIBEH R ERE
TLSIEF

HEF WM BB Internet @S0t , HTTPSHMTLSEF I RHLZLERE, ZIREFFHNMERE
BENNARF ZENBAMNBETEYL, CEE-RISREIT , EPEF GRS EMRAE
FREERNMBREMRBER - EFNWENRALE=ZTNEARERNVTRTRN. ©
EXEE T DT EHRIELUERREL, WESBEEHTTPSHEXEE , RN EARRKELEE
AUEFREBRE,

UTRTLSEFHNLR

1. P iwHello : EFwEAHeloHERHEF IR, WEESEEFIRTLSHRA, XIFNRB
EHNF R client random”HIBEN E T Z&F H,

2. lR%5 8 Hello : BRS5 B AHelloH S AL, 1thH B BIERS BERNTLSRA, PRt ER
EH. B RSSHRENNEIZT ZRABURBRSHFRFILES. IALE , BERERFXR
ERRBFIEPHITHES DRI,



3. BRI REEFED : BERHEAMALEPNIEPALYNERERSSZRFIER, XATUER
BEFREESEZLRSHEE.

4. Pre-master Secret : & i & I1E — NN “pre-master secret’ BN Z T =& E , ZFZFEE
BFelESERE. BERHEARSSHLANEMERARITMNE , R RERS ST £
HAPAXNE# TR

5. ¥F4 : FF MRS SR E AT EZHNRK B FHRHE SR F T 2/ S RIR 1T EHEE /Y
‘EERE, WAERHRERSEZHNEM.

6. Client Finished : & im&iE— N Finished’HE ( AL EZHAMNE ) , LEREFNEF K
B3 T o

7. Server Finished : fRE83 XX “Finished” BB ( iEALERAME ) , UAHEFHRSEES

5 ERHES.

HTTPIE R4S

1xx : B R

KB HHEER
BEEICAPIHUAEE, X2EEMMEAL , &M% im e gL &%

10045 BiE. W TFICAPARS ( 1§|Jilllfﬁ?%?f!#ﬁ ), HE%%%&%%EEUEHX¢$
T, SPARTE - AFTHERKRNBRESN , ©2KI%E100
Continue A E HME P i KIAN KR E R 2.

2xx : B Ih

2] FHER

200E % RERBMA D, XFRREREDTREEAEE,

3xx : EEM

K53 HHEE

301KAEEM XRAKAEEM , HEEE@Bwww A , AT EE B8,

XRIMNEEM, 1EREF X Location : #RkHIEEMNITRK HF#

3021 Bt E E 4] ER.

X2XGIMS (GET If-modified-since) IR, iXEFR ER—PMNEER

& _ Z .
S04REB K skIf-modified-since : <date>HIVREHTTP GET, ARk 1RIRS 28




EFHREAEREPFE —MERNRKWER , HPSEZITREVIEE

BHHl, MR BiZAHLRNREHEHR , MRS EFTFEL200 OKFIXT R
TR AMEREN, MREBRMABURNRAEN , BFEFNHLE

304 Not Modified " 5z,

307 H KU E E [

XEZRAREFEAIENAE  SREBSHHEENNERBTEH
RIEHNBEREE@E S —MURLN AP #ITEHRIERN ,

4xxK1B : BEF REEIR

SE]

FAER

400481R1ER

XRBAHTTPEREFEERE , ENECTAFASEBENIEE, TENERERET
BEEIER— 1T EANBMRL, IRAPHERBURIFBRDHTTP/IASE
%, BXIEBMNEL , 55 FRFC 2616,

401 R
FEWebMR 87 & B RIE

HRIEBRANKEZSHRIL. 401KBATEBRWebRFIFH AT

SORIE. YSWALZARASTHERELEASHRIN , S
F—MOIEESLSE K, AN RZFFAEZERNOCS (RABRS

) o

“www-authenticate : "HTTPIR R 3Rk ¥ A T A LAER N B HK
EhZ, XSBAFEFHRERSHERIERNTLM, EXRAHEMERH
S A8,

4031 B4

ERWRTERRFEROXNR. SBRSF[ELIRLANRERRS
o BRFBBEEHTTPRIERHTMLIBA A 24t R K 588,

404 KR F

RS8R LR FEFERIOXR,

A7TEERESHRIE

XE54011E , FTRAZAETERNATREMFTROCSH & HRIE
o MYFREAWREIMER , FLREMELR.

HSWARE W ERANRER , TEF7TREFEFF iR, RATFHS
HEZAERFE, MRHIXFPER , B/ wRATEFINERSTY
TCPEEF,

5xx : RFEREIR

(8T

HAER




501 A EBAR S5 2R 6 1R — R Web R 35 22 5 B&

HREMXFREN RS BMAURSFRBITRBANKE, E

SO2RAIX RRMXWE T RE RIS 097 24 MR

RAHT IR S IRV LS |, RSB|[HAMNEELBZE R, X=

50355 7 ] A ARG HENELES , BB AETABRER.

RIAEFPIREREBANECZIH G BB Web RS 25U EI K 5w Rz | B0
504 X >< i HRTHHEENNLEEENE —NMER. XBEEKRE LERFZSFRLER
(=

E X ERE

BEAL..
ZEORIENEXBEPHHTTPRE
i MSWA

& T B E R A P FISWAR IR O W IPih i 2 B 45 3 (BEEP1ED , BAEEP2RE
BiED , BEABRRTREEE )

REEF RN FRERBTCPY 08053128 ZISWA ( BRIASWARIEHK O RN TCP 80F13128 , 44| F
FA®NO3128 )

TCPEF,

MNEFIHIREHTTP ( B#5IP = SWA IP , B#riwH=3128)
SkEREBHHTTPIE (JRIP = SWA )

BiE&

- TCPE#LIE (REF)

No. Time Source SIC MAC Dostinaticn st MAC: Protocel Loogl stream info

12544 2074-81-25 £9:35:25.989719 19.61.79.23 Cisco_Sd:ba:ff 18,48, 48,185 WHware_Bd:f3:64 TCP 2 65238 - 3128 [SYM] Seq=® Win=65535 Len=8 MSS=126@ WS=64 TSval=1762371788 TSecr=8 SACK_PERM
12545 2024-01-25 09:35:25.989748 10.46,48,185 VMware_8d:f3:64  19.61.70.23 Cisco_Sd:ba:ff  TCP 7'| 2 3126 - 65238 I[STH, ACK] Scq=@ Ack=1l Win=65535 Len=@ M55=1360 Wi=64 SACK_PERM TSval=322T0008
12567 2074-81-25 B9:35:26. 16546 19,61, 78.23 Cisco_9d:b9:ff 18,48, 48,185 WHware_Bd:13:64 TCP 66 2 65238 - 3128 (ACK] Seg=1 Ack=1 Win=132288 Len=0 TSval=1762371848 TSecr=3227000837

12568 2024-01-25 09:3%:26.040877 10.61.79.23 Cisco_Sd: b ff 18.48. 48,185 Whhware_8d: f3:64 WTTR 188 2 GET http://example.com/ HTTP/1.1

12560 2074-81-25 B9:35:26. 846945 18.48.48. 185 Wware_8d:13:64 18.61.78.23 Cisco_Sd:b9:1f TCP 66 2 3128 - 65238 [ACK] Seq=1 Ack=123 Win=85408 Len=0 T5val=3227008847 TSecr=1762371840

12851 2024-81-25 £9:35:26.286288 10.48.48. 185 Whware 8d:f3:64  108.61.70.23 Cisco _Sd:ba:ff  TCP 1254 2 3120 - BSZIB ACK] Seq=1 Ack=123 Win=B5408 Len=1188 TSval=1227801886 TSecr=17623T1R45 (TCP
12852 2024-81-25 B9:35:26. 286207 10.48.48.185 Wware_8d:13:64 10.61.70.23 Cisco_Sd:b9:1f  HTTP 509 2 HTTP/1.1 200 OK (text/himl)

12092 2024-81-25 #9:35:26.347713 19.61.79.23% Cisen Sd:bo:ff 198.48.48.185 Whhaare Bd4:f3:64 TCP BE 2 65238 - 3128 |ACK] Seq=123 Ack=1189 Win=131872 Len=9 TSval=1762372145 TSecr=322701086
13093 J0I4-81=25 BA:35:76. 347315 18.61.78.23 Cisco_Sd:bs: ff 18.48.48.185 WHware_8d:f3:64 TCP 65 2 65238 = 3128 [ACK] Sequll3 Ackel722 Winw130568 Lensd TSval=1762371145 TSecr=3227201086
12095 2074-81-25 B9:35:26.353217 18,48, 48, 185 VMware_8d:f3:64 18.61.78.23 Cisco_Sd:ba:ff TCP 65 2 3128 = B5Z38 [ACK] Seqel722 Ack=124 Win=65428 Len=@ TSval=3227881147 TSecr=17623721%@
12997 2024-81-25 B9:35:26.412438 10.61.70.23 Cisco_Sd:b9:ff 10,48, 48,185 WHware_8d: f3:64 TCP 65 2 65238 = 3128 [ACK] Seq=124 Ack=1723 Win=131072 Len=8 TSval=1762372212 TSecr=3227801147

Image-Client to SWA , HTTP Explicit mode

SWARIWebBR 5587

MR E R EFENRENIPH U FIWeb RS 258 1Pk 2 8],




kK ESWANRERETCPHMO80 , EXRBRENIKD ( IEREHKD )

TCPEF.

- MREIREXHTTP ( B#RIP = WebfRS588 , B#RimH=80 )
X B WebfRS52REIVHTTPIARL (JRIP =R 2R )
WiEE

TCPIERELLL (EREF )

Mo, Tirne Sowrce src MAC Destination dst MAC Pratoced Lmn': stream
12570 2034-91-25 @9:35:26.053195 10, 48.48,185 VMware_8d:f3:64 03,184.216.34  Cisco Sd:b9:ff TP 3 23146 = 80 [5N] Sequd WinwlZ286 Lenwd MS5e1360 Win6d SACK_PERM TSwale3190021713 Tiecred
12778 2824-81-25 89:35:26. 168835 0%, 184, 216.34 Cisco Sd:obd:ff 18, 48.48.185 Whhwa re_Bd: f3:64 TCP F-i 3 BB - 23146 [SYN, ACK] Seq=8 Ack=1 Win=65535 Len=0 MSS=1380 SACK_PEPM TSval=2163502063 TSecr:
12779 2024-81-25 B4:35:26. 166877 18,4848, 185 VHware_8d:f3:64 93.184.216.34 Cisco_Sd:ba:ff TCP 66 3 23146 - 80 [ACK] Seqel Acksl Win=13568 Lens® TSval=3198821832 TSecr=2163552063
12788 20824-81-25 89:35:26. 168172 18, 48.43. 185 VHware_Bd:13:64 03.184.216.34  Cisce Sd:b9:ff HTTP 24z 3 GET f HTTP/1.1
12833 2024-01-25 09:35:26. 230446 93,184, 216,34 Cisco_S9d:b9:ff 18.48.48.185 Wware_8d:f3:64 TCP & 3 BB - 23146 [ACK] Seq=l Ack=177 Win=670872 Len=@ TSval=2163552178 TSecr=3190421832
12834 J874-81-25 89:35:26. 281757 03. 184, 216,34 Cisce_Sd:ba:ff 18.48.48.185 VHware_Bd:13:64 TCP 1414 3 B8 - 23146 [ACK] Seq=1 Ack=177 Win=67872 Len=1348 TSwal=2163502177 TSecr=3100021832 ITCP sey
12835 Z824-81-25 89:35:26.281789 18.48.48. 185 VMware_8d:f3:64 93.184.216.34 Cisco Sd:b9:ff TCP (1] 3 23146 = 80 [ACK] Seq=17T Ack=1349 Win=12274 Len=8 TSval=2198@21942 TSecr=2163592177
12836 I074-01-25 B9:35:36. 181793 93,184, 716,34 Cisco_Sd:ba: {1 18.48.48. 185 VMware_8d:13:64 HTTP 325 3 HTTR/1.1 20@ 0K (text/html])
12837 2074-81-25 £9:35:26. 281881 18, 48,48, 185 WHware_8d: f3:64 93.184.216.34 Cisco Sd:b9:ff TCP 66 3 23146 = 80 [ACK] Seq=17T Ack=1608 Win=11968 Len=8 TSval=3190@21942 TSecr=2163592177

B &- HTTP-SWAEIWebfR 5 23-EX-EEF

UTRKBEFIRHHTTP GetRyl

Frame 12568: 188 bytes on wire (1504 bits), 188 bytes captured (1504 bits)

Ethernet II, Src: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff), Dst: VMware_8d:f3:64 (00:50:56:8d:f3:64)
Internet Protocol Version 4, Src: 10.61.70.23, Dst: 10.48.48.185

Transmission Control Protocol, Src Port: 65238, Dst Port: 3128, Seg: 1, Ack: 1, Len: 122

[Expert Info (Chat/Sequence):
Request Method: GET

Request URI: http://example.com/
Request Version: HTTP/1.1

Host: example.com\r\n

User—-Agent: curl/8.4.0\r\n

Accept: #/#\r\n

Proxy-Connection: Keep-Alive\r\n

\r\n

[Full request URI: http://example.com/]
[HTTP request 1/1]

[Response in frame: 12852]

GET http://example.com/ HTTP/1.1\r\n]

Image - Client to SWA HTTP GET- Explicit

XERTRMNEFIKEISWA , AEEIWebRFH 28 , REREEFIHNEMNRER

Ma. Time ST MAG [Destination dst MAC Protocol Lengt stream info
12544 2024-81-25 89:35:25.989719 Cisco_9d:b9:ff  10.48.4B.185  VMware_Bd:f3:64 TCP 78 65238 - 3128 [SYN] Seqe@ Win=65535 Len=0 MS5=1268 WS=64 TSval=1762371780 TSecr=B SACK_PERM
12545 2024-81-25 #9:35:25.989748 ulare_&n:r!:u 18.61.78.23 Cisco_9d:b9:ff  TCP 74 3128 - 65238 [SYN, ACK] Seq=d Ack=1 Win=65515 Len=d MSS=1360 WS=64 SACK_PERM TSval=122700083
12567 2024-81=15 99:35:26.046546 18.43.48.185 VMware_Bd:f3:64 TCP 65 65238 = 31268 [ACK) Seqel Acksl Wins132288 Lens® TSvals=l76237T1848 TSecrs3227080837
12568 2024-81-25 89 10.48.4B.185  VMware_Bd:f3:64 HTTP 188 GET http://exasple.com/ HITP/1.1

2

2

x

=
12569 2024-81=15 09 18.61.78.23 Cisco_Sd:ba:ff  TCP (-] 2 3128 - 65238 [ACK] Seqel Ack=123 WinsG5408 Lens@ TSvals3227000847 TSecr=176237184%
12570 2024-91-25 09 93.184.216.34  Cisco 9d:b9:11 TP i 3 23146 ~ 88 [SYN] Seqed Win=12268 Len=B M5S=136 WS=64 SACK_PERM TSval=3190021713 TSecr=8
12778 2024-01-25 9% 10.48,48.185 Whaare_8d: f3:64 TCP 74 3 BB - 23146 [5WM, ACK] Seq=@ Ack=1 Win=65535 Len=0 M35=1389 SACK_PERM TSval=2163592063 TSccr=
12779 2024-91-25 99 93.184,216.34  Cisco_9d:b9:ff TP ] 3 23146 - 89 [ACK] Seq=l Ack=1 Win=13568 Len=0 TSval=3198021832 TSecr=2163502063
13788 2024-81-25 83:3 ¥ §3.184.216.34  Cisco_8d:b8:ff HITR 242 3 GET / WTTR/i.1
12833 2024-81-25 95:35:26. 280446 93.184,216.34  Cisco_9d:b8:ff  10.48.4B.185  WWare 8d:f3:64 TCP & 3 80 - 23146 [ACK] Seqel Acks177 Win=G7072 Lensd TSvals2163502176 TSecr=3190021832
12834 2024-01-25 89:35:6.281757 93.184.216.34  Cisco_Sd:bO:ff  10.48.48.185 3 1414 3 80 - 23146 [ACK] Seq=1 Ack=177 Win=67072 Len=1348 TSval=2163502177 TSecr=3100021832 [TCP s&g
12835 2024-81-25 99:35:26.281789 18.48.48.185 Whaare_Bd:f3:64  93.184.216.34 65 3 23146 - 80 [ACK] Seqel?7 Ack=134% Wins12224 Lens@ TSvals=3100021942 TSecr=2163592177
12836 2024-91-25 89:35:26.281793 93.184,216.34  Cisco 9d:b9:ff  10.48.48.185 315 3 HTTR/1.1 200 OK  (text/htsl)
12837 2024-81-25 89:35:26. 281801 10.45. 48. 185 Wiware_Bd:f3:64  93.184.216.34 (] 3 23146 = 808 [ACK] Seqel?7 Ack=1B8S8 Wins11968 Lensd TSval=3190821942 TSccr=2163552177
12851 2024-91-25 89:35:26.206288 10.48.48.185  VMhare 8d:f3:64  18.61.78.23 1254 2 3128 - 65238 [ACK] Seqel Ack=123 Win=65408 Len=1188 TSval=3227001086 TSecr=1762371849 [TCP 5
12852 2024-91-25 09:35:26.286297 10.48.48.185  WMware Bd:if3:i64  10.61.79.23 599 2 HTTP/1.1 200 OK (text/html)
12992 2024-01-25 @9:35:16.347713 10,61, 79.23 Cisco 9d:69:ff  10.48,48.285 L] 1 65238 - 3128 IACK] Seqel23 Ack=1189 Win=131872 Len=@ TSvale1762372145 TSecr=3127001086
13803 2024-01-25 89:35:26.347815 10.61.78.23 Cisco_8d:b8:ff  10.48.4B.185 & 2 65238 - 3128 [ACK] Seq=123 Ack=1722 Win=138360 Len=8 TSval=1762372145 TSecr=3227801086
12904 2024-81-25 05:35:26.353174 10.61.78.23 Cisco_Sd:ba: ff 18.43.48.185 (] 2 65238 - 3128 [FIN, ACK] Seqel23 Ackel1722 Wine131872 Lensd TSvals1762372158 TSecre3227001086
12905 2024-91-25 89:35:26.353217 10.48.48.185  \VMware_Bd: 10.61.70.23 6 2 3128 - 65238 [ACK] Seq=1722 Ack=124 Win=65408 Len=0 TSval=3227001147 TSeer=1762372150
12996 2024-81-25 99:35:26.353397 19.48. 48,185 Waare_Bd:f3: H 18.61.78.23 Cisco_Sd:ba:ff  TCP (] 2 2128 - B5238 [FIN, ACK] Seqel722 Ack=124 Win=65488 Len=d TSwal=3227801147 TSecr=1762372158
12907 2024-91-25 89:35:6.412438 10.61.78.23 Cisco_9d:b0:ff  10.48.48.185  VMuare Bd:f3:64 TCP 6 2 65238 - 3128 [ACK] Seq=124 Ack=1723 Win=131072 Len=8 TSval=1762372212 TSecr=3127001147

ME-FIEREHTTPEX-EEF



AE  BMNIERBETRANAE ; NEFIHEISWANRA —MEE , ASWAZEIWebARS
BFHRA S —HE &,

Time

2024-01-25 09:35:25.980719
2024-01-25 09:3525. 989748
2024-01-25 09:35:26.046546
2024-01-25 09:35:26.046877
2024-01-25 09:35:26.046945
2024-01-25 DH-3526, 053195
2024-01-25 09:35:26.168035
2024-01-25 093626168077
2024-01-25 09:35:26.168172
2024-01-25 0%:35:26.280446
2024-01-25 00:35-26. 281757
2024-01-25 09:35:26.281789
2024-00-25 09-35:26.261793
2024-01-25 09:35:26.281801
2024-01-25 09:35:26. 286268
2024-01-25 09:35:26. 286207
2024-01-25 0 35-26.34713
2024-01-25 08:35:26.347815
2024-01-25 0935526353174
2024-01-26 08:35:26.363217

2024-01-25 DX35:26.412438

10.61.70.23 93.184.216.34

10.48.48.185

astag (95238 3 307 [SVN] Segsd WinsOBE3E Lane.) 3z i

28 -+ £5138 [ACK] Segel Acks¥l3 Win

oszan &

11288 LemsO M o

N, ACK) Seq=l Acks] Win

13586 Le

; B0 -+ 33186 [ACK] Seqad Acks177 Win

4t

gysep ZEME 80 [ACK) Seqell7 Acka1340 Winsldy o

L HTTRLY 00 OK_{tec e -
39106 23140 -+ BO [ACK) SeqalT7 Aksteos Wissll, o

ppzan 128+ 8238 [ALK) Somel Acksi23 WineBB4_ |

L WTTE.1:300 GK g1 i) |l

s533a, B5IZE 3178 [ACK] 5ega123 Acks1188 Win

g B5IEE - 3178 [ACK] Se30123 AekeTED Wis

32 Ack=174 Wis

w5738 128+ 65218 [ACK) Sex

I

28 [ACK]

124 Aecka

oy S8EE T

Comment

TCP: 85230 4

S7M] Sog20 Wins:

TCP 3178 - 6523

H, ACK] Beqed Aokl

TCH: 85236 -+ SUI8 [ACK] Segel Ackal Winsi

HTTP: GET Betpc\amampls com) HTTRTLY

TGP 3128 -+ BEZ33 [AGK] Seqs) AckalZ3 Win

£t B0 [S¥N] Seqel Winai 1184 L.

BO % V48 [$¥M, ACK] Sea=0 Ack=1 Wi

TGP 2146 B0 [ATK] Seqe Ack=! Win=115,

ATTRILA

6 [ACK] Seqe1 Ack=17T Winzé

77 Winzs

72146 [ACK] Seq=1 Ack

TR 23186 -+ B0 [ACK] Seqe177 Aek

WITP: WTTEMLY 200 OK

TCP: 23186 + BD [ACK] Seq=177 Ack=1808 Wi
TGP 3128 + BEZ3S [ACK) Seqel AckelZ3 Win
WETB: WTTBL 208 8K [

TCR: 65230 = 2128 (ACK] S0q=170 Ack=11ES

TCP: 85238 + 3%

) 40123 Acks 1722
TER: B595E -+ SUIE [FIN, ACK] Seqa123 Akt

TCP: 2120 =+ G578 (ACK) Seq=1TET Ask=174

TCP: 85238 3118 [ACK) Saan12d Atka 1?23



LT R5 R B SR RA

1706172876.686 224 10.61.70.23 TCP_MISS/200 1721 GET http://www.example.com/ - DIRECT/www.example.com

BEEFRENRE

XRRNIBBESWAZEFE , NEFPHBIISWANEMNRE,

1

B&- HTTPE X EF5IE

1988
1981

Time
2024-91-25 89:56:41, 209038
F0Z4-01-25 B9:56:41, 209111
2024-01-25 B9:56.

2024-81-25 09:5
2024-91-25 89
2024-91-25
2024-81-25
2024-91-25
2024-81=25
2024-91-25

2024-81-25 .
2024-01-25 09:56:41, 585507
2024-81-25 89:56:4.

2024-81-25 09:56:41. 604113
2024-81-25 89:56:41.684191
2824-81-25 89:56:41.604203

2074-91-25 89:56:41. 636832
2024=-01=25 B9:56:41. 662464

93.184.216. 34
10.48.48.185
10.48.48.185
93.184.216.34
93.184.216. 34
18.48.48. 185

10, 48,45, 185
18.48.48.185
10.61.70.23
18.61.78.23
18.61.78.23

19.48.48.185
18.48.48.185

1948, 48,185
18.61.78.23

VMware_Bd:f3:64
Cisco_! ff
VMware_8d: 13:64

Cisco_
Vware_8d: 13:64

VMware_Bd:13:64
VMware_Bd: 364

VMware_Bd:f3:64
Cisco_9d:bg:ff

Durstination
18,48, 48,185
10.61.70.23
10,48, 48, 185
10.48.48,185
18,61,78.23
93,184,216, 34
10.48.48.185
03.184.216.34
93.184.216. 34
10.48.48. 185
108.48.48.185
93.184.216. 34

10.61.70.23

10.61.70.23
10.61.70.23

93.184.216.34

a5 MAC

)
g
g
g
i

VMware_8d: f3:64 TCP

Cisco_9d:b9:ff
VMware_8d: 13:64
Viware_8d.

64
Cisco_9d:bd: 1
Cisco Od:bO:ff
VMware_Sd: 13164
Cisco _Od:bO:zff
Cisco_9d:b0:ff

Viware_Bd: f3:64
Cisco_9d:b9: 11

Cisco_9d:b9: ff
Cisco 9dibB: 1
Wvare_8d: f3:64
VHware_8d: 13:64
Viware_Bd;
Cisen_0d:bd:ff
Cisco_Od:bo: Ff

Cisco_9d:b9:ff

TCP

10,48, 48,185 VMware_8d: f3:64 TOP

nfg
2 55709 = 3128 [SYN] Seq=d Win=65535 Len=d MSS5=1268 WS=64 TSval=3417118271 TSecr=8 SAC
@ 3128 - 55789 [SYN, ACK] Seqed Ack=1 Win=65535 Len=0 M55=1360 Wi=64 SACK_PERM TSval=3687923%
2 55799 - 3128 [ACK] Seq=1 Ack=1 Win=132286 Len=0 TSwval=3417110333 TSecr=3687923930
2 GET http://example.com/ HTTR/1.1
2 3128 - 55789 [ACK] Seq=1 Ack=123 Win=55856 Len=d TSval=368702393% TSecr=3417110333
3 16828 - B3 [SVH] Seq=d Win=12288 Lén=8 MSS=1160 WS=64 SACK_PERM TSval=3191256932 TSecr=d
3 B2 - 16088 [SYN, ACK] Seqed Acksl Wins65535 Lens@ MS5=1380 SACK_PERM TSvalsS11197678 TSecrs:
3 16088 - BA [ACK] Seq=1 Ack=1 Win=13568 Len=0 TSwal=3191297843 TSecr=B11197678
3 GET / HTTR/1.1
3 BB - 16088 [ACK] Seq=1 Ack=227 Win=67872 Lem=0 TSval=B11107793 TSecr=3101X07843
3 WTTR/1.1 384 Not Modified
3 16888 - B0 [ACK] Seq=227 Ack=308 Win=13248 Len=d TSval=3191297172 TSecr=811197793

2 3128 - 55789 [ACK] Seqel Acke123 Winw65856 Lensl188 TSwals3687924179 TSecrs3417110333 [TCP ¢
2 HTTP/1.1 204 OK (text/hisml}

2 55700 - 3128 [ACK] Seqel23 Acke1180 Win=131272 Len=d TSval=3417110649 TSecr=3667624179

2 55700 - 3128 [ACK] Seq=123 Ack=1722 Win=138560 Len=0 TSval=3417118640 TSecr=36B7024170

2 55789 - 3128 [FIN, ACK] Seq=123 Ack=1722 Win=131872 Len=8 TSwal=3417110652 TSecr=368792417%
2 3128 - 55709 [ACK] Seq=1722 Ack=124 Win=65856 Len=3 TSval=3687924260 TSecr=3417118652

2 3128 - 55789 [FIN, ACK] Seq=1722 Ack=124 Win=£5856 Len=8 TSval=1687324260 TSecr=1417110652

3 16088 - BY [ACK] Seq=228 Ack=3@1 Win=13568 Len=@ TSval=3191297382 TSecr=811197917
2 55709 - 3128 [ACK] Seqel2d Acks1723 Wins131872 Lensd TSval=3417118729 TSecr=3667924269



X} ==
AEE

SRS H1947 )

Time

2024-01-25 0956141209030

2024-01-25 09:56:41.2001M
2024-01-25 09:56:41. 266837
2024-01-25 08:56:41. 266065
10ZA-0-25 DH5E:41,266114
2024-01-25 0O-56-41. 269061
2024-01-25 09:56:41.385086
2024-01-25 DicEE41,385174
2024-01-25 09:56:41.385270
2024-01-26 ri-56:41.609528
2024-M-25 OHEE41.510195
2024-01-25 09:56:-41.510259
2024-01-25 (56241510429
20240125 0cBE:41 513059

2024-01-25 09:56:41.513 1M
2024-01-25 09:56:41. 585807
2024-01-25 0956:41.600259
2024-0-25 0H56:41,604113
2024-01-25 09:56:41.604191
2024-01-25 09-56:41.604253
2024-01-25 DREEA1.636731
2024-01-26 09-56:41. 636832
2024-01-26 (56141662484

10.61.70.23
#0.48.48.185

s470p 55700 4 3120 |SYH] Seqed Wina85535 Lesn_ | o0

ss7pg Q128 88700 [SvN, ALK] Segi

31
ss7gp H5700 - 318 [ACK) Seqs) Acks) WinsHIZZB. | o0
o DET mtg:fenamete comy HTTRLY s
ss7gg Q18 85700 IACK] Seqst Acke123 Wins8S8_ | o0

16088 -+ BO [5YH] Seqs Winsk

0+ 18088 [3YN, ALK] Seqed Aek

93.184,216,34

8O -5 YB0RR [ACK] Ssqsl

sg70p 1S+ 57O (ACK) Sequi Atka123 Wine€Sa! 40

HTTEN1 300 prami)

ss08 28
s470g S5TE0 -+ 3120 [AGK] Geqe1Za Acks1180 Wina | oo
sa7gp S50 3138 [ASK) Seani2B kekel?hd Wine ) o0

85709 + 3128 [FIN, ACK] Seqz12d Acks17d

5708 LT
sgrpp 120+ BIT09 [ACK] Sequ1Til A= iTd Wins. | gp0y
sargp 128+ BE700 (PN, ACK] Seme1Pdd deketdd | o0

WOEE £

sargp S5O0 3118 [ACK) Seas128 Aeke17H3 Wine | o0

ABORR -+ B0 [ACK] Seq=F37 Acks300 Win:

BB -+ BO |ACK] S4q=724 Ack=301 Winz135

B

IEMEERIH , WebfRS2RIREHTTPIER304 : EFERER. (EATHP , HIE

Comment

TCP S5709 + 128 [SYN] 56950 WinsBE5I5

TR 3128 -+ G500 [STH, ACK] Seqsd Akl

TEP 85709 » 1120 ALK 1 Ackz1 Winz1
HTTR: GET hitgfjaxampds com/ HTTRILY
TER: 3128 + 55700 [ACK] Sequl Acks 123 Win

TC: 608K = B0 [$¥N] Seq=0 WinzN1I88 Le

TGP: 83 -+ 16088 [57N, ACX] Seas0 Acl

TER. 18088 - 80 [ACK] Seas] Acksd Winwils.
WTTR: GET | HTTRILY
TGP 80 + 16098 [AGK] Se3=1 Ak=317 Wins

HTTP: HTTRILY 304 Mot Wosfied

TCP: 16088 + 80 [ACK]

227 Acks 300 Wi

TCP: 18008 5 80

TK) Seq=227 Ack=130
TCR: 3128 - 55709 [ACK] Segel Acks 113 Win
HETE: HETRALT 200 0K [Beatyhimd

TCP: 85708 + 120 [ACK]

=123 Ask=1109

TGP B5TOR + FIZ6 [ACK] Seqe128 Acka1TIE

TER: S5TED & H128 [P, ACK] S650123 Aekst
TCP: 3120 6509 [ACK] a
TCP: 3128 + BET09 [FIN, AC 2 Aok
TCR. 80 - 18088 [, ACK] Sean00 Azked

TES: 1608H = 00 [ACK] Seg= 238 Ack=300 Wi

TCP: B5TE% -+ FI20 [ACK] Seq=124 Ack=1713



LA 2HTTPE B304 9 7R 45

Frame 1947: 365 bytes on wire (2920 bits), 365 bytes captured (2920 bits)
Ethernet II, Src: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff), Dst: VMware_8d:f3:64 (00:50:56:8d:13:64)
Internet Protocol Version 4, Src: 93.184.216.34, Dst: 10.48.48.185
Transmission Control Protocol, Src Port: 8@, Dst Port: 16@88, Seq: 1, Ack: 227, Len: 299
Hypertext Transfer Protocol
HTTP/1.1 3084 Not Modified\r\n
[Expert Info (Chat/Sequence): HTTP/1.1 304 Not Modified\r\n]
[HTTP/1.1 304 Not Modified\r\n]
[Severity level: Chat]
[Group: Sequence]
Response Version: HTTP/1.1
[Status Code Description: Not Modified]
Response Phrase: Not Modified
Accept-Ranges: bytes\r\n
Age: 519756\ r\n
Cache-Control: max-age=604800\r\n
Date: Thu, 25 Jan 2024 88:57:08 GMT\r\n
Etag: "3147526947"\r\n
Expires: Thu, @1 Feb 2024 ©8:57:08 GMT\r\n
Last-Modified: Thu, 17 Oct 2019 ©7:18:26 GMT\r\n
Server: ECS (dce/2694)\r\n
Vary: Accept-Encoding\r\n
X—Cache: HIT\r\n
Ar\n
[HTTP response 1/1]
[Time since request: ©.124925600 seconds]
[Request in frame: 1945]
[Request URI: http://example.com/]

B &- HTTPZ R 30418 5

B2 R B SR RA

1706173001.489 235 10.61.70.23 TCP_REFRESH_HIT/200 1721 GET http://www.example.com/ - DIRECT/www.exampl

ZTEHEHBRIENEXHBEPRHIHTTPSHRE
= P HISWA

M & REBERFIRNIPH A MISWAREEZON Pt 2 F &R ( BEEP1#ED |, BUEEP2RE
BEOD  BEAERRATRERE ).

kB FEF KK R EIRE B TCPIR O80:3128FISWA ( BRIASWARE KON TCP 80713128 , fEAfich
£ A% 03128 )

° Tcpﬁio
« REEFWHHTTP CONNECT ( B#5IP = SWA , B#rimHA=3128)



- REREMHTTPIERL ( JRIP = SWA)

- EAURLKSNIFZE FikHello (JRIP =& 3% )
» Server Hello ( Source IP = SWA)

. RSE|HEAM (FIP = SWA)

- BERImBHARKR (RIP =% )

- BEEW

- TCPEEL L (WXEF)

1:37. (374207760 10.61.79.23
7. 383167 10.61.70.22
37.(324346619. 19.4B.48.1E65
3E. 731815 10.48.48,165
36, (3BBETTS61- 10.61.79.23

61484 - 3128 [ACK] Seq=1 Ack=1 Win=132288 Len=8 TSval=1676451302 TSecr=141405437
277 12 COMNECT cxample.com:d43 HTTR/1.1

(23 12 3128 - 61484 [ACK] Seq=1 Ack=212 Win=65344 Len=d TSval=441405507 TSeer=1676451392
185 12 MTTR/1.1 289 Connection established

66 12 61484 - 3128 [ACK] Seq=212 Ack=40 Win=132224 Len=0 TSval=1676451630 TSecr=441495677

2024-91-25 12:
21 2024-91-25 1.
22 2024-81-25 1.
26 2024-81-25 1.
27 2824-81-25 1.

L 2B 2024-91-25 12:31:36. (322347166. 10.61.70.33 10.48. 48,165 715 12 Client Hello (SNIsexample.com)
29 2V24-91-25 1, 36, (162072475 10.48.48.165 18,61, 79,23 66 12 31268 - 61484 [ACK] Seqe4@ AcksS61 WinsG4724 Lensg it 74T Thecr 5
43 2024-91-25 12:31:36. (282097660 10.48.48,165 10.61.70.23 1254 12 Server Hello
59 2024-91-25 36, (153429867 10,48.49.165 10.61.70.23 1254 12 Certificate
51 2024-81-15 36, 565425 10.48.48.165 16.61.70.23 189 12 Server Key Exchange, Server Hello Done
54 2004-91-2% 3. E24826 19.61.78.22 18.48.48.165 BS 12 61484 - 3128 [ACK] Seq=881 Ack=1228 Win=131002 Len= TSval=1678452189 TSecr=441408237
55 2024-81-15 36, (344661913 19.61.70.23 10.48. 48,165 66 12 G14B4 - 3128 [ACK] SeqeBSL Ack=2548 Win=120728 Len=8 TSval=1676452189 TSecr=441406237
56 2024-81-25 38, (173832950 19.61.70.23 10,48, 48,165 159 12 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
57 2024-81-25 138, (422656787 10.48.48.165 10.61.78.23 65 12 3126 - 61484 [ACK] Seqs2540 Acks954 Wins64640 Lensd TSval=441496317 TSecr=1676452193
S8 2024-81-25 36, (244514147-  10,4B.48,165 10.61.70.23 117 12 Change Cipher Spec, Encrypted Handshake Message
59 2024-01-25 36, (328702336 10.61.70.23 10,46, 48,165 B6 12 61484 - 3128 [ACK] Seqe954 Acks2591 Winel31R08 Lens® TSvalsl676452265 TSocrs441406317
60 2024-91-25 36, (151248214 10.61.70.23 10,48, 48,165 562 12 Application Data
61 2024-91-2% 3@, (257435452 10.48.48,165 10.61.78.23 (] 12 3128 - 61484 [ACK] Seq=2501 Ack=1450 Win=84192 Len=@ Tival=441496387 Toeor=1676452265
82 2004-81-25 30, (165886323 10.4B.48.165 16.61.70.23 112 12 Application Data
82 2024-01-25 39342008 10.61.70.22 10.48.48.165 B6 12 61884 - 3128 IACK] Seq=1458 Ack=2637 Win=131008 Len=B TSval=1676452764 TSecr=441436807
84 2024-91-25 30, (200484740 10.48.48.165 1209 12 Applicatien Data, Application Data

B85 2024-91-25 10.61.798.23 (23 12 61484 - 3128 [ACK] Seq=1450 Ack=3780 Win=129928 Len=@ TSval=1676452838 TSecr=441436887

86 2024-R1=15 497 12 application Data
B7 2024-81-25 66 12 3128 - 61484 [ACK] Seq=3788 Ack=1881 Win=63E0& Len=@ TSval=441496997 TSecr=1676452884
94 2024-01-25 119 12 Application Data
95 Z824-81-25 19.61.78.23 12 61484 - 3128 [ACK] Seq=1881 Ack=3833 Win=131008 Len=@ TSval=1676453324 TSecr=441497377

66

1192 12 Application Data, Application Bata
65 12 61484 - 3128 [ACK] Seqe1881 Ack=4050 Win=120020 Len=@ TSval=1676453397 TSecr=441497447
(2] 12 [TCP Keep-Alive] 61484 - 3128 [ACK] Seq=1B88 Ack=4050 Win=131872 Leén=8

96 2004-01-25
97 20824-81-25
158 2024-81-25

e

39, [2BA575172. 18.48.48.185
30, (295531248 10.61.79.23 H
. (143134836 19.61.79.23 Cises Sd:bo:ff

HTTPSEF IR EISWAER-LEF

108.48.48.165

LTREFIHIISWANE FirHelloMiFME R |, RS B[BFIERSNDAIR , WebRE 2519
URLZEZA Rl & Hwww.example.com , ¥ BB B BES17NRBEH



http://www.example.com

Frame 28: 715 bytes on wire (5720 bits), 715 bytes captured (5720 bits)
Ethernet II, Src: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff), Dst: VMware_8d:%9a:f4 (00:50:56:8d:9a:f4)
Internet Protocol Version 4, Src: 10.61.70.23, Dst: 10.48.48.165
Transmission Control Protocol, Src Port: 61484, Dst Port: 3128, Seq: 212, Ack: 48, Len: 649
Hypertext Transfer Protocol
[Proxy-Connect-Hostname: example.com]
[Proxy-Connect-Port: 443]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.@ (8x8301)
Length: 644
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 648
Version: TLS 1.2 (@xB303)
Random: 8f2d33b577f5cdB5ab284cPabda929e5dd29c94Paa7Iccc3fabecafafBs09078d
Session ID Length: 32
Session ID: e91649fe756a373ceT@f5b65¢c9729b805dB648F30acT783b2feb0ad9cedTdebb
Cipher Suites Length: 34
Cipher Suites (17 suites) «————
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 533
Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Mame Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
Server Name length: 11
Server Name: example.com
Extension: extended_master_secret (len=@)
Extension: renegotiation_info (len=1)
Extension: supported_groups (len=14)
Extension: ec_point_formats (len=2)
Extension: application_layer_protocol_negotiation (len=14)
Extension: status_request (len=5)
Extension: delegated_credentials (len=10)
Extension: key_share (len=187) x25519, secp256rl
Extension: supported_versions (len=5) TLS 1.3, TLS 1.2
Extension: signature_algorithms (len=24)
Extension: record_size_limit (len=2)
Extension: encrypted_client_hello (len=281)
[1ad: t13d1713h2 5h57614c22hf 7dRTdcTAde1c]

BL&- HTTPSZE Fishello -& 3\ - SWAK & F iR



RR B LAEWireshark 5 F b R 85 3RURL/SNI -
tls.handshake.extensions_server_name == "www.example.com"

BUF RSWAR I F) & 7 b A IE+5 7R



Frame 58: 1254 bytes on wire (18032 bits), 1254 bytes captured (18832 bits)

Ethernet II, Src: VMware 8d:9a:f4 (00:50:56:8d:9a:f4), Dst: Cisco_9d:b9:ff (4c:71:0d:9d:ba:ff)

Internet Protocol Version 4, Src: 19.48.48.165, Dst: 10.61.79.23

Transmission Control Protocol, Src Port: 3128, Dst Port: 61484, Seq: 1228, Ack: 861, Len:

[2 Reassesbled TCP Segments (2185 bytes): #49(1187), #58({998)]
Hypertext Transfer Protocol
[Proxy-Connect-Hostname: example.com]
[Proxy-Connect-Port: 443]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protecol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (@x03083)
Length: 2188
Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2096
Certificates Length: 2993
Certificates (2093 bytes)
Certificate Length: 1185

1186

Certificate [truncated]: 3082044d3082033520030201020214827918312212aad73d32683b716d2aTd4ead7d47300d06A92a864886F70401010b05003084731063R00060355040613025553310e300:060355040a1]

signedCertificate
version: v3 (2)
serialNumber: @x827910312212aad73d326830716d2aTddeadTda7
signature (sha2SEWithRSAEncryptien)
issuer: rdnSequence (@)
4

ROMSequence
RelativeDistinguishedMame item [id-at-countryName=US)
Object Id: 2.5.4.6 (id-at-countryNase)
CountryName: US
RONSequence item: 1 item (id-at-organizationName=Cisco)

RelativeDistinguishedName item (id-at-organizationName=Cisco)

Object Id: 2.5.4.18 (id-at-erganizationNasme}
DirectoryString: printableString (1)
printableString: Cisco

RONSequence item: 1 item (id-at-organizationalUnitName=IT)
RelativeDistinguishedName item (id-at-organizationalUnitName=IT)

Object Id: 2.5.4.11 (id-at-organizationalUnitName}
DirectoryString: printableString (1)
printableString: I

RDMSequence item: 1 item (id=-at-commonMamesCISCO LAB Explicit)
RelativebistinguishedName item (id-at-commonName=CISCO LAB Explicit) #——em— o

Object Id: 2.5.4.3 (id-at-commonName)
DirectoryString: printableString (1)
printableString: CISCO LAB Explicit

MR- HTTPSIEB-E - SWAZIE %

SWAMNWebBk 5525

MERE LK ETENRENIPH I FIWeb RS 250 1Pt 2 8],

k BSWAHREE M TCPK 0443 ( FRAE R

TCPEF,

« EPifHello ( B#RIP = WebfRS58% , B#rim
» Server Hello ( Source IP = Web server)

- BiEAW

- TCPIEHEL L (HXEF)

Destination

M)

O=443)

2024-81-25 12:31:38.693361 18, 48.48, 165 93.184,216.34

2024-91-25 12:31:38, 350314 108, 48.48, 165 = 93.184.216.34
2024-81-25 12:31:38. (1465354086 03.1B4.216.34 Cisco_Bd:b9: 11 18.48.48. 165
2024-91-25 12:31:30, (247031553 92.184.216.34  Cisco 9d:b9:ff  10.48,48.165
1024-81-25 12:31:38. (273340971 10.48.43.165 93.184.216.34
2024-01-25 12:31:30, (141480909_ 93, 184,216,234 10.48.48. 165
18724-81-25 12:31:38. (178681944 10.48.43,165 93.184.216.34
2024-81-25 12:31:38, 345579 93.184.216.34 18.48.48. 165
1024=81=25 12:31:38, (161048344 1. 48.48. 165 93.184,216.34
2024-81-25 12:31:38. 862391 18.48.48. 165 93.184.216.34
2024=-01=25 12:31:30, (414026500 93.184.216.34 10.48,48.165
2024-81-25 12:31:38. (189573742~ 18, 48.48, 165 93.184,216.34

2024-01-25 12:31:38, (296760748 10, 46.48,165
2024-61-25 12:31:38, (411911657 O3, 184.216.34
2024-91-25 12:31:38, (390012513 10, 48.48. 165
2024-81-25 12:31:30. (283200068 03.1B4.216.34

93,184,216, 34

Cis:o_;d:w: 1"t

2024-01-25 12:31:39, (159843076 93.184.216.34  Cisco Sd:bacff

2024-81-25 12:31:39. (305106563 10.48.43.165 93.184.216.34
2024-01-25 12:31:39, (352452851 10, 48.48. 165 93.184.216.34
1074=-81-25 12:31:39, (427217571 03.184.216.34 Ciseco ¢ 9{[ Iﬂ i 18.48.48. 165

2024-81-25 12:31:39, (347738678 18.48.48.165
2024-81=25 12:31:39, (166179736 93.184.216.34
2024-81-25 12:31:39. (202826742~ 93.184.216.34
G3 2024-91-25 12:31:30, 046866 18, 46.48, 165

EPMS% HTTPS -& X- SWAZ|WebfR% 88

VMware_8d:9a:f4  93.184.216.34
Cisco_9d:b9:ff
Cisco_9d:b9: 11
VHware_Bd:9a; f4

e EEEE TS BB RE U EERE

TLSw1.2
TCP

T RMSWAEIWebfRF 25V & F imHelloV I E R

Lengt stream
=] 13
259 13
= 13
1434 13
B6 13
1434 12
B6 13
B5E 13
B6 13
182 13
17 13
66 13
111 13
=] 13
640 13
&6 13
1146 13
B6 13
122 13
B6 13
564 13
] 13
1136 13
645 13

24953 - 443 [ACK] Seq=1 Ack=1 Win=12480 Len=9 TSval=2543353558 TSecr=1727280976
Client Hello ($NI=example.com)

443 -~ 24953 [ACK] Seq=1 Ack=134 Win=67872 Len= TSval=1727281230 TSecr=2549353688
Server Hella

24953 - 443 [ACK] Seq=194 Ack=1369 Win=11136 Len=8 TSwal=2549353808 TSecr=1727281248
443 = 24953 [PSH, ACK] Seq=1360 Ack=194 Win=67872 Len=1368 TSval=1727281249 TSecr=25493536¢
24053 + 443 [ACK] Seqel04 Acks=2737 Win=11872 Len=@ TSval=2540353818 TSecr=1727181248
Certificate, Server Key Exchange, Server Hello Done

24953 + 443 [ACK] Seqelfd Acke3567 Wins19384 Lens@ TSvals2549353818 TSecrs1727181248
Clisnt Key Exchange, Change Cipher Spec, Encrypted Handshake Message

Change Cipher Spec, Encrypted Handshake Message

20953 = 443 [ACK] Seq=320 Ack=1618 Win=12450 Len=8 TSwal=2549353388 TSecr=1727281420
Application Data

443 - 24053 [ACK) Seq=3618 Ack=365 Win=67072 Len=0 TSval=1727281806 TSecr=2542354208
Application Data, Applicaticn Data

443 ~ 24953 [ACK] Seq=3618 Ack=939 Win=68896 Len=8 TSwal=172728281% TSecr=2543354468
Application Data, Application Data

24953 - 443 [ACK] 5842939 Ack=d608 Win=11456 Len=8 TSwal=2549354588 TSecr=1727282028
Application Data

443 = 24053 [ACK] Seqe4698 Ack=905 Win=68896 Lens=d TSwal=1727282552 TSecr=2549354948
Application Data, Application Data

443 = 24953 [ACK] SequdaGif Acke1493 WinsG9120 Lensd TSvals1727282678 TSecrsl549355126
Application Data, Application Data

24953 + 443 [ACK] S0quld93 Acke5766 Winell264 Lensd TSvals2549355248 TSecre1727262680

RN B AEBISWARS T 1290 BEEHSH



Frame 38: 259 bytes on wire (2872 bits), 259 bytes captured (2072 bits)
Ethernet II, Src: VMware_Bd:%9a:fd (@@:50:56:8d:9a:f4), Dst: Cisco_9d:b9:ff (dc:71:0d:9d:ba:ff)
Internet Protocol Version 4, Src: 10.48.48.165, Dst: 93.184.216.34
Transmission Control Protocol, Src Port: 24953, Dst Port: 443, Seq: 1, Ack: 1, Len: 192
Transport Layer Security
TL5v1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22}
Version: TLS 1.8 {(8x@381)
Length: 188
Handshake Protecol: Client Helle
Handshake Type: Client Hello (1)
Length: 184
Version: TLS 1.2 (@x0303)
Random: 6681ee?@Bdddb?1cf5c?cd584e5facdf Bib208 fid cid3eld
Session ID Length: @
Cipher Suites Length: 24
Cipher Suites (1Z suites) —m7m8Mm——
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 119
Extension: server_name (len=16) namesexample.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
Server Name length: 11
I v o Mome: example.com
Extension: ec_peint_formats (len=4)
Extension: supported_groups (len=12)
Extension: application_layer_protocol_negotiation {lem=11)
Extension: encrypt_then_mac (len=@)
Extension: extended_master_secret {lens@)
Extension: signature_algorithms (len=48)
[Jaa: t12d1287h1_pal29f01df3f_edT727256b281)
[Ja4_r: t12d1207h1_0021,0009¢,009d, 0011, 000, cA13,c02b, cP2e,c02Y, B30, ccal, ccal_R00a, 0@0b, B0Rd, 0216, 0017_0403,0503,0603, 0907, 8BRS, 0809, 0804, 08RL, P984, B8RS, PIRG, 0401, 0501, 2601,030
[JA3 Fullstring: 771,49195-49199-52393-52302-49196-49200-49161-49171-156-157-47-255, 0-11-10-16-22-23-13, 29-23-30-25-24, 8-1-2)
[JA3: 4B5a74dB5df6d99ebldbi1d9c65efenf]

B &- HTTPSZE FisHello - SWAZIWebfR$85- L&
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Frame 21: 277 bytes on wire (2216 bits), 277 bytes captured (2216 bits)
Ethernet II, Src: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff), Dst: VMware_8d:9a:f4 (00:50:56:8d:9a:f4)

Internet Protocol Version 4, Src:
Transmission Control Protocol, Src Port: 61484, Dst Port:

[Expert Info (Chat/Sequence):

[CONNECT example.com:443 HTTP/1.1\r\n]

[Severity level: Chat]

[Group: Sequence]

Request Method:

CONNECT

Request URI: example.com:443

Request Version: HTTP/1.1
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S5 X 10.15;

Proxy-Connection: keep-alive\r\n
Connection: keep-alive\r\n

Host:
\r\n

example.com:443\r\n

[Full request URI: example.com:443]

[HTTP request 1/1]

[Response in frame: 26]

B &-B P inHTTPERE

XERTNE i

Tirr

2024-01-25 12:31:37. (318168644~
2024-01-25 12:31:37. (330015315
2024-91-25 12:31:37. (370297760~
2024-81-25 12:31:37.383167
2024-01-25 12:31:37, (324048615
2024-91-25 12:31:37.383081
2024-91-25 12:31:38.006018
2024-01-25 12:31:38.803381
2024-01-25 12:31:28.731815
2824-91-25 12:31:38. (IDEBTTSE1_
2024-91=25 12:31:38. (321347166
2024-81-25 12:31:38. (182072475
2824-91-25 12:31:38.358314
2024-01-25 12:31:38. (146535406
2024=-01=-25 12:31:36. (247031593
2024-01-25 12131138- (273349971

SEsREs g

2024-91-25 12:31:30. (161048344
2024-91-25 12:31:38.862391

2024-01-25 12:31:38. (414028500
2024-81-25 12:31:38. (189573742
2024-91-25 12:31:38. (282097660
2024-01-25 12:31:38. (153420867
2024-01-25 12:31:28.565425

2024-91-25 12:31:38. (173832950
2024-81-25 12:31:38. (422856787
2024-91-25 12:31:38. (244514147
2024-01-25 12:31:38. (326702336
2024-81-25 12:31:38. (151248214
2024-01-25 12:31:38. (257435452

2024-01-25 12:31:38. (296768746
2024-01-25 12:31:38. (411911657
2024-91-25 12:31:38. (348012513

2024-91-25 12:31:39. (283208060
2024-01-25 12:31:39. (155843076
2024-91-25 12:31:39. (305196562

PR EEREEd i E T B R R NS YR N BB REENNEEES

2B24-91-25 12:31:30.002847

G- TEHTTPSE X-TTE

Souros
10.61.70.23

18,48, 48,165
18.61.78.23
10.61.78.23
18.48. 48,185
10.48.48.165
93.1B4.2
10.48. 48, 1&5

‘.I.GJ!JBJ.OG
18.48.48. 165
93.184.216.34
93.184.216.34
18.48. 48,165
93,164, 216.34
10,46, 46,165
93,184, 216,24
18.48.48.165
10,48, 48, 165
93.184.216.34
18.48.48. 165
10.4B. 48. 165
10.48.48.165
108.48. 48,165
10.61.70.23
10.61.79.23
10.61.79.23
18.48.48. 165
18.4B. 48. 165
10.61.79.23
18.61.78.23
18.4B. 48,165
10,48, 45, 165
93,184, 216,34
18.48.48.165
93,184, 216,34
93.184. 216,34
18.48. 48,165
18.4B. 48.165
10.61.79.23
10.48. 48,185
10.61.78.23
10.61.78.23

Fed

Cisco_9d:b%: ff

tiscudxbﬂz L
il

Destination
18,48,48.165
10.61.79.23
18,48, 48,165
18.48.48.185
18.61.70.23
93.184.216. 34
18.48.48.165
93.184.216. 34
10.61.70.23

10.61.79.33

93.184.216.34
19.48.48. 165
10.48,48.165
93.184.216. 34
19,48, 48, 165
93,184,216, 34
18,48,48.165
93.184,216.34
93.184.216.34
1@,48,48.165
93.184.216.34
19.61.70.23

10.61.79.23

I!.MJG.ZJ

1@,48,48.165
10.61.79.23
19.61.78.23
10.48,48.165
10.48.48. 165
19.61.78.23
93.184.216. 34
1@,48,48.165
93.184.216.34
18, 48,48, 165
10,48,48. 165
93.184.216.34
19.61.70.23

10.48.48.165
18.48.48. 165

10.61.70.23, Dst: 10.48.48.165
3128, Seq: 1, Ack: 1, Len: 211

CONNECT example.com:443 HTTP/1.1\r\n]

st MAC Prolocol | Lengl| stream
VMware_8d;: 9a:f4 TCP T8 12
Cisco_9d:bd:ff  TCP T4 12
s 86 12
HTTP 2 12
TCP B6 a2
T M o1
T 4 13
TCP B6 13
HTTR 185 12
T 86 12
TLSv1.2 715 12
TCP B6 Az
TLwi.2 29 13
TCP 66 13
TLSv1.Z 1434 13
L= G6 13
g uM 13
i 66 13
TLSvi.2  8%6 13
TR GG 13
TLSv1.2 192 13
TLsvi.2 117 13
TCP 13

Cisco_9d:b9:ff TCP 66
Cisco_9d:b9:ff TLSv1.2 117
B

562

66

1l

&6

(211

re_Bd. e 66
VHware_Bd:Ga:f4 TLSv1.2 1146
Cisco _9d:ba:ff  TCP B6.
Ciseo_Od:bo:ff TLSv1.2 112
VM re_Bd: 9a: 66
Cisco_Sd: 1289
VMware_Bd:oa: 66
VHware_Bd:9a:fd TLSv1.2 407

13

13
13
12
12
12
12
12

rv:122.0) Gecko/20100101 Firefox/122.0\r\n

FISWA , REEIWebBRS53R , &REREF R B NRER.

Info:

61484 - 3128 [STN] Seqed Wine65535 Lens@ M5S=1260 WSeB4 TSvalsl676451324 TSecrsd SACK
3128 - 61484 [SYN, ACK] Seq=d Ack=1 Win=65535 Len=0 H35=1460 WS=64 SACK_PERN TSval=d4
61484 ~ 3128 [ACK] Seq=1 Ack=1 Win=132288 Len=0 TSval=15676451392 TSecr=441495437
COMNELT example. com:443 HTTR/1.1

3128 - 61484 [ACK] Seqel Acks212 Win=65344 Len=8 TSval=441485507 TSecr=1676451302
24953 -~ 443 [SYN] Seq= Win=12288 Len=8 MSS=1460 WS=564 SACK_PERM TSval=2549353418 TSe
443 - 24953 [SYN, ACK] Seq=@ Ack=1 Win=65535 Len=@ MSS=13B8 SACK_PERM TSval=172728097/
24653 - 443 [ACK] Sequl Ackel Winwl2480 Lens® TSvalw2549353558 TSecrel72TIOR676
HTTP/1.1 208 Connection established

61484 ~ 3128 [ACK] Seq=212 Ack=18 Win=132224 Len= TSval=1676451638 TSecr=441495677
Client Hello (SNI=example.com)

3128 = 61484 [ACK] Seqe4@ Ack=861 Win=54784 Len=8 TSval=441495747 TSecrs1676451630
Client Hello (SNI=example.com)

443 - 24953 [ACK] Seq=l Ack=194 Win=67072 Len=@ TSval=1727281239 TSecr=2549353668
Server Hello

24953 - 443 [ACK] Seq=194 Ack=1363 Win=11135 Len=0 TSwal=2549353888 TSecr=1727281248
443 - 24953 [PSH, ACK] Seq=1369 Ack=194 Win=67872 Len=1368 TSval=1727281248 TSecr=254!
24953 - 443 [ACK] Seqel94 Acks2737 Win=11072 Lensd TSwals2549353818 TSecr=1727261249
Certificate, Server Key Exchange, Server Hel'l.o hnc

24953 ~ 443 [ACK] Seq=194 Ack=3567 TSecr=1727261248
Client Key Exchange, Change Cipher Spec, Em:l'ynted Handshake Message

Change Cipher Spec, Encrypted Hamdshake Message

24953 - 443 [ACK] Seq=320 Ack=3618 Win=12480 Len=8 TSwal=2549353988 TSecr=1727281429
Server Hello

Certificate

Server Key Exchange, Server Hells Done

61484 - 3128 (ACK] Seq=861 Ack=1228 Win=131008 Len= TSwal=16764521E0 TSecr=441496237
61484 = 3128 [ACK] Seqe=861 Ack=2548 Win=120728 Len=8 T5val=1676452180 TSecr=441496237
Client Key Exchange, Change Cipher Spec, Encrypted Mandshake Message

3128 = 61484 [ACK] Seq=2548 Ack=934 Win=64648 Len=8 TSval=441496317 TSecr=1676452193
Change Cipher Spec, Encrypted Handshake Message

61484 = 3128 IACK] SeqeiSd Acks2591
Application Data

3128 - 61484 [ACK] Seq=2591 Ack=1458 Win=564192 Len=8 TSval=441436387 TSecr=1676452265
Application Data

443 - 24053 [ACK] Seq=3618 Ack=365 Win=G7872 Len=0 TSwal=1727281806 TSecr=2549354298
Application Data, Application Data

443 - 24953 [ACK) Seq=361B Ack=039 Win=68306 Len=0 TSwal=1727282013 TSecr=2540354468
Application Data, Application Data

24053 - 442 [ACK] Seq=039 Ack=4698 Win=11456 Len=9 TSwal=2549354508 TSecr=1727282020
Application Data

61484 - 3128 [ACK] Seqe=1458 Ack=2637 Win=131088 Len=@ TSval=1676452764 TSecr=441496808°
Application Data, Applicaticn Data

61484 ~ 3128 [ACK] Seq=1458 Ack=3780 Win=129928 Len=8 TSval=1676452838 TSecr=44140688
MApplication Data

Lensd T5va TSe: 17
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Tirre

2024-01-25 12:31:37.(NS1686448 nanoseconds)
2024-01-25 12:31:37.{ 3300153152 nanoseconds)
2024-01-25 12:31-37.(3702977600 nancdeconds)
2024-01-26 12:31: 37 383187

2024-01-25 12:31:37, (3249466192 nancseconds)
2024-01-25 12:31-37. 363801

2024-01-26 12:31:38.006918

2024:01-25 12: 3138 55338
2024-01-2512:31:38. 731815

2024-01-25 12-31:38. [(IDBRTFHE16 nanasecands)
2024-01-25 12:31:38,(322 3471664 nancseconds)
2024-00-2512:31:38.( 18207 24752 Nanosaconds]
2024-01-26 12:31:38.360314

2024-01-25 12:39:38 (1466354064 nanaseconds)
2024-01-25 12 B.[24 70315836 nanasecondsh
2024-01-25 12:31:36.(27 33498712 nancseconds]
2024-01-25 1231:28. (1414890096 nanasecands)
2024-01-25 12:37:38,(1786810448 nanoseconds)
2024-01-25 12:31:38.345520

2024-01-25 12-31:38 (1610402440 nanasecands)h
2024-01-25 12:31:38,062391

2024-01-25 12-31:36. (4140285008 nanaseconds)
2024-01-26 12:31-38.(10957374 24 nancseconds]
2024-01-25 12:31:38. 2820976808 nancseconds)
2024-01-25 12:31:38.(1534298672 nancseconds)
2024-01-25 12-31:36.065425

2024-01-26 12:31:28.024826

2024-01-25 12:31:36. (3946619 36 nanasocands)
2024-04-25 12:31:38.(1738320504 nancdscends)
2024-01-25 12:31:38. (4228567872 nanoseconds)
2024-01-25 12:31:38,{2445141472 nanasecondsh
2024-01-25 12:31:368.[3267023 360 nanasecands)

BG- HTTPSH-EX-TEF

10.6170.23 93184, 216,34
R :agn 61484 [ACK) Sege1 AcksIZ WIN_ | 400
| pree o an Wins!
migaainummmﬂg-em:w_ ey
i Jeppy (2AB 4 443 [ACK] Sl Ackei Winetdo| o
#1484 Lirt il 28
P :qlm + 31T [ACK] S0qs212 Acksd Wi g0y
1ana —Chent Hells (SNlnssmplo som) | 310g
&1484 e
| Ll Helo (tamerampinciml | 44y
443 + JL0E3 [ACK] Seqel Acke1Dd Wine.| .o
Server Hells e
448 I8 s
3 + 28053 ATK) 50061380 Ackn| o
|DAOY - 443 JACK) Sequibi Aok ISP ] Ly
Lgpertificns, Server Koy frchinge, Sucver | 4yy
IQ'IIEI - 443 [ACK] S4qe R4 Acke3SET . e
ent Koy Enthangs, Chings Cishet Spee | 0
' Ciy Spe<, Encrypled Handuhak 4,
] (24053 4 443 JACK] Seqed20 Acke30E | 44y
484 I nae
81484 e Coriicate |40
Bian4 mERTE Koay Erchangs, Server Hells Dane | 43y
srana i L
| A e e e L
g14g4 Slant Key Enchangs, Chasge Cohes Spec, 30
etang 328 20104 e
61484 I B nzs
IARA o+ AVTA LACK) SeasSid AcksTES0

AR 2R B AW RA -

1706174571.215 582 10.61.70.23 TCP_MISS_SSL/200
1706174571.486 270 10.61.70.23 TCP_MISS_SSL/200

Commem

TOP: B4 + 128 [FTN] Bea=0 Win=BEEIS
TER: 3128 5 $1484 [SYN, ALK] Seqed Azkal
TCR: B1484 < 3120 [ACK] Seq=1 Ack=1 Winzl..
HTTP: CONNECT awample.comaa3 HTTRILY
TCR: 3018 -+ 61484 [LCK] Seanl Acknid Win_
TEP: 24083 -+ 443 [$7H] Seq=0 Win=13288 L
TCP: 443 + Z4REI [SYH, ACK] Seq=0 Acks]
TEP: 24055 -+ £43 (K] Seqwd Acke] WinalZ_
HEEB: HTTBFL1 200 Eoansction sxtabliibed
TR G1484 4 2138 [ACK] 5092317 Acks40 W,
TLGYI.2: Chent Hello (BHistmampbe. com)

TER: F128 + 81488 [ALK] Seqn40 AtkaB 81 W
TLSV1.Z: Chast Mell (SHIzszamphe. com]

TR 443 4+ 34053 [ACK] Seq=d Acks104 Win_
TLEI.2: Sarvee Helle

TER; 24943 » 443 [ACK] Seq=104 Ack=1180
TP 443 + J4053 [PEH, ACK] Seq=t 189 Ack
TCP: 4953 + 443 [ACK] Seqe104 Acks2THT
TLSWILY: Eoibificats, Siver Kay Exchangs, Sar..
TCP: 24053 + 487 |ACK] Seq=104 Ackz2507
TLEWI.2: Chent Key Exchange, Change Cipher _
TLEw12: Changs Ciphar Spee, Ensrypled Hand
TGP; 4RGN -+ 487 [AGK] Seq=310 Ack=IG18
TLEVH2: Server Hello

TLSvLE: Eentificats

TL§wid: Sarver ey Exchasge, Server Melia O
TP 61484 - 3128 [ACK] 5432801 Acks1228
TEP 61484 + 3128 [ALK] SequBBi Acke2540_
TLEW.2: Ehast ey Exchangs, Changs Cisher
TGR: J128 -+ 01888 [AGK] SeqsT50 Ack=BEe
TLS¥A.2: Ehange Cigher Spee, Encrypied Hand
TCP: B1484 & 3128 [ACK] Seq=084 Aeks 2801

39 CONNECT tunnel://www.example.com:443/ - DIRECT/www.e
1106 GET https://www.example.com:443/ - DIRECT/www.exam
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A LLEECONNECT , # HEWebfRE88WURLEAtunnel://FF 3k, 1R ESWAH
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s 10.48.48.165
2024-01-25 13:20:42.706645 B0IE0 :ﬂ"!ﬂ‘ N2 20 Wins 84535 Lean( MES=1260 W84 TSuals 341 EIHB
2020-01-25 13:21:42 (2460867504 nanctecends) soasy 122 60780 [SYN, ACK) Seci Ackx) Winz§553 Len=0 M5 =10 WES04 SA-] 1z
2024-01-26 13:21:42, (12 79136912 nanoseconds) mﬂl 50 + smm|gum|m-lmuuﬂemu1ummlﬁ' aum
2028-01-25 13:21:42.(4235993422 sozso ¢ CONNECT o843 HTTRILY oo
2024-D1-25 13:21:42. 2456178944 nancsecends) soasg JEAL s . s
2024-01-25 12:21:42. (1692445712 nanssecands) 17517 1TS17 4 483 [SYK] 50000 Winw11788 Lana WSS 1480 W54 SACK PERM TS
2024-01-25 13:21:42.(1675493712 nancseconds) s :&! -+ 1TE17 [SYN, ACK) Sequll Atks] Wins85538 Lensd MESs 1380 SACK PERU.
2024-01-25 13- 20:42.402773 17077 (81228 443 |ACK) Seqws dcke: winat} 140 sned Tralsg000H 3000 Tincranic |
2024-01-25 13:21:42 (3055843776 nanasecands) preen HITRY astabishes -
F024-01-25 132142044443 oz B350 4 3138 [ACK) Sequti? Aekedd Wins133334 Lanst TEvals341363060 Fa ) o0
2024-01-25 1321142, saaso et Holla {5 -
2024-01-25 13:21:42. (1540450432 nanaseconds) nasp 128+ SIS0 [ACK) SerraD Acks 861 Wine 64794 Laned Thvale Z537H420 TS0 3199
2024-01-28 13:21:42, (2261550018 nancseconds) ' T - Etisnt sy
2024-01-25 13:21:42,{ 1572160048 nanoseconds) { 17517 4434 1517 [ACK] Ses1 Acks 50 Wins07303 Lans0 TSAIsITRA1AIE0 Thecrs
2024-01-25 13:21:42.310233 i e b Bervar Hallo, Ehange Ciphar Spec, Appication Daia
2024-01-28 I!:ill!z.tlzﬂmﬂ3a rumswold;} i freary ?Mill! [ACK] SexyeB50 Arke1380 Wins 11138 LennO TSvale 00013136 Tiee |

2024-01-25 13:21:02.(1401624876 nancseconds)
T024-01-35 13:21:42 (2666014860 nancseconds)
2024:01:26 13:21:42.(1431156304 nanoseconds)
2024-01-25 13:21:42.(2106897872 nancseconds)
2024-01-25 13:21:42.[3D8TINOIBS nanodeconds)
2024-01=25 13214 2. (3839993784 nanoseconds)

2024-01-25 13: 2142100611472 nanoseconds)

2024-01-25 13:21:42 (3650714362 nanasecands)
2024-01-25 13:21:42.542333
2024-01-25 13:20:42. (2351706320 nanaseconds)

2024-01-25 13-21:42.[40BD650144 nanoseconds) i
2024-01-25 13:21:42.[3133660338 nanosecands) 17517 CI517 4 483 [ACK] SequBED AeksdTH Wins12418 Lenst TSvals950013138 TSec,
2024-01-25 13:21:4 2.(3354894224 nancsecands) B350 Ll ey
2024-01-25 1321:42.400703 sozsg 180 4 1 1 38
2024-01-25 12:21:42. 267120 WMW e
2024-01-25 132V42.(2112667360 nanoseconds) - men 380 - tommd .

&- HTTPSEE-E K-/

BT RMSWAZRIWebBR S5 2569 % -~ iitHelloBy /R4

Transport Layer Security
TLSv1.3 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (0x8301)
Length: 644
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 648
Version: TLS 1.2 (0x0303)
andom: Zc545a ¢9dbd80eadlad61035c786054ced2191e266FfObI2b9c1
Session ID Length: 32
Session ID: 86da34B8af5508fc24f18f3cbdI829cT7282b77e0499e5d2f38466ccchd66821e2
Cipher Suites Length: 34
Cipher Suites (17 suites) B
Cipher Suite: TLS_AES_128_GCM_SHA256 (@x1301)
Cipher Suite: TLS_CHACHA2@_POLY1305_SHA256 (8x1303)
Cipher Suite: TLS_AES_256_GCM_SHA384 (@x1302)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc82b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc@2f)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_CHACHA2@_POLY1385_SHA256 (@xccad)
Cipher Suite: TLS_ECDHE_RSA_WITH_CHACHA2@_POLY1385_SHA256 (@xccaB)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (8xcec)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc@3@)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (@xc@@a)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA (@xc@e9)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (8xc@l3)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (@xc@14)
Cipher Suite: TLS_RSA_WITH_AES_128_GCM_SHA256 (@x@@9c)
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (@x809d)
Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (0x@@2f)
\, Cipher Suite: TLS RSA WITH AES 256 CBC SHA (8x@835) J
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 533
Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
Server Name length: 11
Server Name: example.com )
Extension: extended_master_secret (len=@)
Extension: renegotiation_info (len=1)
Extension: supported_groups (len=14)
Extension: ec_point_formats (len=2)

-~

B &- HTTPSEEE-E =X - SWARIWebfRS 85-F P ikhello

10617023 93.184.216.34

EEt

E EEEEE

Ei

43

Comment

TEP: BO255 + 3128 [SYN] sl WinaBEEIS _
TCP: BI36 & 60050 [SYN, ACK] Seq=0 Ack=l
TGE: G067 + H1Z0 [AGK] Fege1 Ackst Wins)
HTTP: EOMNEET nimpis. 2om 843 HTTRALY
TCE: 2126 -+ BOI4G [ACK] Seasl AckaTIE Win,
TCP: 17647 + 443 [SYN] Seasd Winz12288 La.
TCP: 843 -+ 1767 [SYK, ACK] Seqsd Ackel Wi
FEB: 1717 - 443 [ACK] Seq=1 Ackst Winzi2_
WTTP: WTTRILY 200 Cannection satablahas
TCP: G050 -+ H126 [AC] Seqe2iz Ackedl W
TLE.3: Cllent Hells [$MInanample £am)

TCP: 120 - BOTH3 [ATK] 5aa:40 Ack=RE1 W,
TLS1E: Client Helks (S8 1nsuample.com)

FCE: 843 » 17617 [ACK] Seqn AtknS0 Wins_
TL5N1.3: Sarvar Hello, Change Clher 5aes, 4.
TEP. ATEIT -+ 443 [ACK] SeqsBED Ackel380
TR 843 o 17517 [PSH, ACK] Seqa1360 Acks_
TLSN1.2: Sarvar Hello, Change Cihar Spec, A2,
TCF: 17617 - 443 [ACK] SeqeB50 Acks 2737
TCP: 31286 -+ 60150 [PSH, ACK] Seqn1228 Ack
TEE: T1TW 4 BT8O [ACK] Seqs1400 AcksBg1
TCF: 3138 -+ G250 [PSH, ACK] Seqez b de.
TLil 5: Applcation Bata, Agplication Dats
TCR: 17817 4 447 [ACK] SeqzB80 Aekzd108
TLEwL3: Apgikianion Data
LS. 3: Apstlitation Dats

TL5w1.3; Apglication Data

TCP: 1TEI7 + 443 [ACK] Seq=BE0 Acks 4171
TLEw1.3: Apslieation Data

TCP: £4250 + II8 [ACK] S4qrBbl Ack=1218
TCP: BOIED -+ T2 [ACK] Sey2881 Arksd 0,
TER: [TEP Windew Updane] 80250 -+ 3128 (M



SENEFIRBISWARNE F iwHello8E :

Transport Layer Security
TLSv1.3 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x@301)
Length: 644
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 640
(version: TLS 1.2 (8x0303) )
Random: 2c545a566b5b3f338dc9dbdB80ead1ad61835c786954ced2191e266Tf0b92b3c1
Session ID Length: 32
Session ID: 86da348af5508fc24f18f3cbd9829c7282b77e0499e5d2f38466cccbdb6821e2
Cipher Suites Length: 34
Cipher Suites (17 suites)
Cipher Suite: TLS_AES_128_GCM_SHA256 (@x1301)
Cipher Suite: TLS_CHACHA20_POLY13085_SHA256 (@x1303)
Cipher Suite: TLS_AES_256_GCM_SHA384 (8x1302)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc@2b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc@2f)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_CHACHA2@_POLY1305_SHA256 (@xcca9)
Cipher Suite: TLS_ECDHE_RSA_WITH_CHACHA2@_POLY1305_SHA256 (@xcca8)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xc@2c)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc@830)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (@xcee@a)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (@xc@@9)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (@xc@13)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc@14)
Cipher Suite: TLS_RSA_WITH_AES_128_GCM_SHA256 (@x089c)
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (0x@089d)
Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (@x@02f)
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (@x0035)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 533
~ Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
Server Name length: 11
( server Name: example.com )
Extension: extended_master_secret (len=0)
Type: extended_master_secret (23)
Length: @
Extension: renegotiation_info (len=1)

-~

G- HTTPSEBE-ERX-FF ImEISWA - F i

LTRIERBERE

1706185288.920 53395 10.61.70.23 TCP_MISS/200 6549 CONNECT tunnel://www.example.com:443/ - DIRECT/www.e



EE  FNEERMN , eREET , #EHNPASSTHRU,

ERHERE
TEHE RN EREITBRNHTTPRE
P HFSWA

MEREER P IHE Pt MIWeb AR 52589 1P 1k 2 [8] 4% $i o
REEFRHRELAATCPIKEOS0 ( FRERERKO )

« TCPEF,

« NEFHIREHTTP ( B45IP = WebBRE28 , BARIsA=80)
« RKEREBWPHTTPIER. (JRIP = WebiRS 25 )

- BEfLm



Tima Sourch
T 2923-12-11 19:13:47. (372406256 197.168.1.18

TCPEEA L ( WREF )

Dostiration dst MAC Preocal I.Miﬂ! stream  Infa

e MAC
Cisco_c9zc@: 7T 93.184.216.34 Cisco_76:fb:15 TOP @ SA468 - 80 [SYN] Seq=d Win=64240 Len=d M5S=1468 WS=256 SACK_PERM

— 1023-12=11 19: 4112435&5552. 53.184.216.34 192.168.1.18 Cisco_cS:c@:7f TCP 56 B 82 -« 54468 [5WN, ACK] Seqed Ackel Winsg5535 Lensd HSS=1468 WSs64 SACK_PERM
= 2023-12-11 . 192, 168, 1. 18 93,184,216.34 Cisco_76:fb:l5 TOP (3 @ 54468 - 80 [ACK) Seq=l Ack=1 Win=262656 Len=@

- 2023-12-11 192.168. 1.8 §3,184.216.34  Cisce _76:fb:25  HTTP 128 @ GET / HTTR/1.1

- 2023-12-11 93,184,216.34 192,168, 1.10 Cisco_c9:c0:7f  TOP 54 @ 80 - 58468 [ACK] Seq=l Ack=75 Win=65472 Len=0

- 223-12-11 53.184.216.34 197.168.1.18 Cisco_cB:ch:7f  TCP 1514 @ BB - 54468 [AK] Seq=1 Ack=T75 Win=85472 Len=1468 [TCP segment of a reassesbled POA)
- 1823-12-11 §3.184.216.34 192.168.1.18 Cisco_c¥:c@:7f  HTTP s @ HTTR/1.1 208 0K (text/html)

- 2823-12-11 192, 168. 1.18 03.1B4.216.34 Cisce_76:fb:15  TOP (23 @ 54468 - 80 [ACK) Seq=75 Ack=17E8 Win=262656 Len=d

— 23-12-11 15: - 192, 168.1.18 93.184.216.34  Cisco_76:fb: TP =] @ 54468 - 80 [FIN, ACK] Seq=75 Ack=1788 Win=262656 Len=@

— 2023-12-11 19:13:47. (266665684 93.184.216.34 192.168.1.10 Cisco_c9:c@:71  TOP 54 @ BB - 54468 [ACK] Seq=1788 Ack=T6 Win=65472 Len=@

— 2023-12-11 19:13:47. (111822518 53.184.216.34 Ciﬁtﬂ_’-’ﬁ 115 192.168.1.18 Cisco_c9:co:7f TCP 54 @ B8 - 34468 [FIN, ACK] Seq=1788 Ack=T6 Win=65472 Lens=@

= 2023-12-11 19:13:47, (166465673 192.168.1.18 Cisco_cO:c@; 71 93,184,216,34  Cisco_76:fb:25  TOP 1 @ 54468 - 80 [ACK) Seqe76 Ack=1769 Wins262656 Lensd

B&-ZFBIRIE- HTTP - EBH-T 5 K RIE

LTRREEFIWHHTTP Get’R Al

Frame 11: 243 bytes on wire (1944 bits), 243 bytes captured (1944 bits)
Ethernet II, Src: Cisco_76:fb:16 (70:70:8b:76:fb:16), Dst: Cisco_56:5f:44 (68:bd:ab:56:5f:44)
Internet Protocol Version 4, Src: 10.201.189.180, Dst: 93.184.216.34

Transmission Control Protocol, Src Port: 65132, Dst Port: 80, Seq: 1, Ack: 1, Len: 177

Connection: keep-alive\r\n

Host: example.com\r\n

User-Agent: curl/8.4.0\r\n

Accept: */#\r\n

X-IMForwards: 20\r\n

Via: 1.1 wsa695948022.calolab.com:80 (Cisco-WSA/15.0.0-355)\r\n
\r\n

[Full request URI: http://example.com/]

[HTTP request 1/1]

[Response in frame: 15]

BG-F IR EIRIE- HTTP -EH-E 5 BRIE-F S IHTTP Get

SWARWebhBk 5525

MERERETERENIPHIEMWebARST2RRYIPHE 2 [H o

RESWANREAXFTCPIrO80 ( FTRAEIKAO )

TCP#EF.,

L]
« MNRIBIRERHTTP ( B45IP = WebfR%88 , BFriwO=80)
« REWebREZEEWHTTPIIR. (JRIP =RIBRSEES)
. BIEEE
‘h
« TCPE#LIE (EREF)
Mo, Time ree ¢ MAC Dastinaticn Protecol l-llrlﬂ siroam  Indp
B 2023-12-11 19:13:47. (260046116 10.291.189.188 Cisco T76:fb:16 93.184.216.34 Cises S6:5F:44  TOP 1 65132 - BB [SYM] Seq=8 Win=12288 Len=8 MS5=1468 WS=64 SACK_PERM TSval=155057T835 TSecr=@
9 2023-12-11 19:13:47, (273148633 93.184.216.34 Cisco_S6:5f:44 18.201.189.188 Cisco 76:fb:16 TCP 14 1 89 - 65132 [5YM, ACK] Seqe@ Acksl Wins=65535 Lens MSS=1468 WS=B4 SACK_PERM TSval=6873333 TSecrs
18 2023-12-11 19:13:47. (285000827 10.201.189.188 Cisco_T76:fb:16 93.184.216.34 Cisco_S6:57:44 TOP 66 1 65132 - B [ACK] Seq=1 Ack=1 Win=13184 Len=0 TSval=1550577035 TSecr=6873333
11 2023-12-11 (307381585 10.201.189.180 Cisco_T6:fb:16 53.184.216.34 Cisco_S56:5f:44 WTTP 43 1 GET / WTTR/1.1
12 023=12-11 LA118451681. 93.184.216.34 -] 10.201.189.180 Cisco_76:Tb:16 TCP 66 1 8@ = 65132 [ACK] Seq=l Ack=178 Win=66368 Len=2 TSwal=6B73333 TSecr=1559577035
13 2023-12-11 JAMB9IETETZ. 93.184.216.34 H 10.201.189.180 Cisco_76:fb:16 TCP 1514 1 80 = 65132 [MK] Seq=l Ack=178 Win=066368 Len=1448 TSval=6873463 TSecr=1559577035 [TCP segment ¢
14 223-12-11 637333 10.291.189.180 Cisco_T6:fb:16 §3.184.216.34  Cisco_S6:5f:44 TOP &6 1 65132 - B0 [ACK] SeqelT8 Ack=1449 Win=11776 Lens@ Tvals1S59577165 TSecre6873463
15 2023-12-11 19:13:47. (276272012 93.184.216.34 Cisco_56:51:44 10.201.189.180 Cisco_T6:Tbil6 HITTP 349 1 HTTP/1.1 200 OK (text/htmil}
16 2023-12-11 19:13:47. (245979843 16.201.189.180 Cisco Té:fb:18 $3.184.216.34  Cisco 36:5f:44 TOP L3 1 65132 - B8 [ACK] Seq=1T8# Ack=1732 Win=11338 Len=8 Tival=1559577165 Tiecr=6873483
1. 2823-12-11 AZ7B4EE529. 10.291.189.188 Cisco_76:7b:16 93.184.216.34 Cisco_56:51:44 TOP 66 1 E5132 - BB [FIM, ACK) Seq=178 Ack=1732 Win=13184 Len=8 TSval=1553682815 TSecr=5873463
1- 2023-12-11 236807 93,184, 216.34 Cisce S56:5f:44 18.291.189.188 Cisco T6:fb:16 TP [ 1 89 - 65132 [ACK] Seq=1732 Ack=179 Win=66368 Leén=8 TSval=6802313 TSecr=15506820815
1. 2023-12-11 114:12,0215070816.. 93.184,216.34 Cisco_S6:5f:44 10.201.189.180 Cisco_76:fb:16 TCP (13 1 8@ - 65132 [FIN, ACK] Sequl?32 Acks179 WinsG6368 Lens@ TSvals6898313 TSecrs15596829015
1. 2023-12-11 19:14:12. (2183033168 10.201.189.180 Cisco _T6:fb:16 93.184.216.34 Ciseo S6:5f:44  TOP &6 1 65132 ~ BA [ACK] Seq=170 Ack=1733 Win=13128 Len=8 TSval=1559682015 TSesr=6E08313

BG-REFMWebRE25- HTTP -ER-T & 1 IF

LUTEFBRENHTTP Get’~4l



e

Frame 20: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits)

Ethernet II, Src: Cisco_c9:c0:7f (74:88:bb:c9:c@:7f), Dst: Cisco_76:fb:15 (70:70:8b:76:fb:15)
Internet Protocol Version 4, Src: 192.168.1.10, Dst: 93.184.216.34

Transmission Control Protocol, Src Port: 54468, Dst Port: 80, Seq: 1, Ack: 1, Len: 74

Host: example.com\r\n
User-Agent: curl/8.4.0\r\n
Accept: */%\r\n

\r\n

[Full request URI: http://example.com/]

[HTTP request 1/1]
[Response in frame: 23]

B&- Web[RE2FHWARIE- HTTP -EBH-EE B RIE-REHTTP Get

XRIMNBEFHEISWA , REEIWebBRS 2R , ZREREEFHNEMNRER.

Ma.

EhELNES B0 m

PrrrENEREERREER

Time:

2023-12-11 19:13:47, (372406256
2023-12-11 19:13:47. (260046116_
2023-12-11 19:13:47. (273148633
2023-12-11 19:13:47. (285800827_
023-12-11 19:13:47. (307391585~
2023-12-11 19:13:47. (118451681
W23=12=11 19:13:47. (209167872
2023-12-11 19:13:47.637333
2023-12-11 19:13:47. (276272012
2023-12-11 19:13:47. (249979843
2023-12-11 19:13:47, (243588552
2023-12-11 19:13:47. (267161713
2023-12-11 19:13:47. (302084368
2023-12-11 19:13:47.624602
2023-12-11 19:13:47. (285645604
2023=12=11 19:13:47. (237540915
2023-12-11 19:13:47. 266987
2023=12=11 19:13:47. (353042364
2023-12-11 19:13:47. (266665884
W23-12-11 19:13:47, (111822518
2023-12-11 19:13:47. (168465673
023-12-11 19:14:12, (270458529
2023-12-11 19:14:12.236807
W022-12-11 19:14:12. (215970316
2023-12-11 19:14:12. (218303318

93.184.216. 34
19,281,189, 180
93,184,226, 34
19,281,189, 180
93.184,216, 34
152.168.1.18

EEEEEUEEE!
H

[T g

510 MAC

Clsco_cOie@:7f
Cisco_T6:fh:1E
Clsco_56:51:44
Cisen To:fh:16
Cisco_T6:1b:16
Cisco_56:5F:44
Cisco_56:5f:44
Cisco_T6:fhi 16
Cisco_S6:5f:44
Cisco_T6:Thil6
Cisco_Th:fh:ls
Cisco_cO:ed: 71
Cisco_chrc@: 7f
Cisce_76:1h:15
Cisco_T6:fb:18
Cisco_T6:Tbil5
Cisco_cO:c@:Tf
Cisco_cO:ed: 71
Cisco_T6:fb:15
Clsco_T6:foil5
Cisco_chiediTf
Clsco_Th:foile
Cises_S6:56:44
Cisco_S6:5¢:44
Cisen_T6:Th: 16

M- B R E- HTTP - EB-T 5 M RIE

Destination
93.184,216.34

§3.184.216.34
10.201.189. 189
83.184.216.34
93.184.216.34

192, 164.1,18
93.184.216.34
53.184.216.34
192, 168.1.18
182.168.1.10
192, 168.1.18
93.184.216.34
93.184.216.34
152.168.1.18
192,164, 1.10
53.184.216.34
93,184,216, 34
18.201.189. 188
19.281.189. 169
93.184.216.34

Cisco_76:fb:15
Cisco_e9:e@: 71
Cisco_c9red: T
Cisco_c9:c@: 71
Cisco_T6:fb:15
Cisco_76:7b:15
Cisco_c9:1c@: 7T
Cisco_c9:e@: 71

Protocol Lengt stream
66

3333419434343348333d33333

sssseuvssifviess

R L L L L L L L L Loy

o

54468 - 80 [STN] Seq=0 Win=64240 Len=@ M35=1460 WS=156

5132 - 80 [SYN) Seq=d Win=12288 Len=0 MSS=1460 WS=64 SACK_PERM TSwval=1350577835 TSecr=8

B0 - 65132 [SYN, ACK] Seqed Ack=1 Win=G5535 Len=d M5S=1460 WS=G4 SACK_PERM TSvale6873333 TSecr
5132 - 80 [ACK] Seq=1 Ack=1 Win=13184 Len=8 TSval=1558577035 TSecr=6873333

GET / HTTR/1.1

B0 - 65132 [ACK] Seq=1 Ack=178 Win=66368 Len=d TSval=6873333 TSecr=1558577035

B0 = 65132 [ACK]) Seqwl AckelT8 WineB6368 Lenwld48 TSvaleGE73463 TSecre1550577035 ITCP segment
65132 - 88 [ACK] Seq=178 Ack=1443 Win=11776 Len=8 TSval=1559577165 TSecr=6873463

HTTP/1.1 288 0K (text/himl)

65132 - 88 [ACK] Seq=178 Ack=1732 Win=11528 Len=8 TSval=1559577165 TSecr=6873463

80 - 54468 [SYN, ACK] Seqed Ack=1 Win=65535 Len=@ M35=1460 WS=84 SACK_PERM

54468 - 88 [ACK] Seq=1 Ack=1 Win=262656 Len=8

GET f HTTR/1.1

BB - 54468 [ACK] Seq=1 Ack=75 Win=65472 Len=@

B - 54468 [ACK] Seq=1 Ack=7%5 Win=65472 Len=1488 [TCP segment of a reassesbled POU]
HTTRF1.1 200 0K  (text/html)

54468 = 80 [ACK]) Seq=T5 Ack=1788 Win=262656 Len=9

54468 - 8@ [FIN, ACK] Sequ75 Acks1768 Wine262656 Lens@

B - 54468 [ACK] Seq=1788 Ack=76 Win=65472 Len=d

58 - 54458 [FIN, ACK] Sequl788 Acke76 WineB5472 Lenwd

54468 - 80 [ACK) Seq=T& Ack=1783 Win=262856 Len=0

E5132 - 80 [FIN, ACK] 5eqel?3 Acks1732 Winw13184 LensB TSval=1550602015 TSecre6873463
B - 65132 [ACK] Seq=1732 Ack=170 Win=G66368 Len=0 TSval=GEOB313 TSecr=1550602015

BB - 65132 [FIN, ACK] Sequl?32 Acks179 Wins663E8 LensB TSvalsSg98313 TSecr=1559602015
B5132 - 82 [ACK) Seq=179 Ack=1733 Win=13128 Len=0 TSval=1550682015 TSecr=6508313



AE  BMNIERBETRANAE ; NEFIHEISWANRA —MEE , ASWAZEIWebARS
BFHRA S —HE &,

Tima

2023-12-11 113:47 (3724062560 nanoseconds)
2023-12-1119113:47.| 26094961168 nancsaconds)
2023-12-1119:13-47.(2 731486336 nanoseconds)
2023-12-11 11347 ( 2850008272 nancsoeconds)
2023-12-11 19:13:47.3073615856 nanoseconds)
2023-12-11 191 3:47. (1184516816 nanoseconds)
2023121190347 (2091E7BTI0 nancssconds)
2023-12-1 19:13:47.637333

2023-12-11 19:12:47. (2762720128 nanosecands)
2023-12-1119:13:47,( 2499798432 nanosecords)
2023-12-1112:13-4
2023121191347 [26ME1T136 nancseconds)
2023-12-1 18:13:47.(3688843660 nanoseconds]
2023-12-11 19:13-47. 624892
AT (2856456944 nancsoconds)

(2435855520 nanoseconds)

20231211 191,
2023-12-11 19:13-47.(2F75499152 nanceeconds)
20231211 1911247 266007

20231211 1913:47.( 3539423648 nancseconds)
2023-12-11 19:13:47. [ 2656658848 nancseconds)
20231211 1901 3:47, (11182

2023-12-11 191347, 1684656736 nanoseconds)
2023-12-11 191412, [27048852968 nanoseconds
D031 19:14012. 236807

2023-12-1119:04:1 2, (2158708160 nancseconds)
2023-12-11 19:14:12.(2183033184 nanossconds]

B4 nanoseconds)

192.168.1.10

(e

BA&BE 4 BO [SYN] Seqsl Wins

93.184.216.34

UGS S ELBD WES2 6B SACK_PERM

g S3132 + BO [SVN) Seqst Wins12288 Lensd MSS=1440 Wiz8d SACK_PEEW

10.201.189.180

s B2 85132 [YN, ACK] Seqe0 Acks1 Wi

285535

i} WEE=1400 W= 4 SACH

B132 - £0 [ACK) Sau heke] Wisa 13184 Lisn0 TSval 1550577015 TSeeraBar.

L1
B0 -

i 29 B5132 [ACK) Sags1 Ack=178 WinaBRIBE Larad TS

GET | WTTErLY

873333 TSers166

80

B0 -+ 85133 [ACK] Segel Acks

A7 Wiss 88368 Lo

8 TSvalsBAT3463 TS

76 Lan=0 THva

S95TTIBN Thec

80 5122 4 80 (K] Sag=17h Ack=1aen wi

TR 300 OK_{restihimt

g HE132 80 JACK) S5qs 178 Acks1733 Wina11530 Lans® TSvals 1850577168 TSec

Segeg 50+ B4808 [SYH ACK) Sequ0 Arkst Wins§4535 Lans) USS=1400 WEBLSAC | o0

54488 + 80 [ACK] Sean) Acke] Wina 262858 Lensd

GLLGE L
seses 80
e 50 - 54468 [ACK] 5651 AcksT5 Wins§5472 Lans0 oy
Basgs 337+ 54488 [ACK) Ssout AckaTS Wins85472 Lana1480 [TEP segment of s ressa—! o
e HTTELY 300 OF_fiaximimg i
o 54488 + 83 [ACK] 580575 Acks 1788 WineZBDESE Lansd 0
ki St -+ B [P, ACK] $05:78 AcksiPAE Wins 63058 Lansd -
e BO - 4468 [ACK) 54321788 Acks76 Win=§5477 Lanz0 -
St B0 -+ 54468 [FIN, ACK] Se301788 Acka?8 Wins8E472 Linst ™
prey L cEs2In L]

a0 (5132 - 80 [FIN, ACK] S8q=178 Acks1732 Wins13154 Lans) TSvals 53802015

B0

80 - £5132 [ACK] Soge1752 Acka1]D Wins 84388 Lonsd TSval: 8208313 TSeers

g0 24 65133 [FB, ACK] Saq

32 Ack=170 WinsBEDER Ly

TEyal=BRPAIIY TS

1733 Wina13120 Lensd

T5valuiS54002085 T5ec

o G51E2 + 50 [ATK) Sequ17D &

85132
Bs1E2
o513z
85132
6513z
85132
85152
65137

85152

Bz
85132
85132

85132

Commant

TCF: GA4ER - BO |

0 Win=BA240 Le
0 Wins ) 2288 Le.
a5 Ak Wi

A kst Wins134

TGR; BO + 6 =1 Ack=T178 Wins§

TCP: BO -+ BEIEY [4CK)

# ks 1TE Winss.

TEF; 65132 + B0 [AC =178 Ak 1440 Wi

HTTP: HTTRL 200 0K [

TCP: BE1E2 + S0 [ACK] Seq 78 AekuiT32 Wi

00 & SABA [$YN, ACK] Seqed Ack=1 Wi

TP BALEE -+ BO |ACK] Seqst Acks! Wins28,

TCH B0 » 54488 [ACK] Seqe AcksTS

HTTE: MTTR)

S OK (bantjim

TCP: G44EA -+ B

] 564575 Ack=17HE Wi
TER: 54488 -+ B [Foi, ACK) Seqs?5 Acks18

T

90 & B2LBN ACK]

]

TR BD -+ BALE

ACK] Seu 1788 AckeT.
TER: 5446 -+ B0 [ACK] Sega76 Acks1TH0 Wi

TR B

M, ACK] Seq=178 Aek

TCP. B0 -+ B513E [ACK] Seq 732 Acke17D Wi

TEP: B0 -+ BE133 [Fin

K] Saqe1FA3 Aek=id

TCP: GEIZZ -+ 80 [ACK] S2q=170 Ack=1733 W



BR{%- WCCP HTTPR

J’/LT;E-LE“:T.I E/l_,\ N Zl_'\‘fﬁ“

1702318427.181 124 192.168.1.10 TCP_MISS/200 1787 GET http://www.example.com/ - DIRECT/www.example.com

BEEFRENRE
XRFIABBESWARFHE , NEFIREISWARNENRE

9 2023-12-11 19:19:49, (111544766 10.201.189.180 Cisco 76:fbil6  93.184.216.34  Cisco S6:5f144  TCP 74 13586 - B [SYH] Seq=8 Win=12288 Len=0 MS55=1460 WS=64 SACK_PERM TSwal=3178050246 TSecr=0
|11 2e23-12-11 1%: 192.168.1.18  Cisco_<9: TP 66 54487 - 80 [SYN] Seq=@ Win=G424@ Len=@ M5S=1460 W5=256 SACK_PERM
| 12 2023-12-11 19, 93.184.216.34  Cisco_76:fb:15 TP &6 B9 - 54487 [SYN, ACK] Seq= Ack=1 Win=65535 Len=9 MSS=1460 WS=54 SACK_PERM
113 2023-12-11 19 192.168.1.18 Cisco_ch; TR L] 54487 - B0 [ACK] Seqel Acksl Wins=262656 Len=@
|14 2023-12-11 19: 192.168.1.18  Ciseo_ed: HTTP. 128 GET / HTTR/1.1
|15 2023-12-11 19:19:49. (184567324 93.184.216.34  Cisco 76:fb:15 TCP 54 B8 - 54487 [ACK] Seq=l AcksT5 Win=65472 Len=0
| 16 2823-12-11 19:19:40.656205 93.184.216.34  Cisco_76:fb:15 TP 1514 B9 - 54487 [ACK] Seq=l Ack=T5 Win=65472 Len=1458 [TCP segeent of a reassesbled POU]
{17 2023-12-11 19:19:45. (425526208 92.184.216.34  Cisco 76:fb:15 HITR EL1 HTTR/1.1 288 OK (text htsml)
|18 2023=12=11 19:19:40. (270830524 192.168.1.18 Cisco_cO:ca:7f TCF L1} 54487 = B8 [ACK] Seqe?S Acks1788 WinsZ6Z656 Lens=@
|19 2023-12-11 19:19:49. (391010345_ 192.168.1.18 i T 60 54487 = BO [FIN, ACK] Seq=T5 Ack=1788 Win=262656 Len=8
|20 2023=12=11 19:19:49. (IM4256650. 93.184.216.34  Cisco 76:fb:15 TCF 54 B0 = 54487 [ACK] SequlTBi Acke76 Wins85472 Lensd
|21 2023-12-11 19:19:49.518090 93,164, 216,34 15 e 54 B0 = 54487 [FIN, ACK] Seq=1788 Acks=76 Win=65472 Len=@
|22 Wa-12-11 19 9. (179047075 192.168.1.18 TR L] 54487 - B8 [ACK] Seq=T6 Ack=1785 Win=262856 Len=0

49, (372201046 93.184,216.34

45, (38D1TB142. 18.201.189.188
49. (226286430 10,201, 159.180
19316

2023-12-11 19
2023-12-11 1%
2823-12-11 19

3

B0 ~ 13586 [SYN, ACK] Seq=@ Ack=1 Win=65535 Len=R MSS=1960 WS=64 SACK_PERM TSval=4080954259 TSe
13586 - B8 [ACK] Seq=1 Ack=1 Win=13184 Len=8 TSval=3178050346 TSecr=4080854250

GET / HTTR/1.1

1356 [ALK] Seq=

Ack=228 Win=66368 Leén=8 TSval=d8BB054258 TSecr=3178050246

2023-12-11 19 40. (336640662 19.201.189.180 & «1B4.216.34
29 2023-12-11 19 9.352537 19.201.189.180 Cisco_76:fb:16  §3.184.216.34 Cisco 56:5f:44 TCP
30 2023-12-11 19:19:49. (194154916 93.164,216.34 Cisco _56:51:44 18.291.189.180 Cisco 116 TCP
31 2023-12-11 19:19:45. (349158924 93.184.216.34 Cisco_56:5f:44 18.201.189.180 Cisco T6:fb:16 TCP

32 I023-12-11 19:19:49. (103444936 10.201.189,180 Cisco_76:Tbil6 93,184,216,34  Cisco 56:57:44 TCP

13586 - BB [ACK] Seq=22F Ack=424 Win=12800 Len= TSval=3178850356 TSecr=d0RR054361
13586 = 88 [FIN, M] Seq=228 Ack=434 Win=13184 Len=@ TSwal=31T8258356 TSecr=48884954361
B0 - 13586 [ACK] Seq=424 Ack=229 Win=566368 Len=@ TSval=48B8954361 TSecr=3176050356
B9 = 13586 [FIN, ACK] Seq=424 Ack=229 Win=066368 Len=0 TSwal=4880934361 TSecr=3178250356
13586 -« B8 [ACK] Seqe22% Acks425 Winwl3ll0 Lensd TSval=31780858356 TSecr=4R82054361

e L e e R R R R RS R R R R
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Frame 27: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits)

Ethernet II, Src: Cisco_56:5f:44 (68:bd:ab:56:5f:44), Dst: Cisco_76:fb:16 (70:70:8b:76:fb:16)
Internet Protocol Version 4, Src: 93.184.216.34, Dst: 10.201.189.180

Transmission Control Protocol, Src Port: 8@, Dst Port: 13586, Seq: 1, Ack: 228, Len: 423

Accept-Ranges: bytes\r\n
Cache-Control: max-age=60480@\r\n

Date: Mon, 11 Dec 2023 18:22:17 GMT\r\n

Etag: "3147526947"\r\n

Expires: Mon, 18 Dec 2023 18:22:17 GMT\r\n

Server: ECS (dce/26C6)\r\n

Vary: Accept-Encoding\r\n

X=Cache: HIT\r\n

Last-Modified: Thu, 17 Oct 2019 087:18:26 GMT\r\n

Age: 492653\ r\n

Via: 1.1 rtpl-lab-wsa-1.cisco.com:80 (Cisco-WSA/X), 1.1 proxy.rcdn.local:80 (Cisco-WSA/12.5.5-804)\r\n
Connection: keep—-alive\r\n

\r\n

[HTTP response 1/1]

[Time since request: 0.836615136 seconds]

[Request in frame: 25]

[Request URI: http://example.com/]

MR- 12- HTTPIERI304 - HTTP - & B-L & BiE

TR IR B SR RE

1702318789.560 105 192.168.1.10 TCP_REFRESH_HIT/200 1787 GET http://www.example.com/ - DIRECT/www.examp

T EHORIENBEHSBRNHTTPSRE
=P iwmASWA

MR E R im A P it MWeb AR S5 25 Y 1Pt 31k 2 18] 4% %l o
KEBEFIWBRERITCPIKO443 ( FRAEIRAD )
TCP#EF.,

« TLSEF &/ im ¥l - AR S5 85 W - AR 55 88 B3 40 ST HR- 5 1 i 22 4 X4k
- BiEE

TCPERALL (TRETF )

Thme src MAC Destination dst MAC Protocol | Lengt stream  Info
2023-12-11 19:36:24. (135334096 1.18 Cisco_c9:cl: 7T 93.184.216.34 Cisco_76:fb:15 TCP 50 14 54515 - 443 [ACK] Seqel Ackel Win=262656 Len=@
2823-12-11 19: (387154896 .1.18 Cisco_cO:cl: 71 93.184.216.34 Cisco_76:fb:15 TLSvl. 242 14 Client Hello (SMI=example.com)
248 2823-12-11 (366528476 93.184.216.34  Cisco_76:7b:15  192.168.1.18 Cisco_c9:c@:7Ff  TCP 54 14 443 - 54515 [ACK] Seq=1 Ack=189 Win=65408 Len=8
256 2023-12-11 (251614876. 93.184.216.34  Cisco 76:fb:15  192,168.1.18 Cisco_c9:c@;7f  TilSvi. 1514 14 Server Hello
257 2023-12-11 19:36:24. (195519830 93.184.216.34 Cisco_76:fb:15  192.168.1.18 Cisco_c9:c@:7f  TLSvl. 1843 14 Certificate, Server Key Exchange, Server Hello Done
258 2823-12-11 19: 24.(186747024- 192.168.1.18 Cisco_e9:cl: 71 93.1B4.216. 34 Cisco_76:fh:15 TCP 68 14 54515 - 443 [ACK] Seq=1B9 Ack=2458 Win=262656 Len=0
259 2023-12-11 19:36:24. (193961315 192.168.1.18 Cisco_c9:cl:Tf 93.184.216.34  Cisco 76:fb:15 TLSvi. 147 14 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
260 2023=12=11 19:36:24. (250163651 93.184.216.34 Cisco_76:fb:15 192.168.1.1@ Cisco_c9:c@:7f TCP 54 14 443 = 54515 [ACK] Sequ2458 Acks282 Win=65344 Len=@

261 2023-12-11 19:36:24. (299229398 93.184.216.34 Cisco_76:fb:15 192.168.1.18 Cisco_c9:c@:7f  TLSv1- 185 14 Change Cipher Spec, Encrypted Handshake Message
262 2023-12-11 19:36:24. (215995475 192.168.1.18 Cisco_c9:c@:7f 93.1E4.216.34 Cisco_76:fb:15 TLSvl- 157 14 Application Data

263 2023-12-11 19:26:24. (290152851 93.184.216.34  Cisco_76:fb:15 192.168.1.1@ Cisco_c9:cR:7f TCP 54 14 443 = 54515 [ACK] Seq=2581 Ack=385 Win=65288 Len=8
264 2023-12-11 19:36:25.529330 93.184.216.34  Cisco_T6:fb:15 192.168.1.1@ Cisco_c9:c@:7f TLSvi. 108 14 Application Data
265 2923-12-11 1 25,994400 03.184.216.34  Cisco_76:fb:15 192.168.1.10 Cisco_c9:e@:7f TLSv1- 1514 14 Application Data

36:
36:
36z
36:.
36:

H
266 2023-12-11 19:36:25.(413207139. 192.168.1.18  Cisco_cS:c:7f  93.184.216.34  (Cisco 76:fb:15 TCP 60 14 54515 - 443 [ACK] Seq=3B5 Ack=4087 Win=262656 Len=0
267 2023-12-11 19:36:25. (201453091 93.184.216.34  Cisco_76:fb:15  192,168.1.10  Cisco_c9:c@:7f TLSvl. 311 14 Application Data
268 2023-12-11 19:36:25. (161562608. 192.168.1.18  Cisco cO:ch:?f  93.184.216.34 Cisco 76:fb:15 TLSvl. 85 14 Encrypted Alert
269 2023-12-11 19:36:25. (484992054 93.184.216.34  Cisco_76:1b:15 192.168.1.18 Cisco_c9:¢0:71 TCP 54 14 443 - 54515 [ACK] Seq=4264 Ack=41E Win=65288 Len=0
[ 270 2023-12-11 19:36:25, (106927132, 192.168.1.18  Cisco c9:cBi7f  93.1B4.216.34  Cisco T6:fb:ils TCP G0 14 54515 - 443 [FIN, ACK] Seq=4l6 Ack=4264 Win=262400 Len=d
271 2023-12-11 19:36:25. (370433091 93.184.216.34  Cisco_76:fb:l5  192,168.1.18  Cisco c9:c@:7f TCP 54 14 443 - 54515 [ACK] Seqs4264 Ack=417 Win=65260 Len=d

| 272 2023-12-11 19:36:25.(342494763. 93.184.216.34  Cisco_76:fbi15  192.168.1.18  Cisco_c9:c@:7f TCP 54 14 443 - 54515 [FIN, ACK] Seq=d264 Ack=d17 Win=65280 Len=d
273 2023-12-11 19:36:25, 794348 192.168.1.18  Cisco_c9:cB:7f  93,184.216.34  Cisco_76:fb:15 TCP 60 14 54515 = 443 [ACK] Seq=417 Ack=4265 Win=262480 Len=0
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Frame 247: 242 bytes on wire (1936 bits), 242 bytes captured (1936 bits)
Ethernet II, Src: Cisco_cB:c@:7f (74:88:bbicS:c@:7f), Dst: Cisco_76:fb:15 (70:70:8b:76:7b:15)
Internet Protocol Version 4, Src: 192.168.1.10, Dst: 93.184.216.34
Transmission Control Protocol, Src Port: 54515, Dst Port: 443, Seq: 1, Ack: 1, Len: 188
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3@3)
Length: 183
Handshake Protecol: Client Hello
Handshake Type: Client Helle (1)
Length: 179
Versien: TLS 1.2 (@x@3e3)
Random: 657756ab224a3764600¢09917248d3BFB6bEBICTebabb121bf 540806540001 5d
Session ID Length: @
Cipher Suites Length: 42
Cipher Suites (21 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 96
Extension: server_name (len=16) namesexample.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name 1ist length: 14
Server Mame Type: host_name (@)
Server Npme length: 11

Extension: supported_groups (len=8)

Extension: ec_point_formats (len=2)

Extension: signature_algorithms (len=26)

Extension: session_ticket (len=@8)

Extension: application_layer_protecol_negotiation (len=11}
Extension: extended_master_secret (len=9)

Extension: renegotiation_info (len=1)

[JAd4: t1242108h1_76e28Bdd3e22_2daedlcE9lec]

[JAd4_r: t12d2188h1_0@ea,d02f,8035,003¢c,003d,009c, 00%d, 00de, 0091, c009, cP0a,c013,cO14, o023, c024, cR2T, <028, cO2b, cB2c, cB2T, cO30_000a,000b, 000d, @017, 0023, ff01_0B04,0805, 0806, 0401,0..
[JA3 Fullstring: 771,49196-49195-49200-491939-159-158-49185-49187-49192-49191-49162-49161-49172-49171-157-156-61-60-53-47-18, 8-18-11-13-35-16-23-65281, 29-23-24,0]
[JA3: 7495428c86284d8d6elcdefefed2b521]
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URL/SNI : tls.handshake.extensions_server_name == "www.example.com"
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Frame 257: 1843 bytes on wire {8344 bits), 1043 bytes captured (8344 bits)
Ethernet II, Src: Cisco_76:fbz15 (7@8:7@:8b:76:fb:15), Dst: Cisco_c9:c@:7f (74:88:bb:co:c@:7f)
Internet Protocoel Version 4, Src: 93.184.216.34, Dst: 192.168.1.18
Transmission Control Protocol, Src Port: 443, Dst Port: 54515, Seq: 1461, Ack: 189, Len: 589
[2 Reassembled TCP Segments (2054 bytes): #256(1379), &257(675)]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22}
Version: TLS 1.2 (8x@303)
Length: 2849
Handshake Protocol: Certificate
Handshake Type: Certificate (11}
Length: 2845
Certificates Length: 2042
Certificates (2842 bytes)
Certificate Length: 1098
Certificate [truncated]: 308204463082032ea003020102021404409073791 2aad73d326830716d2a7ddf2bBe2a300d0609 2386480861 700018100A52A3040310030000603550406130255533110300060355040...
signedCertificate
version: v3 (2)
serialNumber: Ox0440907370f2aad73d32683b716d2a7ddf2bBe2a
signature (sha256WithRSAEncryption)

issuer: rdnSequence (@) -

RDNSequence item: 1 item (id-at-countryNames= K
RDNGequence item: 1 item (id-at-erganizationName=wsatest) «—
RONSequence item: 1 item (id-at-erganizatienalUnitMame=IT) T ———
RONSequence item: 1 item (id-at-commonName=CISCOCALo)
walidity
subject: rdnSequence (@)
subjectPublicKeyInfo
extensions: 5 items
algorithmIdentifier (shaZ56WithRSAEncryption)
Padding: @
encrypted [truncated]: 1db2a57aBbbfddef6blB45eace5atal?f27704e61b102§13c20a606c760f3eT736283d6cffabc1d9417865ba? f4d4663bd3677423096e23dbT F25d232eaa3110a24e72871dBcF2111d3..
Certificate Length: 938
Certificate [truncated]: 308203a63082028ca0030201020209000447d8363a18612 130000609 2a8048B861 TRAR10100A50030403 10030030683550406130255533110300c060355040a130777736174657374310.
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Server Key Exchange
TLSv1.2 Recerd Layer: Handshake Protocel: Server Helle Done
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° TCPE%EO
« TLS#EF &/ i W IY- AR 55 25 WP AU}- AR 55 25 22 4A 3T R -8 1 Ui 258 4 S ik
- BEEW

TCPEEL L ( MREF)

Gostination dst MAC Protecal | Lengt stream Info
03.184.216.34 r_ueo_sa st TCP 74 17 47068 - 43 [SUN] Seq=d Win=12288 Len= MSS=1450 WS=54 su:q_pm TS¢al=1563255031 TSecr=0

Time
. 278 2023-12-11 19:36:24. (251460652

ITSSB - l»l3 |I.CK| Seq=1l ﬁ(!-l Hjn:lnsl Lelhl TSvahli&]ZmSB TSeC(’-EDD}BBJN
17 Client Hello (SNI=example.com)

17 443 - 476668 [ACK] Seqel Acks1%8 Wine=G65250 Lens=@ TSwals30808365294 TSecrsl563155033
17 Server Hella

03.184.216.34
93.184.216.34
19,201,169, 150
19.201. 189,168

« (162744564 18,291,169, 188
S(31R1980E1. 18,291, 189,188
(141189526 93.184.216.34
(178552585 93.184.216.34

2823-12-11
281 2823-12-11 19
182 2023-12-11 19
283 z2823-12-11 19

284 2023-12-11 19 (177104873, 10,201,169, 160 93,1684, 216,34 17 47868 - 443 [ACK] Sqelid Ack=1449 Win=ll776 Lens=@ T 5183 Tsecr
285 2823-12-11 19 o (304184451 93.184.216.34 19,201,169, 160 17 443 - 47868 [ACK] Seq=1449 Ack=198 Win=65289 Len=1448 TSval=3980365444 TSQCNIEGHSEU.'B e
286 2023-12-11 19 (219603943 10.201.189.180 93.184,.216.34 17 47868 - 443 [ACK]) Seq=198 Ack=2807 Win=10368 Len=8 T 5193 Toecr

287 Z823-12-11 19 (314685984 03.184.216.34 244 19.201. 169,188 17 Certificate, Server Key Exchange, Server Hello Dene

288 2023-12-11 19 (143456748 10.281.109.188 b:16  93.184.216.34 17 47868 - 443 [ACK] Seq=198 Ack=156T Win=9728 Len=8 TSval=1563255193 TSecr=2020365444

89 2023-12-11 19 . (200646796 18.201.189.188 Cisco 76:fb:16 93.184.216.34 17 [TCP Window Update) 47868 - 443 [ACK] Seqs=198 Acks3567 Win=13184 Lens=® T5val=1563255193 TSecr
299 2023-12-11 19 « (240102608 19.201.189.188 Cisce 76:fb:16 03.184.216.34 17 Client Key Exchamge, Change Cipher Spsc, Encrypted Handshake Message

291 2623-12-11 19
292 Z823-12-11 19
293 2023-12-11 19

- (188262182 93.184.216.34  Cisco 56:57:44  10.201,189.180
(ZB1537142. 93,184, 216,34 Cisco_56:57:44 19,281,169, 168
BIE85T 10,2081, 189,180 H 93.184.216.34

17 443 = 47868 [ACK] Sequ3S6T7 Acke324 Winw65152 Lensd TSval=3S989365453 TSecrw1563255193
17 Change Cipher Spec, Encrypted Handshake Message
17 47858 - 443 [ACK] Seq=324 Ack=3618 Win=13184 Len=8 TSval=1563255233 TSeor=3980365453

325 2023-12-11 19 L (383257142 10,201,189, 160 93.184.216.34 17 Application Data

336 2023-12-11 19 5, (162026084. 03.184.216.34 10,201, 189,180 17 443 - 47868 [ACK] Seq=3618 Ack=365 Win=65152 Len=8 TSval=3988365883 TSecr=1963253613
327 2823-12-11 19 . (246545451 10.201.189.180 93.184,216.34 17 Application Data, Application Data

28 2023-12-11 L(271578718. 03.184.216.34 10.201.189.180 17 443 - 47868 [ACK] Seq=3618 Ack=588 Win=64806 Len=8 TSval=39B9365883 TSeer=1563255623
329 2023-12-11 5. (283437136 93.184.216.34 19.201. 189. 180 17 Application Data

330 2023-12-11 .(244187280. 10.201.189.180 03.184.216.34 17 47868 - 443 [ACK) Seq=588 Ack=5066 Win=11776 Len=8 T 255673 TSeer

331 2023-12-11 5. (424898204 93.184.716.34 19.2081. 189,188 17 Application Data

332 2023-12-11 . (187621532 10.201.189.160 93.184.216.34 17 47868 - 443 [ACK] Seq=588 Ack=5267 Win=11584 Len= TSval=1563255673 TSecr=3980365933

2023-12-11 125, (145965305 19, 281, 189. 180 93.184.216.34 !n:rwleﬂ Alert

2823-12-11 19 5. (124463214 s:.m.zm.a-t ! 19,201, 189, 186 443 - 47868 |Mll Seq:&!i? A:h.—ISI.Q iln-&d—e!ﬁ Lm:& Tival= !-9“!-65134 Tiecr=1563255773
336 2023-12-11 19:36:25.372950 93.184.216.34  Cisco 56:5f:44  10.201,189.180 Cisco T6: fb 1% TP &6 17 443 - 47866 [ACK) Seqe5267 AcksE22 Wine&4306 Len=d TSval=3980366034 TSecr=1563255773

338 2023-12-11 19:36:25, (423261784 10.201.189.189 Cisco_76:fb:16  93.184.216.34  Cisco 56:5f:44  TCP &6 17 47BER - 443 [ACK] Seqe6l@ Ack=S268 Win=12288 Lens@ TSval=1563255773 TSecr=3980356034

BB WebBRF 2RIV RE- HTTP -EH-TH B RIE

LT RMSWAEIWeb RS 251 & F imHello R~ 4l

Frame 247: 242 bytes on wire (1936 bits), 242 bytes captured (1936 bits)
Ethernet II, Src: Cisco_c9:c@:7f (74:88:bb:c9:c8:7f), Dst: Cisco_76:fb:15 (78:70:8b:76:fb:15)
Internet Protocol Version 4, Src: 192.168.1.18, Dst: 93.184,216.34
Transmission Control Protocel, Src Port: 54515, Dst Port: 443, Seq: 1, Ack: 1, Len: 188
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
version: TLS 1.2 (@x@3e3)
Length: 183
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 179
Version: TLS 1.2 (@x@83083)
Random: 657756ab224a3f64600e9917 2add38TB6b689cTebdbbl21bf54dBc06540a8F5d
Session ID Length: @
Cipher Suites Length: 42
Cipher Suites (21 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 96
Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Mame Indication extension
Server Name list length: 14
Server Name Type: host_name ()
Server Name length: 11
I s-rver Nase: example.com
Extension: supported_groups {len=8)
Extension: ec_peint_formats (len=2)
Extension: signature_algorithas {len=26)
Extension: session_ticket (len=@)
Extension: application_layer_protocel_negotiation (len=11)
Extension: extended_master_secret (len=8)
Extension: renegotiation_info (len=1)
[JAd: t12d218Bh1_76e288dd3e22_2daedlchilec]
[Ja4_r: t1242108h1_00@a,@02f, 2035, 883c, 034, 800, 009d, 8009e, 0O0F, cORD, cAda, cA13, 014, 0A23, 0024, 027,028, cO2b, c@2c, cA2f, cA30_000a,000b, 0ARd, 8217, 0823, FfA1_0B04, 0605, 0906, 0401, A5Q
[IA3 Fullstring: 771,40196-40105-49208-491009-159-158-49188-491687-40102-40191-40162-49161-49172-49171-157-156-61-68-53-47-10,8-19-11-13-35-16-23-65281, 20-23-24 @]
[Ja3: 74954adcBb284dedeelcdefefedzbszl]
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