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- Firewall Management Center

FlexConfig Object | a0 Frexcontig osject | |CNY

FlexConhg Object include device configuration commands, variables, and scripting language instructions. It is used in FlexConhg polices.
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threat-detection service invalid-vpn-access
threat-detection service remote-access-client-initiations hold-down 10 threshold 20
threat-detection service remote-access-authentication hold-down 10 threshold 20

Add FlexConfig Object )
Name:
enable-threat-detection-ravpn

Description:

Enable threat-detection for
remote access VPN services

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.
Insert v ) Deployment: Once v Type: Append v

threat-detection service invalid-vpn-access
threat-detection service remote-access-client-initiations hold-down 10 threshold 20
threat-detection service remote-access-authentication hold-down 10 thresheld 20
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ELTEHIRNMRAVPNIRSHSIHER , BEREIFTDHICLIFHZ1Tshow threat-detection service
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ciscoftd# show threat-detection service
Service: invalid-vpn-access State : Enabl ed

Hold-down : 1 minutes

Threshold : 1

Stats:
failed
bTocking
recording
unsupported :
disabled

Total entries: 0
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Service: renpte-access-authentication State : Enabl ed

Hold-down : 10 minutes
Threshold : 20
Stats:
failed
bTocking
recording
unsupported :
disabled
Total entries: 2
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Nane: renote-access-client-initiations State : Enabl ed

Hold-down : 10 minutes
Threshold : 20
Stats:
failed
bTocking
recording
unsupported :
disabled
Total entries: 0
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EEEHNZERREMRIRSBRENBEERTENEZFMEE , EE1Tshow threat-detection

service <service> entriesfip 5o

ciscoftd# show threat-detection service remote-access-authentication entries
Service: remote-access-authentication
Total entries: 2

Idx Source Interface Count Age Hold-down
1 192.168.100.101/ 32 outside 1 721 0
2 192.168.100.102/ 32 outside 2 486 114

Total number of IPv4 entries: 2

NOTE: Age is in seconds since Tlast reported. Hold-down is in seconds remaining.

EEEEERBRINZERZEZAVPNERSH —ZREITEENEMEER |, FZ1Tshow threat-detection
service <service> detailstii $ o



ciscoftd# show threat-detection service remote-access-authentication details
Service: remote-access-authentication
State : Enabled
Hold-down : 10 minutes
Threshold : 20
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: 2
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Idx Source Interface Count Age Hold-down

1 192.168.100.101/ 32 outside 1 721 0
2 192.168.100.102/ 32 outside 2 486 114
Total number of IPv4 entries: 2

NOTE: Age 1is in seconds since last reported. Hold-down is in seconds remaining.
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-t-commands.html#wp1847001881
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https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn
https://www.cisco.com/c/en/us/support/index.html
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