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Interface 7 | Q Routing Updates
1 route Geolocation, Rule, VDB, System Upgrade,
Security Intelligence Feeds
7 Enabled > View Configuration > View Configuration >
Smart License Backup and Restore Troubleshoot
Evaluation expires in 83 days == No files created yet C | Servic
Traffic Setti
View Configuration > View Configuration > ESRSSTEREROE CREANED . :‘n c ngs .
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Malware DISABLE
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This License allows you to perform Cisco Advanced Malware Protection (AMP) with AMP for
Firepower and AMP Threat Grid. You must have this license to apply file policies that detect
and block malware in files transmitted over WO naibwsork.
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@ Security Policies
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@ Security Policies

@ Security Inteliigence @ naT ° Access Control R inusion
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SOURCE DESTINATION
L] NAME ACTION ZONES NETWORES PORTS ZONES NETWORKS PORTS/PROTO... APPLICATIONS URLS USERS ACTIONS
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Edit Access Rule

Order Title Action
1 v Inside_Outside_Rule B Atlow
Source/Destination Applications URLs @ Users € Intrusion Policy © Logging
¥ Evaluation Period D. CONTROLLING FILES AND MALWARE

This feature needs a license to be purchased. For more details, go to Smart

Use file policies to detect malicious software, or malware, using Advanced
Malware Praotection for Firepower (AMP for Firepower.) You can also use file

SELECT THE FILE POLICY policies to perform file control, which allows control over all files of a specific type
regardless of whether the files contain malware
Block Malware All w
None

Cloud Lookup All
Block Office Document and PDF Upload, Block Malware Others

Block Office Documents Upload, Block Malware Others
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The connection to the server was reset while the page was loading

« The site could be temporarily unavallable or too busy. Try again in a few momants
¢ |f you are unable to load ary pades. check your Computer s nebwork Conmection

« I your computer or network is protected by a firewall or proxy, make sure that Firefox iz permitted
to access the web
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