XJ & & P K i E BEVE A E M R iR B 1T R HERR

FMCH & 1T CLI

HEHER

&g

ANENABAEELNERNERETFTER ERFMCHMFTDRESHNEMERE,

b B /=
Sl E/és

BRERTAINTFZTmBEHEPRXTATIEEE. BENZE2pRBARCEERBEERRIHERN
WANEEE , ARTATIRE, BEANMAHTER, A REEHN R XEEEHRO(FMC)M
BRI A 55 B B (FTD) R MR R B S Y & 8B VF WHEF S ML R R SR HERR IS o

HFMCIRE BRI AIETEM , RPFMCTEEE K, PR EELSMWF AL, REXFPHERA
, MERETRRER,. XATERRNASXHFPHLRNETERER,
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MFMCEABERSMES TR ER , RERTEITIRIRL(Health),

Overview Analysis Policies Devices Objects Integration Deploy Q. &E it 9 admin

Deployments Upgrades & Health Tasks b ‘ Show Notifications

Fireswvall Managerment Center

(| FMCv-a
@ Smart License Monitor Smart Agent is not registered with Smart Licensing Cloud

\ smart License usage is out of compliance
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Cigeo Software Central > Smart Software Licensing ] -

Smart Software Licensing SL Product Details Support Help
Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: - . @D Major 745) Minor (@@ Informational  Hide Alerts

General Licenses Product Instances Event Log

By Name By Tag
Available Actions ~ Manage License Tags License Reservation... ﬂ" Show License Transaclions o

Advanced Search »

O License Billing Available to Use  In Use Substitution Balance Alerts Actions
{ @® FPR1120 Malware Protection Prepaid 0 7 - 7 © Insufficient Licenses ] Actions »
@® FPR1120 Threat Defense Threat Protection Prepaid 0 ff = =7 © Insufficient Licenses Actions
@ FPR1120 URL Filtering Prepaid 4] 7 - -7 Actions «

€ Insufficient Licenses

Showing All 3 Records

Bes , R SMEE R >>E IR PRI ER, MRFE , £ IR P ILIRELIKS

Cisco Software Central > Smart Software Licensing I - I
Smart Account———»

Smart Software Licensing SL Product Detals Support Help
Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Alerts ) Major (48090 Minor  (#B@) Informational

- G—)
[  Sev Alert Type Alert Date Message Source Action Due Actions
’ . Virtual Account —*l:]

(] [x) Insufficient Licenses 2023-0ct-22 The Virtual Account *SEC TAC® has a shortage of FPR1120 URL Filtering license... SEC TAC Mow Actions -
| (H} [ ] Insufficient Licenses 2023-0ct-22 The Virtual Account "SEC TAGC™ has a shortage of FPR1120 Malware Protection li...  SEC TAC Now Actions =

0 [x) Insufficient Licenses 2023-0ct-22 The Virtual Account *SEC TAC® has a shortage of FPR1120 Threat Defense Thre... SEC TAC Mow Actions -

EAFMCar =TS E(CLI)
$1: &% FFMC CLI,
E=L . FHGSIHELinux shell

expert

B=% . RHt&HT.



Tess /var/log/sam.log

B TR UARERIRE , SMEXHHEHZE
Smart Licensing Tech Support info

Smart Licensing Status

—

smart Licensing 1s ENABLED

Registration:
Status: REGISTERED
Smart Account:
Virtual Account:
Export-Controlled Functionality: ALLOWED
Initial Registration: SUCCEEDED on Aug 16 2023 12:04:50 UTC
Last Renewal Attempt: MNone
Next Renewal Attempt: Feb 12 2024 12:84:49 UTC
Registration Expilres: Aug 15 2024 11:59:51 UTC

License Authorization:
Status: OUT OF COMPLIANCE on Sep 22 2823 15:43:12 UTC
Last Communication Attempt: SUCCEEDED on Oct 29 2023 19:37:27 UTC
Next Communication Attempt: Oct 30 2023 87:37:27 UTC
Communication Deadline: Jan 27 2024 19:32:26 UTC

Export Authorization Key:
Features Authorized:
=Nong=

o0 B AL B F5 2 3K18 | MY AHES & R HAUTHORIZED.

License Usage

License: FTDv Malware 5 Gbps

Entitlement lag: regid, 6¥-18.com,cisco.FTDv=AMP-5G,1.8_ab58febB-caca-45d5-badd-41cB28bddcds
Description: Cisco Firepower Threat Defense Wirtual Malware License, 5 Gbps

Count: 2

Version: 1.8

Status: AUTHORIZED(3)

Status time: Oct 28 2823 @7:37:23 UTC

Request Time: OCt 24 2823 19:14:13 UTC

Export status: WOT RESTRICTED

Soft Enforced: True

MREWAERATA , W4FEVFANEREE RHFHOUT OF COMPLIANCE,




Handle: 9
License: FPR1128 Malware Protection
Entitlement Tag: regid.Z2815-02.com.cisco.FPR1128TD-AMP,1.08_375e2617-5d67-4892-961b-fdaav7af31d8d
Description: FPR1128 Malware Protection
Count: 2

Version: 1.8

Status: OUT OF COMPLIAMCE(4)

Status time: Oct 62 2023 18:08:17 UTC
Request Time: Oct 82 2823 17:59:45 UTC
Export status: NOT RESTRICTED

soft Enforced: True

HUEHEER

THER-EBELNHSR , URAMHTREHER,
7R — XBRBHNF LA TFTDYME Y M EFEIEE.

BREMNFANERE, XEASNBEGNDEBERR, TURFEFTIEBEHNFERHER | LUK
VFANER A IIEE , RAMRF AL,
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— BEH1E

-IPS

— & E P iwPremier
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MRREHDBERERKST  BITEELSERFETE , WFTIEREBISERFE KT, W
RHAXER , FELEHNBRSERFELTRR , ARHURWITE | M)A # R X LV AiE
BEEHERKS,
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Cisco Software Ceniral > Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account:

Genera Licenses Product Instances Event Log

Manage License Tags

License Billing
@® FPR4110 Threat Defense Malware Protection

Prepaid
@ FPR4110 Threat Defense Threat Protection Prepaid
@ FPR4110 Threat Defense URL Filtering Prepaid

SL Product Details Support Help

@ Major §88) Minor @ 'nformational Hide Alerts

By Name By Tag

BML  RBRFEFIILENEFREMKS , ARBAREEZR BN T,

$E AR : BEShow Previewi TRIE , ARG 8 FHTransfer,

Eara| Licamsas Product Instances

Transfer Licenses Between Virtual Accounts

Transler To Wirlual Accourl

Licerss Balryy
FPR4110 Threat Defensa Makwane Prolection Prepakd

Manial Eminy
HA

e e

Purchased in Lisa
5 o

L-FPR4110T-TMIC
Fiee Power S5P

- nevar -

Balanca
o

2%

5

License Reservation... 2 Show License Transactions FPR4110 o,
Advanced Search w
Available to Use In Use Substitution Balance Alerts Actions
26 0 +25 Actions +
Transfer..
25 e +25 T
25 0 +25 Actions =

Showing All 3 Records

Trarsser

o

EFMCEM B E ik P AR M FEF , SHFMCLERMIRe-AuthorizeiZ 1 LUB RS HIR

o

%83 — A Firepower MCvi%k & i Al iE

NTELNERRE K BEEAANTRANTE,

FMCvi% % if AT iEE /R S Firepower MCvig & ¥ AJiE , TFMCv300i%%& iF AI ik & /R A Firepower

MCv300i% % ¥ A,

EEEB A , FMCEEERZ AL,



"u"il'l.ual muunt- - m Major 183 Mlinad - I Ly ial Hide Alerts
Gazneral Licenses Product Instancas Evant Log
By Mame By Tag
Manage License Tags License Reservation... 4 Show Licenss Transactons Device a
Advanced Search «
O ucensa Billing Avallable o Use  In Use Substiution Balance Alenls Actions
@  Firepower MCv Divice Licensa Prepaid % 27 - ] © Insufficient Licenses Actions =
@  Firepower MCv-300 Device Licensa Prepaid %5 z - #23 Actions =

Shawing All 2 Recondy

KifLicense type ( FAEXE ) BB THEWL EEFERIX LT AIENFMC, FEARRAGIH
, FMCv-ads A BAMFAMHE |, X L34 AT iE SFMCE 881 0] iE 71 Tl

Firepower MCv Device License in US TAC

Overdew

Product Instances Event Log Transaction History

Product Insiance Froduct Type Licenses used
FP 1
FP 3
FP 2
FP 1
FP 3

FMCv-a FP 5 ]
FF 5
FP 1
FP 1
FP 1

T Shewing Page 1 of 2 {12 Recoeds) [ N ]

Actions = m

Smart License Status

Usage Authorization:

Out of Complance (Last Synchronized On Hov 01 J0ZH R - Authorize

Product Regisration:

Registered (Last Renewed On fug 16 2023)

Aasigrad Vitual Arcount: Us Tac
Expon-Controlied Features: Enabled
Smart Licenses FMC Consuming 5 Device count Licanse
Ucemse Typavice Hame Uicene Status
lnw.uwwmm.ml’; @ O of Compliance

1932, 168.16.18 « Securo Finewall Maragement Conter for Vidware « vF.4.1

& st of Compliance

%4 - FTDRIE1T7.0Z Bl iR AR EE L7 &

Fitgs Dirvitoirs. b Edit Performance Tier Edit

Dvice Type Bomain Growp

Hecunm Frewall Mansgemens Center for Vidhware [0 A



EXRUMENEHERETDE. X7 XBINFTDVERFRAM(SKY) , B HERNE LT £ITWIE

B ER60FE61,
XL 2 EEEMK P B 7 X2 BIFTDVIF AT iE & #o

F3 B B 4 B2 OB B B 3P

F3 B B 4 BZ SAURLIS 8
Firepower MCvi% & iF AJiE
Firepower & i By 1) £ 5t Th §E

FE3 B B 48D 2 #0L B oy B 7

Cisco AnyConnect PlusiF ] i
Cisco AnyConnect Apexif fJiE
{XCisco AnyConnect VPNF AJiE

EARGS , BTEMKSRARBNFTIE , BERENRB I TEFFESER,

ERBW LS , AFL47BRERTIEMAKS EFAEBNARFAILE. BX7.XZHH
FTDv SKU , &M EBNE L &1 M15F.

Smart License Status 0 Sman Sofwaro Manager € C*
‘ [-] it of € ce (Last Synchn 3 ‘
Registered (Last Re 4 On D 0
Tabied
o
500 Support Diagnostics: Enal 0
Slnalt LiCeI'ISeS Filter Devices.
License Type/Device Name Licenss Status Device Type Domain Group
* Firepower Management Center Virtual (1) (1]
* Base(1)
~ Malware (1) o
FTOw-86-Lic . ) o ) .
192.168.16.42 - Cisco Firepower Threat Defense for VM\Ware - v6.6.7 o Cisco Firepawar Threat Defanse for ViWWare Global NIA
~ Threat 1) ]
FTOv-66-Lic

192.168.16.42 - Cisco Frepower Threat Defense for VMWare - v6.6.7



/content/en/us/products/collateral/security/secure-firewall/guide-c07-737902.html#SKUsandorderingguidanceforCiscoSecureFirewallManagementCenter
/content/en/us/products/collateral/security/secure-firewall/guide-c07-737902.html#SKUsandorderingguidanceforCiscoSecureFirewallManagementCenter
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Cisco Software Central > Smart Software Licensing i -
Sman Software L|Cens|ng SL Product Details  Support  Help
Mlarts Inventory Convert 1o Smart Licensing Reporis Preferences On-Prem Accounts Activity
Virtual Account: Major 107 @ Iinformational Hide Alerts
General Licenses Product Instances Event Log
By Name By Tag
- Manage License Tags License Reservation... G’ Show License Transactions tual Malware Protection Q,
Advanced Search v
O License Billing Available to Use In Use Substitution Balance Alerts Actions
® Threat Defense Virtual Malware Protection 15
5 clions
Prepaid 0 - 15 © Insufficient Licenses Actions =
Showing 1 Record

=5 -FIDRET7T.O0RBIESHRANEES

EXRFAHEETITA , ARFIE. EEKSSHAEBFTDOVsMER . BERAMURLTIEHESR
VFAER .

HFTDVARFIRA7.0HES AN |, BR2BHBIFFTDv —FERE , HERESPERN. &
ARfld | FTDMG6.6.7HEF7.2.5 , BREF TIERSERERNMFTEH,

Smart License Status Cisco Smart Software Manager @ C*
Usage Authorization: Authorized (Last Synchronized On Nov 17 2023)
Product Registration: Registered (Last Renewed On Nov 08 2023)

Assigned Virtual Account:

Export-Controlled Features: Enabled
Smart Licenses Filter Devices... % | [ Edit Performance Tier
License Type/Device Name License Status Device Type Domain Group
~ Base (1) In-Cempliance
FTDw-Lic P " §
n-Compliance isco F Thi f for VM ] NiA
192.168.16.39 - Cisco Firepower Threat Defense for VMware - v7,2.5 Cisco Firepower Threat Defense for ViMware Globa 1.
~ Malware (1) In-Compliance
FTDw=Lic " N
In-Compliance
192.168.16.39 - Cisco Firepower Threat Defense for VMware - v7.2.5 ' mp Cisco Firepower Threat Defenas for Vidwars Global N/A
“ Threat (1) In-Cempliance
FTDw-Lic i " N
In=-Compliance f f ']
192.168.16.39 - Cisce Firepower Threat Defense for VMware - v7.2.5 " Claco Firepower Theat Defacss for Vidwars  Globs /A
“ URL Filtering (1) In-Cempliance

CHREERIFEDTERN



fmcv-Lic

Overview Event Log

Description

Firepower Threat Defense

General
Name: fmev-Lic
Product Firepower Threat Defense

Host Identifier:

MAC Address:

PID: FS-VMW-SW-K9
Serial Number: 3

UuID:

Virtual Account:
Registration Date: 2023-Nov-08 18:55:32

Last Contact: 2023-Nov-1T 22:17:11

License Usage

License Billing

Threat Defense Virtual Malware Protection Prepaid
Threat Defense Virtual URL Filtering Prepaid
Firepower MCv Device License Prepaid
Firepower Threat Defense Base Features Prepaid
Threat Defense Virtual Threat Protection Prepaid
Cisco AnyConnect Plus License Prepaid
Cisco AnyConnect Apex License Prepaid

MEAFER (SHRIANNBIDEE ) ZERNEPerformance Tier , | & & ROut of

CompliancelR 7S,

EAREIR |, FPEREMEEEFTDVS0 | SEME UK IR A E AT SR MR VF Wi,

Expires

Required



Smart License Status

Lisage Authorization:

Product Registration:

Assigned Virtual Account:

Export-Contralled Features:

Smart Licenses

Cisco Smart Software Manager o =

Out of Compliance (Last Synchronized On Mov 22 2023) Re=Authorize

Registered (Last Renewed On Nov 22 2023)

Enabled

Filter Devices...

X Edit Performance Tier

Edit Licens

85

License Type/Device Name License Status Device Type Domain Group
> Firepower Management Center Virtual (1) In-Compliance
~ Base (1) @ Outof Compliance
SSE . . @ Out of Compliance Cisto Firepower Threat Defense for VWware  Global N/A
192.168.16.32 - Cisco Firepower Threat Defense for VMware - v7.2.5
~ Malware (1) @ Out of Compliance
FTDve @ Outof Compliance Cisco Firepower Threat Defense for VMware  Global NiA
192.168.16.22 - Cisco Firepower Threat Defense for VMware - v7.2.5
~ Threat (1) @ Outof Compliance
FiDve @ Out of Compliance Cisco Firepower Threat Defense for VMware  Global NIA
192.168.16.32 - Cisco Firepower Threat Defense for VMware - v7.2.5
Y~ B L = % S q: S <7 1:
= =
RE UMK = AN B SR AV M BER B R E S VF A IE/R o
Cisco Software Central > Smart Software Licensing
Smart Software Licensing SL Product Detalls Support Help
Alers Inventory Convert to Smart Licensing Reporns Preferences On-Prem Accounts Activity
Virtual Account: @ Majar A8 Minar @ 'nformational Hide Alerts
General Licenses Prod Instances ent Log
By Name Ey Tag
Manage License Tags License Reservalion [;* Show License Transactions FTDv Base 10 Gbps a,
Advanced Search v
License Billing Available to Use  In Use Substitution Balance Alerts Actions
3 -3 Aclions «

@ FTDv Base 10 Gbps

Prepaid (1]

@ Insufficient Licenses

Showing 1 Record

APFEER , AP SAEEELERTF UK, PIARERERN. WRARTHROERE , AF
A FFMCHRFOM ERYUE , e R AR N EEMKS PR,

MRELERTAIKFIR BN ERRERE RN AERER , BSEGRIEAT—F,

BEYHRER

=B

EREMERRE 7%

i ZEIFMC Gear Icon > Smart Licenses > Edit Performance Tier , A& E




Edit Performance Tier (7]

Target Performance Tier :
I ml
FTDv10 - Tiered (Core 4 / 8 GB)
FTDv20 - Tiered (Core 4 / 8 GB) Selected Devices (0)
FTDv30 - Tiered (Core 8 / 16 GB)
FTDv50 - Tiered (Core 12 / 24 GB)
FTDv100 - Tiered (Core 16 [ 32 GB)
FTDv - Variable

RATRESEEREREERHE, FAEMRS,

-1
o REAR |z mmpm RAVPNES |, HAE  |RA VPNEETEE
HEER ( B . A B
il 1 PR PID FPID
/RAM )
FTD-V-
II\=/I'It')D\S/ Base 100 5S-BSE-
P K9
FTDVEE 4
100 Mbps Cisco
AnyConnect
- Apexif ik
FTDv URLEE |FTD-V-
FTDv5,100Mbps |4#/8 GB |100Mbps |50 100 Mbps 55 TMC |Cisco
AnyConnect
Plusif AJiE
FTDVE iR
100 Mbps {XCisco
AnyConnect
, VPNF \] iE
Firepower FTDV-
FIDVIEERWA |\ o |[B%RA VPNiF
iE AJiEPID , &S
FCiscoZ £ & F
imi] M5,
FTDv Base 1 FTD-V-
Gbos 10S-
P BSE-K9

FTDv10,1Gbps |4#%/8 GB [1Gbps |250

FTDVEEH#H1 |FTD-V-



/content/en/us/products/collateral/security/anyconnect-secure-mobility-client/secure-client-og.html
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Gbps 10S-TMC
FTDv URLIEE1
Gbps
FTDVE B BAH1
Gbps
Firepower FTDV-
FTDviz E /5 7]
. CAR
uk
FTDv Base 3 FTD-V-
Gbps 20S-
P BSE-K9
FTDVEZ 43
Gbps
FTDv URLEE3 [FTD-V-
FTDv20,3Gbps |[4%#%/8 GB |3Gbps |250 Gbps 20S-TMC
FTDVEEP A3
Gbps
Firepower ETDV-
FTDVIZE 1T 1]
. CAR
uk
FTDv30,5Gbps |8%#%/16 GB |5Gbps |250 ETDv Base 5 FTD-V-
Gbps 30S-
P BSE-K9
FTDVEEE#HS5 |FTD-V-
Gbps 30S-TMC

FTDv URLEES
Gbps




FTDVELER B #7 5
Gbps

Firepower
FTDViEE &Y | D"
X CAR
13
FTDvBase 10 | D V-
Gbos 50S-
P BSE-K9
FTDVEEEH10
Gbps
128%/24 FTDv URL 3 10[FTD-V-
FTDv50,10Gbps | <o 10Gbps [750 Gbps 50S.TMC
FTDVE B 10
Gbps
Firepower
FTDVIZER T A
iF
FTDvBase 16 | OV
Gbos 100S-
P BSE-K9
FTDVEE 16
Gbps
FTDv1OO,16Gbps16*Z/32 16Gbps (10,000  |[FTDv URLiER16| | DV
GB Gbos 100S-
P T™MC
FTDVEBDBAH7 16
Gbps
Firepower FTDV-
FTDViZEM™iFd [CAR
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Firepower & i Bh
I E 5 ThRE

BRHBE

T2 Bt B 4D 2 2

o N
BEF g% BETiREW URLIE

FTDVEZE
Thee AE

2 B B 4D B2 400 B
B4

Firepower
FTDViZER VA
iE

FTDV-
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ARFTOVIERR I TESKUNEAER , §HHK50, BNS SN AR RS R

1% =6

26 — T A IE N E IEFRAY B REtk 7 SR K P P

7= mmSEPI AT BARR R 2 IEFE AV RE MK 7 o

LR B SRRV R 52 25 3 [Flsoftware. cisco.com

BTH  EMBEEFANE

B=H HALATHIRPEREBNERKS , RESME Inventory > [Virtual Account Name]

> Product Instances > Actions , ARG /i Transfer > Transfer product Instance.

EML  WEETFE , EEEBERELK S ABIHFMCEFTD m3Efl.
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Gisco Software Central > Smart Software Licensing

Smart Software Licensing
1

Alerts Inuen:ory Convert to Smart L Censing Reports Preferances On-Prem Accounts

-

5L Product Detalls Support Help

Activity
.Vinual Account: ‘m Major 984 Minor @ (nformational Hide Alerts
’ 2
General Licenses Product Instances Event Log
Authorize License-Enforced Features... g FMCvb o,
Mame Product Type Last Contact Alerts Actions
FMCvb FP 2023-Nov-22 15:36:10 Actions » | 3
; e @)
Transfer Product Instance Remove "
Name: FMCvb (FF)
Transfer v |5
Although its usage will count against the new Virtual Account, the product instance will
not update its configuration until it contacts the Smart Software Manager.
6 Cancel

7R7 - FMCNE IE T RY B BB 0K /7 SR EE UK 7= 7R
MRFMCRFTDA £ E Y B ALK S AT | WEE AHEFMCE S TR E P HEHER , N

BRRRHEERPIEHFMC,

Smart License Status

—————
de-register

ger | @ C

Cisco Smart So

Usage Authorization: o Out of Compliance (Last Synchronized On Nov 22 2023)
Product Registration: Registered (Last Renewed On Nov 22 2023)

Assigned Virtual Account: Us TAC

Export-Controlled Features: Enabled

| Re-Authorize |

Da-rogister Firapower Managemaent Canter

from Cisco Smart Software Manager

BTR , NEBH BN, MRS ERSE , 3 ESEREEEREMFVC,
7528 — MEREIK ™ i BR7™= am SR DU 1T LB

XFEATFFMCERNRE , ANFMCRIRRHEE BN’ E WAL,
MERIR & ERTBERES RN B BEk P U AL , WA s MM AEN EEANTER.
HSWSMEBIBEEK = RRH , SUERAENBIRAEH

EZH . BEBRE>HIBR.



General Licgnses Product Instances Evenl Log

Authorize License-Enlonced Features.., g firepower o,
Name Produci Type Last Contact Alests Actions:
firepower FP 2023-Mov-21 03:28:46 I Failed o Connect I I Actions = |

4
Confirm Remove Product Instance

If you continue, the product instance “firepower” will no
longer appear in the Smart Software Manager and will no
longer be consuming any licenses. In order to bring it back,
you will need to re-register the product instance.,

Remove Product Instance Cancel

F=0 . BEHMBR RRF R,
MR HM ARG TFTHEE |, BRI LABK R Ciscox R F
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