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License

License Types

Perlormance Tier:
Essentials:
Export-Controlled Features:
Malware Defense:

PS:

Carrier:

URL:

Secure Client Premier:

Secure Client Advantage:

Secure Client VPN Only:
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Firewall Management Center

Analyus Policies.

Remote Access VPN Policy Wizard

o Pobcy Assgnmert @ | Connection Prafile Secwe Chern 4 | Access & Certificate Summary

Targeted Devices and Protocols
Before You Start

you thiough the required mirimal st
a new user-defined connection peodle elemanis to be in place io
VPN Policy.

Authentication Server

Description Condgure LOCAL L
or S50 to authenticate VPN clisnts

Saecure Chant Package

VPN Protocols:

8L credentials to download it during the wizard

Paec-IKEW2
Davice Interface

Targeted Devices;
riaces should be 2

a, Search 1
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all Management C
il Lt ] Overvew Analysis Poiicies Devices Objects Integration

Remote Access VPN Policy Wizard

Q) conneciion Protis Secuss Cheen 4 Access & Conticate

Pty Assgriment

Connection Profile;

the tunnel group polic
pilished and how ad

Trs
are defined in group policees

s, it can be used 10 ©

I @ This name is confgured as & cor

Authentication, Authorization & Accounting (AAA)

e mathod of authentication (AAA. cerificates or both). and the ARA servers that will be used for VPN
ong

Authentication Method: | Chent Certitcate & AAA -
= [ woca v| +
- ]
») Map specific held se entire DN (Distinguished Name) as usemame
ar CN (Common Name) -
Secondary Field: | 10U (Organisational vt} .
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Add New Local Realm 9 X

Mamet Description

LocalRealmTest

Local User Configuration

»~ sEVPNCEentCN

Lisernanme

S3VPNClientCMN

P s Confirm Password

Sdd another kecal usar

el
—

ity TR EAIE S
FHL . NEREE XA
S HIPv4iE b B 5510 Y editiR o

Clhient Address ASsignmment:

Chent IP addeess can be assigned from AAA saner, DHCP sarver and I address pools. When multiple options ane
selected, I[P pddress assigriment i iried in the order of A8A senver, DHCP server and I address pool

L Al Sapver (Pealim o RADILS andy] @
Lse DHCF Sarvers
-,,._- IP Addnesx Pacls
Iy Aciress Pocls

IPvE Address Pools -
PN INIPvA it 3t it
AMAMEFR NI IPvAL I, 9 IEHRLE AL R TR IPv4 it 315t
« &% : ftdvpn-aaa-cert-pool

o IPvAttESERE : 172.16.1.40-172.16.1.50
. 19 : 255.255.255.0



Add IPv4 Pool

Mame*
ftdvpn=-aaa-cert=pool

Dascription

IFvd Address Range®
172.16.1.40-172.16.1 .50

Formal: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1.150

Mazk®
255.255.255.0

Allow Overmndes

.‘E:"II'HJL'E' device Oermides in the address pool oject 1o
weoid 1P aidress oonlicis i case of obpect B shared BCr0ss
mutipde devices

»  Override (0]

P4 it 4 St 1 415 8.
SBARL  INHNEREED B XAV SRR
REHRBETE L +RE,

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

IGsoup Policy:* I -

Edit Group Policy
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Cancel




« VPN : SSL

Add Group Policy Q

Narme:*

ftdvpn-aaa-cert-grp

Descriptson:

General Secure Client Advanced
I

VPN Protocols VPN Tunne Protocol
Spacity the VPN tunnel types that user can use. At least one tunnshng mode

IP Address Pools Daer be eaoficured for users to connect over a VPN tunnel
Banner SSL

DMS/WINS IPsec -IKEVZ

Split Tunneling

. Cancel
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Remote Access VPN Policy Wizard

1) Policy Assignmant ') Cannection Profile ©) securs Client 4 Access & Centificate 5 Summary
L]
" CEE.
A - o o =il
Remoty Secure Gl
[ b ;

ﬁp
w»

nan
Secure Client Image

The VPN gatewary can sutomatically downiload the latest Secure Client package 1o the client device when the VPN
CONMECTON (5 Ffated. Minimize CONMECTon SETup tme by choosing the appropriate OS5 for the selected package

Download Secure Clent packages from Cisco Software Dows
Secue Cliont fiss Giject Name Secure Clent Packsge Name Oparating System
In CEo - MuTe - Chen v 5. 1.3 6 CHEO- AU SRR Wi 5.1 3 62 WitODR Windows - I

ERZEEFIRES
SR SIEEAE U MELE 5 R FEB
NVPNE#EEE Security Zone , A5 ¥ dCertificate EnrollmentIil B 5534 Y +124H,
o EOH/Z2 X : outsideZone
Firawall kﬂal‘qgoan1 Center [ BT Arayis Peszies Dt Obpects DN Deply Q @F £ @ samn
Remote Access VPN Policy Wizard
1) Policy Assignment 1 ) Connection Prafle 3 | Secure Chent o Access & Cenifcate 5 Summany

Remate & .
e Saecure et

iﬁ
!
Metwork Interface for Incoming VPN Access

Select or create an Inerface Group or a Security Zone that contains the network interfaces users
wall aceas bor VPN conne:tion:

outsideZore ] |+

Enabie [ITLS on mamber intertaces

A A1 the devices must have interiaces. a3 part of the Ineriace Group/Security Zone selected

Device Certificates

Dwice camficats (sis0 callad Kantity Canineate) iiamtibes the VPN galawal b the Iemots Secess
chents. Select a cerificate which it used 1o authenticate the VPN gateway

EREZ2XE
MAFTDIEPHLERFLR , AMAREITEY S APKCS1232 4,

« B# : ftdvpn-cert
« SEMEE . PKCS1230 4
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Add Cert Enrollment

Name*
| fdvpn-cert

Descripbon

Ci Infoemation Canifcale Pasamebers Ky Hevacation

Enrollment Type: | PKCS12 File v
PRCS12 Fie*. | maCen pix

| I Browse PKCS172 File

Passphease®: - |

Validation Usage: [ WPsec Chent [B) 551 Chent SSL Server
Skip Check for CA flag in basic constramts of the CA Certificate

(o] I
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Firawall Management Centar

d Crneeview Analysis Poiicies Devices Opects Initegration
—_—
Remote Access VPN Policy Wizard
(1) Policy Assignment (7] Connection Prokle () Secure Chent Q) Access & Centifeme 5 Sumenary
D — — i
- ol s
et facunn Gl [ t Owvca »
|
AR

Metwork Interface for Incoming VPN Access
Sedect of create an Interiace Group of & Securty Zone thal containg the network imeriaces users

I

—_
Enabde DTLS on member interfaces

Interface groupiSecurity Zone outsideZone

A AR Ehy denices must have interfaces o3 part of the Iterlace Group/Secunty Zore sebected,
Device Certificates

Device certificate (also called Kentdy certificate) identibes the VPN gateway 5o the remole sccess
cherts. Select a certibeate whach is used to authenticate the VPM gateway.
- |+

abject on the targ

ICerhM‘alt Enraliment * Acvpn-cen

—_
E Enroll the dl centif
Aceess Control for VPN Traffic

A décrypted taf in the VPN tunnel is subjected 1o the Access Control Policy by detault. Select
this 0ption 10 bypass decrypbed traffic iram the Access Condrol Policy.

& Bypass Access Control polcy for decrypoed Wafle (sysopt permit-vpa)
This option bypasses the Access Control Policy inspection, but VPN fiter ACL and
stharization ACL downksaded from AAA senvar s Stll sppid to VPN traffic

Depioy O @F 3 @ wimn-

‘S sEcure
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Firewall Management Center
Dz WP d

Sat . Overview Anabysis Policies Devices Objects Integration
—
Remote Access VPN Policy Wizard
(1) Policy Assigrment () Gomnection Profile - (3) Secure Client (4) teocess & Certifcate - @ semmary
Remote Access VPN Policy Configuration Additional Configuration Requl e
Firewail Management will configure an ¥ WD the Tolowing setings Aher the Yok
Mame frctepn- aaa- cam-auth condguration needs 1o be completed for VPN o
Device Targets 1.0, 4 wark o all Bevics targats.
Connection Proble MR- 538- £aM-BLIN
© Access Control Policy Update
Connection Alias: e Ca-ath
Ak An Access Control rule must be defined to allow
P . VPN traffic on a8 targeted devices.
Authertication Method 1 Carheate & AAA
- © NAT Exemption

Usemame From Certificate:
Authertication Server
Autherization Server
Accountes) Serves

Adedress Assgniment
Adceess from ARR
DHCP Sénvers.
Adcress Pools (IPvd)
Maddress Pools (IPvE)
Group Policy
Secure Clent Images

CN [Comman Nams] & OU i0rganisationsl Uns]
LocaiReaimTest (Local)

P B2 1= gatend

vpne B Ea= G

.k

It NAT is enabled on the targeted devices, you
muzst defing @ NAT Policy to exempt VPH traffic
© DNS Configuration

To reschve hosiname specified in AAA Senvers
or CA Servers, configure DNS using FlerCanig
Palicy on the targeted devices.

@ Port Configuration

SEL will be enabled on pon 443

Please: gnsure that these ports are net used in
RAT Pobiey or ether sendees betore deploying
the conguration

Interfscs Objects: ooy A Newwork Interface Canfguration

Device Certibcates o Maip sure 1o 0od ieterface from taegeted
o B Se i Een S T

Device identity Certificate Enroliment

Cestificate ereoliment cbject Fiovpn-con’ is net instabed on one of morne 1
devices. Cenibicate installation will be nitisted on the targeted devices on finishing the
wizard. Go 1o the Cartificats page to check the status of the installation
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Firewall Management Center o ¢ &9

ftdvpr-aaa-cert-auth =3
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// Defines IP of interface

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 192.168.1.200 255.255.255.0
interface GigabitEthernet0/1

nameif inside

security-level 0

ip address 192.168.10.200 255.255.255.0

// Defines a pool of addresses
ip local pool ftdvpn-aaa-cert-pool 172.16.1.40-172.16.1.50 mask 255.255.255.0

// Defines a local user

username ssTVPNCTlientCN password ***** encrypted
// Defines Trustpoint for Server Certificate
crypto ca trustpoint ftdvpn-cert

keypair ftdvpn-cert

crl configure

// Server Certificate Chain

crypto ca certificate chain ftdvpn-cert

certificate 22413df584b6726¢C

3082037c 30820264 a0030201 02020822 413df584 b6726c30 0d06092a 8648867
quit

certificate ca 5242a02e0db6f7fd

3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Configures the FTD to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client



enable

X-content-type-options

X-Xss-protection

content-security-policy

anyconnect image diskO:/csm/cisco-secure-client-win-5.1.3.62-webdeploy-k9.pkg 1 regex "Windows"
anyconnect enable

tunnel-group-list enable

cache

disable

error-recovery disable

// Bypass Access Control policy for decrypted traffic
// This setting is displayed in the 'show run all' command output
sysopt connection permit-vpn

// Configures the group-policy to allow SSL connections
group-policy ftdvpn-aaa-cert-grp internal
group-policy ftdvpn-aaa-cert-grp attributes
banner none

wins-server none

dns-server none

dhcp-network-scope none
vpn-simultaneous-Togins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ss1-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist none
default-domain none

split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable

vlan none

address-pools none

webvpn

anyconnect ss1 dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ss1 keepalive 20

anyconnect ss1 rekey time none

anyconnect ss1 rekey method none

anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none

anyconnect dtls compression none

anyconnect modules value none

anyconnect ask none default anyconnect
anyconnect ss1 df-bit-ignore disable

// Configures the tunnel-group to use the aaa & certificate authentication
tunnel-group ftdvpn-aaa-cert-auth type remote-access

tunnel-group ftdvpn-aaa-cert-auth general-attributes

address-pool ftdvpn-aaa-cert-pool

default-group-policy ftdvpn-aaa-cert-grp

// These settings are displayed in the 'show run all' command output. Start
authentication-server-group LOCAL

secondary-authentication-server-group none



no accounting-server-group

default-group-policy ftdvpn-aaa-cert-grp
username-from-certificate CN OU
secondary-username-from-certificate CN OU
authentication-attr-from-server primary
authenticated-session-username primary
username-from-certificate-choice second-certificate
secondary-username-from-certificate-choice second-certificate
// These settings are displayed in the 'show run all' command output. End
tunnel-group ftdvpn-aaa-cert-auth webvpn-attributes
authentication aaa certificate

pre-fill-username client

group-alias ftdvpn-aaa-cert-auth enable
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|@ Consolel - [Consale Root\Cenificates - Cument User\Personal Certificates] - (n x
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v i {tﬂ:‘m"; Current User ¥ olssIVPNClientCH ftd-ra-ca-common-name  G162025 Client Authentication ssWPNClientCes [ Certificates &
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| Certificates More ... »
| Certificates
| Enterprise Trust
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&  Certificate

General Detals  Certification Path

Shivw <Al > v |
Feeld Value
- Signature algorithm sha256R5A
../ Signature hash algorithm shalss
o Issuer fidra-ca-common-name, Cec...
. \Vahd from Sunday, June 16, 2024 6:12:0...

Maonday, June 16, 2025 6:12:...

SENVPTHCEEATCN, ss=IVPRCEEnDD. ..

- EditProperties...  Copy to File...
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. JMkFE : ftd-ra-ca-common-name

& Consolel - [Consols Root\Certificates - Cument User\ Trusted Roct Certification AuthortidaCertificates] - = | x
@ File Afction View Favorites Windew Help - & X
e nm i LIXDE B
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v c,"‘:"“""l' Curnent User [5;)COMODO RSA Certificati.. COMODO RSA Centificati..  1/18/2038 Client Authenticati.. Sectigo (forr || Certificates &
~ _rs:m_ L CZ)Copynght (<) 1997 Micros... Copyright (c) 1997 Micres.. 1273041999 Time Stamping Microsoft Ta || 0 )
; i — - T DESKTOP-VCKHRG1 DESKTOP-VCKHRIGT 1073052022 Server Authenticati..  www.infraey
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o ™ Intermediate Cestification Authorities || C#/0igiCer Global Root CA  DigiCert Global Root CA 117972031 Client Authenticati.. DigiCert
> [E) Active Directory User Dbject ColCigiCern Global Root G2 DigiCert Global Rest G2 1/15/2038 Client Authenticsti..  DigiCert Glol
% [ Trusted Publishess ) DigeCent High Assurance ... DigiCert High Assurance ... 11/9/2031 <All= <Neonex
3 [ Untrusted Certificates LolDigiCent High Assurance ... DigiCert High Assurance .. 117972031 Client Authenticati.. DigiCert
3 [ Third-Party Root Cestification Authoriti | ColDigiCent Trusted Root G4 DigiCert Trusted Root G4 11572038 Client Authenticati..  DigiCert Tru:
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» [ Chent Authentication lssuers B B-C L
5 ) Semart Card Trusted Roots — = EFrryE P TIT iaaliiny
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BINEDLE
=4 : 7EFTD CLIFHHIAVPNEE

FEFTD (Lina) CLIAZ 1T show vpn-sessiondb detail anyconnecti 4 SUBIAVPNE i,

ftd702# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : sdVPNClientCN Index : 7

Assigned IP: 172.16.1.40 Public IP: 192.168.1.11

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 14780 Bytes Rx : 15386

PktsTx : 2 PktsRx : 37

Pkts Tx Drop : 0 PktsRx Drop : 0

Group Policy : ftdvpn-aaa-cert-grp Tunnel Group : ftdvpn-aaa-cert-auth

Login Time: 02:38:22 UTC Mon Jun 17 2024

Duration : Oh:01m:22s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : cb00718200007000666fal9e

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID: 7.1

Public IP: 192.168.1.11

Encryption : none Hashing : none

TCP Src Port : 50035 TCP Dst Port : 443

Auth Mode : Certificate and userPassword

Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes
Client OS: win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7390 BytesRx : 0

PktsTx : 1 PktsRx: 0

Pkts Tx Drop : 0 PktsRx Drop : O

SSL-Tunnel:

Tunnel ID : 7.2

Assigned IP: 172.16.1.40 Public IP: 192.168.1.11
Encryption : AES-GCM-128 Hashing : SHA256

Y



Ciphersuite : TLS AES 128 GCM_SHA?256

Encapsulation: TLSv1.3 TCP Src Port : 50042

TCP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes

Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7390 Bytes Rx : 2292

PktsTx : 1 PktsRx : 3

Pkts Tx Drop : 0 PktsRx Drop : 0

DTLS-Tunnel:

Tunnel ID : 7.3

Assigned IP: 172.16.1.40 Public IP: 192.168.1.11
Encryption : AES-GCM-256 Hashing : SHA384

Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1.2 UDP Src Port : 56382

UDP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes

Client OS : Windows

Client Type: DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 0 Bytes Rx : 13094

Pkts Tx : 0 PktsRx : 34

Pkts Tx Drop : 0 PktsRx Drop : O

FmE : WASRSHENERE

MVPNZE P if 6 fRS585 K ipingas &, BINVPNE P iR 5 RS2 2 BRNEE K.

FEFTD (Lina) CLIFIE{Tcapturein interface inside real-timeds & LA IN IR IR

<#froot>



ftd702#

capture in interface inside real-tine

Use ctrl-c to terminate real-time capture

coONOYUVI A WN

: 03:
: 03:
03:
03:
: 03:
: 03:
: 03:
: 03:

39
39
39
39
39
39
39
39

R BR

B ATLATELinaB | BRI IR R 45 B &AM Windows PCERIDART XK B EXVPNE R RIETNER.

125.729881
:125.730766
126.816211
126.818683
127.791676
127.792195
:128.807789
:128.808399

172.
192.

172

192.
172.
192.
172.
192.

16.1.40 > 192.168.10.
168.10.11 > 172.16.1.
.16.1.40 > 192.168.10.
168.10.11 > 172.16.1.
16.1.40 > 192.168.10.
168.10.11 > 172.16.1.
16.1.40 > 192.168.10.
168.10.11 > 172.16.1.
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/I Certificate Authentication

Jun 17 2024 02:38:03: %FTD-7-717029: Identified client certificate within certificate chain. serial number: 6EC79930B231EDAF, subject name: CN=sslV
Jun 17 2024 02:38:03: %FTD-6-717028: Certificate chain was successfully validated with warning, revocation status was not checked.

Jun 17 2024 02:38:03: %FTD-6-717022: Certificate was successfully validated. serial number: 6EC79930B231EDAF, subject name: CN=ssl\VVPNClientCl

// Extract username from the CN (Common Name) field

Jun 17 2024 02:38:03: %FTD-7-113028: Extraction of username from VPN client certificate has been requested. [Request 5]
Jun 17 2024 02:38:03: %FTD-7-113028: Extraction of username from VPN client certificate has completed. [Request 5]

/I AAA Authentication

Jun 17 2024 02:38:22: %FTD-6-113012: AAA user authentication Successful : local database : user = sslVPNClientCN
Jun 17 2024 02:38:22: %FTD-6-113009: AAA retrieved default group policy (ftdvpn-aaa-cert-grp) for user = sdVPNClientCN
Jun 17 2024 02:38:22: %FTD-6-113008: AAA transaction status ACCEPT : user = ss'VPNClientCN

11
40
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40
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40
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40

icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:

echo
echo
echo
echo
echo
echo
echo
echo

request
reply
request
reply
request
reply
request
reply
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&

debug crypto ca 14

debug webvpn anyconnect 255

debug crypto ike-common 255

EFTD_t # i& AnyConnectix #2177 [A] VPN


https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
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https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217966-configure-anyconnect-certificate-based-a.pdf
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217966-configure-anyconnect-certificate-based-a.pdf
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217966-configure-anyconnect-certificate-based-a.pdf
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