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1.-ZEFDM LB ABRB=RS

EFHRIEYE  LOEFDMER S EEENBEH EIMI RS, EXEMIERS , BSMIRER
& (System Settings) >& & & %(See More) >= k%5 (Cloud Services).

EoBRSMoF , ERIRFAREM , R ATERARE R S2/COOMFHATEM, E4MEEEM
=24, REEEEM.

& o 3=

&l [==—=] @ @ . admin alilts ooy e
Monitoring Policies Objects D:-;:c_ . Administrator clsce = < RE

Model Software VDB Intrusion Rule Update Cloud Sernvices High Availability

Gisco Firepower Threat Defense for Azure  7.4.1-172  376.0  20231011-1536 # Connected | SEC TAG Mot Configurad
o] & iniemer
o
ik Smant Lice..

Interfaces Routing Updates System Settings
Management: Unmerged 1 static route Geolocation, Rule, VDB, System Upgrade, Manzgement Access
I Security Intelligence Feeds
View All Interfaces > View Configuration » View CGonfiguration >

: ]
Smart License Backup and Restore Troubleshoot
Tier: FTDv20 - 3 Gbps
View Configuration > View Configuration > REQUEST FILE TO BE CREATED
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration

Includes: FlexConfig, Smart CLI Audit Events, Deployment History,
Download Configuratien

View Configuration > Configure > View Configuration » View Configuration >

EM RS

E=RS L, ERKEM. EFECDOMKFIEMRE FHRHCDOREMZ
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System Settings +

Cloud S
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VICES

d srvicos. I you want to
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Enrcliment Type
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Fogin

U5 Raglon -

Registration Key

Siseo Success Network
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EMEZEA AT AECDOF K E, SMECDO , BER~>HIMNFS,
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Select a Device or Service Type

Mo Secure Device Connector found to communicate with some types of devices. Set up a Secure

Device Connector

ASA

Adaptive Security Appliance
(B.4+)

Merak]

Meraki

Meraki Security Appliance

-.-

Duo Admin

Duo Admin Panel

EERRB YRS RE

NFUX , BiaF EafEEmaEa.

Multiple ASAs

Adaptive Security Appliance
(8.4+)

Integrations

Enable basic CDO functionality for
integrations

Umbrella
Umbrella Organization

View Umbrella Organization Policies
from CDO

FTD

Cisco Secure
Firewall Threat Defense

AWS VPC

Amazon Virtual Private Cloud

,F}

Import

Import configuration for offline
management

Follow the steps below

Firewall Threat Defense

Management Modea:

0o

(Recommended)

=

Use Registration Key
Onbeard a device using a registration
key generated from CDO and applied
on the device using Firapower Device

Manager.

&

Use Serial Number
Use this mathed for low-louch
provisioning or for enboarding
configured devices using their seral
number.
(FTD 6.7+, 1000, 2100 and 3100
sarias onlv)

Cancel

A Important: This method of onboarding allows for local co-management of the firewall via FOM. To manage your device with cloud-
delivered Firewall Management System, click the FTD button instead. Learn more &

=

Use Credentials (Basic)

Onboard a device using its IP

address, or host name, and a
username and password.



LA B R £ — SR RREM RS,

FID = 4‘ A Important: This method of onboarding allows for local co-management of the firewall via FDM. To manage your device with cloud-
= = delivered Firewall Management System, click the FTD button instead. Learn more &

Firewall Threat Defense

=

ETD .:_';:‘_. EDM Use Registration Key Use Serial Mumber
: Onboard a device using a registration Jga this mathed I o

Recommended, kay generated from CDO and applied rovis

on Ihe davice using Firepower Davice configured d
Manager,

Use Credentlals (Basic)
@ using its IF
, and a

O cocorer:

e Database Updates Enabled

9 Create Registration Key 7353::—
o Smart License (Skipped)

0 Jone Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @

Go to Inventory

EMRRE

RAUEMZRAE , FEEFFHERFOMF |, R/FEdiEM (Register). ERRS FIEMFDME
, ERETRNEA , WEFR.

BRI BT IE , AN RBFER I HETEHTEM.



i o 3= =5
Monitoring Policies Objects Device: joroa-fdm-tech...

Device Summary

Cloud Services

9 Mot Registered

You can register the device with the Cisco cloud to use additional cloud -based services. If you want 1o
use Cisco Defense Orchestrator (CDO) for management or want to remain in evaluation mode, then
register with the cloud using your CDO or other security account registration key. You can alternativelhy
auto-enrcll with CDO or a Secure Firewall Management Center using the device serial number. If you
want to use Secure Firewall device manager for management and are ready to license the device, then
configure Smart Licensing, which automatically registers the device with the Cisco cloud. After you
register with the cloud, you can enable or disable features as needed.

Enrocllment Type

Security/CDO Account Smart Licensing

Region

US Region w

Registration Key

7asac2 i

@ Service Enroliment

Cisco Defense QOrchestrator

Cisco Defense Orchestrator is a cloud-based management tool used for managing network
devices. Select this option if you want to register the device in your Cisco Defense Orchestrator
account.

Enable Cizco Defense Orchestrator

Cisco Success Network

Cisco Success Network enablement provides usage information and statistics to Cisco which are
essential for Cizco to provide technical support.This information also allows Cisco to improve the
product and to make you aware of unused available features so that you can maximize the value
of the product in your network.

Check out the Sampla Data that will be sent to Cisco. See.mara v

T

Enroll Cisco Success Network

FDM3EAR

EMFOME , BFERER, BEENEEMNEEKS.
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Manitoring Policies Objects

+ . dmin ] (1] [F———
4 @' @ @ : p ’ E res
O . Administrator asco’ SECURE

Davice Summary

Cloud Services

0 Conne Enroliment Type: Security/CDO Account Tenancy: NG i~
Regist Reglon: US Reglon

Cisco Defense Orchestrator DISABLE Cisco Success Network DASABLE

@ Ena <

Cisco Success Metwork enablement provides usage information and statistics to Cisco which
are essentlal for Cisco to provide technical support.This information also allows Cisco to
improve the product and to make you aware of unused available features so that you can
maximize the value of the product in your network. Check out the Sa ata that will be sent
to Cisco.

o Notec If the device is registenad 10 cloud senices using Smart Licensing. the device will not work with
CDO. Please urvegiater the device and re-on-board using the registration key method with the
*Socurity/CDD account” option.

Defense Orches: [£ allows you to configure multiple devices of different types from a
cloud-based configuration partal, allowing deployment 3CroSs YOUr nNetwork

FDMJEM5E L

FECDOH W “BETF (Inventory)3 &/ | FDMAIE AMMEZ IR K E. AJLAEWorkflowsE 5 &
EtRSH#HERMRRE,

ERTERE  RERNERS MBI,

= Hide Mera

[I (Bevices [ rompaasas | [ & i | cusiayiasetn

s Dashbosnd

An ASA o
Muticioud
Defenza Mozel
(-] Coalguwatioa st S Connectiery §
= Invensory Sarisl
| phoks
o W Unecachable Onboaeding Fegisiration Kay
o Memod
@ Pelicin
— SnortVersion 1151100458
(] et mber mat
& objects el 0 Serial Humber Mismatch
+ v —
o & Mot Synced & Panding Setup
v Ansbyiics ~ .
v O - & Panding Setup Davice Actions
(4} changeleg
L] kA iToet
" O - P Sety rictiow:
B Jobs . AR S B Workllows
' Manage Backups
G Tools L Services [ B Remove
=® -] - i S D Syncing & Onbine
L settings — Management
o I o
o ® Online B Motse
U Changelog
o — & Exscutive Rapor
] * Onie
———
i Confiiet Detection -
. - - . o | @ Dinatian
') O Mot Syneed &l Useusctanle Ghack every:
Label Groups and Labels
Add Labels
s o S
y N
CDOZ=FDME M}

REBLE  RESHBRINERL,

_fdm- O Synced @ Online




FDME E A

MFDMAZEMBICDOSE , BAIHAEHFDM, JEHFDM/E , EFCDOHREMBI T EMRS>1ER
SPHAETEBR T E,

G8 Tools & Services Tools & Services Migrations
& Dynamic Attributes Connector i Firewall Migration Tool
{C}} Settings E
= Secure Connectors @ ASA to FOM Migration
¢= Firewall Management Center & Migrate FTD to cdFMC
M ASA Templates

BHAARS , RER—MENEN  RIFTEERRZBNUBHEBRE,

— - e P— i | Jresee. -~

s ey Mgl e ey Lk DA T g s g P oy bt s e i

EmBfE , BflaunchF TR,

Initialize Migration X

To initialize the migration process, name this migration and click OK. CDO will
notify you when the migration tool is ready for use. When ready, select this named
migration and launch the tool.

Mame *

l-fdrn_rnigratiuri l

@ This is an auto-generated name. You can change it if you wish.

Cancel n

MR LT

B iHlLaunchF B EBEE.



Firewall Migration Tool

#iFLaunchfg , FHF—41EO , EREFETCisco Secure Firewall Device Manager (7.2+)#91E
BEE. WHAmR |, ETMMRAR7 2T R E A

cisco Firewall Migration Tool (Version 6.0.1)

Select Source Configuration ®

source Firewall Vendor

Cisco ASA (8.4+)

Cisco Secure Firewall Device Manager (7.2+)

Check Point (r75-r77)
Check Point (r80-r&1)
Fortinet (5.0+)

Palo Alto Networks (8.0+)

FMTIERRE E

BRE , REFETF=HARANERLED  NAZEE, SRRBNLAERE , ARNRBNHLE
B E"2‘FTDMEH",

FFHEF | FHITE DRI T B Firepowerif & B2 83" (Migrate Firepower Device
Manager) ( @FEREMHEERE )



How would you like to migrate from Firepower Device Manager :

@ Click on text below to get additional details on each of the migration options

() Migrate Firepower Device Manager (Shared Configurations Only) >

@ Migrate Firepower Device Manager (Includes Device & Shared Configurations) A4

« This option migrates both device and shared configuration. Same FTD is moved from FDM managed to FMC
managed.

« The migration process is to be done over a scheduled downtime or maintenance window. There is
device downtime involved in this migration process.

« Ensure connectivity between FDM device and FMC to move the device from FDM to FMC using FDM.
« User should provide FDM credentials to fetch details.
« FDM Devices enrolled with the cloud management will lose access upon registration with FMC

« Ensure out-of-band access to FTD device is available, to access the device in case of accessibility issues
during migration.

« It is highly recommended that a backup (export) of the FDM configuration is performed to restore the original
state of the firewall managed by FDM if required.

« lithe FTD devices are in a failover pair, failover needs to be disabled (break HA) before proceeding with
moving manager from FDM to FMC.

« FDM with Universal PLR cannot be moved from FDM to FMC.

« FDM with flexConfig objects or flexconfig polcies cannot be moved from FDM to FMC. The flexconfig objects
and policies must be completely removed from FDM before migration.

« FMC should be registered to Smart Licensing Server.

Migrate Firepower Device Manager (Includes Device & Shared Configurations) to FTD Device (New Hardware) >
Note :

TERIET

BREIBFEE  #EMNRENFIRPERRZ.



Live Connect to FDM

«  Select any FOM device onboarded on CDO from the below dropdown.

« Only devices with online connectivity and synced status will be
displayed in the dropdown_

«  Click on change device status button to update the FDM device status
from In-Use to Available.

Select FDM Managed Device

- s ~
nlant EFLA LA anams
|3: LU LA aria el L

T

FDMigZ &%k

FDM device config extraction successful

100% Complete

B ERNE TR

BUGTAIERREIF , EFH 7T HRERRBANNSR,



Firewall Migration Tool (Version 6.0.1) =3 60 °

Note; Steps 7,8 and 3 should be carried out in a maintenance window,

Source: Cisco Secura Firewal vice Manager (7.2+

Extract Cisco Secure Firewall Device Manager (7.2+) Information © Snlcied Migration: Includas Dev

Exftraction Mathods *
FOM IP Address:
Parsad Summary W
3 0 4 0 1
Ace L Matwork Objects Post Objcts
0 2 2 1 1
Dynamic-Route Otjocts Metwerk Addvess Translation Legical Interfaces Roctes DHCP
icy List Stabe Routes, ECUP Server Retay DONS
ni n n n /

TBERENLTR

ERFER , BERSERTEIEECanceli£1“Do you want to use an Existing Access Control
Policy , NAT or RAVPN Policy on FMC ?”

Doy woo waliivl B0 wSe an Exisling Acoess Conlral Policy, NAT of RANFH Policy on FIC

Yes (») Mo

cAancel

AR ENBUHER

RE , REFREATEREIBHIIE ( MEFAR ) BIET. £ diProceed,



Note: Steps 7.8 and 9 should be carried out in & maintenance window.

Se

Select Target © Source: (
Selected Migration: |

Firewall Management - Cloud-deliveéred FMC >
Select Fealures ~
Device Configuration Shared Configuration Optimization

nfarfaces Access Control Migrate Only Refarenced Objects

Roufes Object Group Search O

nnels (no data) biecls and Intrusion Rule

OHCP

B Sserver

Mote:Platform settings and file and malware pelicy ragration is supported in FMC 7.4 and later versions
MR Lk
ERFHNIRE

#R J5 Start Conversion,

Firewall Migration Tool (\Version 6.0.1)

Note: Steps 7.8 and 9 should b carried sutin a maintenance window.

Select Target © Souma: Clsco
Selected Migration: In
Firewall Management - Cloud-delivered FMC >
Selett Features >
Rule Conversion' Process Config L4

Frinkei,

BASREERE , WAEARMNEDR | TRXEABIRT T -—SHETH,



Select Target ©
Firewall Managemen! - Cloud-defivered FMC
Select Features

Rule Conversion/ Process Conflg

Mo parsing error found. Refer to the pre-migration repost for mose details.

Please download the Pre-Migration repon for 3 detailed summary of the parsed configuratio

3

Access Conbrol Lisi Lings

0

Dynamic-Route Objeds

(A5-Path, Communiy-List, Polcy-List
Priafec-List. Route-Map)

0

Site-10-Site VPN Tunnels

TEMRE

REEORENE R

——
wminas
.4 Download Repost J

0

Aocess List Objects

Slandand nded used in BOPY
RAVPNEIGRP)

Network Address Translation

0

Remote Access VRN

(Connection Profiles)

BiEMERE T RefreshEFHIED, RIUTTRE ,

Hote: Staps 7.8 and 9 should be carried out in o maintenance window,

Map FTD Interface ©

FTD Interface Hame

20 ¥ Pepand

E RO

HNetwark Objecis

2

Logical Interfaces

0

Pard Objecis

1

Routes

Static Routes, ECMF)

Source;
Selected Option:

Source: Cis I
Selected Migration: Includes Device and &
~
Access Control Policy Objedts
Geo, Apphcation, URL objets and

Intrusion Rule Group)

CHCP

Server, Aelary, DONS|

BRLRE T — T #E,

Sueess

. . Successhdly gathered details!

SR XHENEOEAHD , FEEXEEAMMSZNGCFRM, XNTARH , BikFAuto-
Create, BB THEIBIMWFMCHBENERKED, TH/E , £HNextiRH.



Firewall Migration Tool (Version 6.0.1)

Exacn FOM fommation  Select Tt

® ® &) ) : . ;
—r p—y p
Mg FTD Immrtaos Mg Seourdty Zones £ Fvies & Vakiate  Fuah Saaewd Coofg T Mo Manag

Inseeface Groups Shared Cioety

Hote: Staps 7,8 and 3 should be carried aut in a maintenance window.

Map Security Zones and Interface Groups @

Optian: I
(CrutoCovate ) fapme

taide_znne () Seees o tace Growps
e _zeng

Select rbarface Groves

Mote:Click on Aute-Create bution 1o auto map the FOM nameif as the name of the FMC interface objects and security zones. Click on next button to proceed ahead

ZEXEMEOSR

Auto-Createit DU FDM#E QMRS B EEHE B NI EFTDZ £ XIFMFMCHENO A,

II"\.\_ gL LW AN i L II"\.\_ L LY ] SN

ol Auto-Create

Gigabitl

iups

Auto-create maps FOM interfaces to existing FTD security zones and interface =
groups in FMC that have the same name. If no match is found, the Migration Toeol
creates a new FTD security zone and interface group with the same name in FMC.

Select the objects that you want to map to FDM interfaces

éEéSecurity Zones ¥4 Interface Groups

(Autn—lﬁ:reate )

Auto-Createik i,

AREIEENext,



Firewall Migration Tool (Version 6.0.1)

Sainst Twgat Uag FTD Istectace  Blap Security Zones & Faview L Valdain  Puah Shamd Confg T

Inerface Grougs.

Hote: Steps 7.8 and 9 should be canied sut in a maintenance window.

Map Security Zones and Interface Groups & Source: Cisco Secure Firewall Dev
Selected Option: Includes Device
(AsdszaiG ) ( AuoCreate )
. 2K J
sutieie outaiie_zene GRabEthemen outaide_zone (A outaide_ig (A -

aice inaide_zone GigabEEthemesr

MNote:Click on Auto-Create bution to auto map the FDM nameif as the name of the FMC interface objects and security zones. Click on next button to proceed ahead

10 ~|peigoas

After-Creationi£ 1,

HELZREH , MIREE=RAR |, BTEEREHREFIREE(ACP), MRMNATHM, HEFHARLE
BAMA |, A EEValidate B IAB MRE ER A [F &,

Firewall Migration Tool (Version 6.0.1)
Y
S

Exioct FOM lafomacon  Select Toget

Hede: Steps 7.8 and 3 should be carried out in a maintenance window.

Optimize, Review and Validate Shared Configuration Only © Siletas igranon e

Arcess Contral Objects  MAT

e Access List Objects mﬂ Port Objects | Access Controd Policy Objects | VPN Objects | Dymamic-Route Objects D

Select all 3 entres Selecled 0/3

OstadePesGatras Netasrt Objeet
het

CatsdeP. 4 DetautRiaut Mesaari Objesst

[m] 1 Barned Metwark Dbt 102,104 73,185

TiEEH, IRANATEE

RERHEEHERE



51 validation Summary (Pre-push)

d

Access Control List Lines

w -
= = S
=] =] =

2
Network Address
Translation
11113}
HEEAZRE

3

Validation Status

Successfully Validated

4

hMetwork Objects

Push Shared Configuration Only

AR ERSTERA B 2 LM EELLENREES.

3

Access Control Policy
Objects

{Geo, Application, URL objects
and Intrusion Rule Group)

HEED

Firewall Migration Tool (Version 6.0.1)

Push Shared Config to FMC

Migration

Siaty

PUSHING

—
24% Complete
Push to Cloud-delmers

waait for gntire push prox

Source:

Selected Migration:

TERS|EE , HENITIRE (MAEEMR ) |, EFFHAEREEHIAZIFMCR L. e, Hik

ENextiZH BB



Firewall Migration Tool (Version 6.0.1)

Push Shared Config
o PG

) I )
gy WA W2
Exmet FOM dsemanen  Saect Targat B b atate
Srares Canty:
Hote: Steps 7.8 and 9 should be camied out in & maimenance window.

Push Shared Config to FMC

Migration Status

@ Migration of Shared Cordig is compiete. policy is pushed to FMC
Haxt Step - Login bo FMC to deploy the policy to FTD.

Live Connact:

Selected Context: Single Context Mode

Migration Summary (Post Push)

3

Acoess Control List Lines

4

Natwork Objets

2

Hetwork Addrass Translation

FHEREHEIIFMCETK

TSR EINVEE , BABEEERIR,

Source: C
Selected Migration:

3

Acopss Control Polic

Dpwcts

{Gea, Appication, URL obiects and
i Rule Geoup)




Confirm Move Manager

Requires maintainence window to be scheduled

FDM manager will be moved to be managed in FMC.

The steps outlined below should be performed in a maintainence window as

there is device downtime involved in this migration process.

« Ensure connectivity between FDM device and FMC to move the device from
FDM to FMC using FDM.

« FDM devices enrolled with the cloud management will lose access upon
registration with FMC.

« Ensure out-of-band access to the FTD device is available during migration.

= |t is highly recommended that a backup (export) of the FDM configuration is
performed to restore the onginal state of the firewall managed by FDM.

« FMC should be registered to Smar Licensing Server.

] | acknowledge all the steps mentioned above have been completed.

BN EER

REEERTIBREEHEEEHROIDAINATID , XES4FADH, B %EUpdate Details , AT LA
KERXLEID, WREGE— M REED , EEOPRACAFMCHFDMERRIAMERY , REHR
BEX



Firewall Migration Tool (Version 6.0.1)

I’ o ) I I )
U 2} 2 . ) \&J ° : :
Extract FOU isdsematen  Sabatt Targat liag FTO bssarfs Mg Samuity Zooas & Flowiww & Vaiiess  Push Stacesi Coniig T e Mmngesr Ciormpiene Nigrasion

It g Grmep [Shame Comtig) ug

Note: Staps 7.8 and 9 should be carried out in a maintenance window,

Move Manager Selected Migration inc

cnee o i \ekwdaps i CicoUmbrelaDNSSenverGross « () Dala () Management Seiwet Data Betace v

&I R POIDFNAT ID

Firewall Migration Tool (Version 6.0.1)

Update Device Name for Registration

Note: Steps 7.8 and 9 should be carried |

Source: 5 L
Mave Manager [ concei § Son ) satectad Migration:

This stap s mandatory ans shauld be parformed during a downilme d FMC, you can no longer use the device manager t mannge It

Management Cant... Management Conte... [ ] NAT 1D @ Threat Dele DNS Sener Group Dota Interface

[E— ne. ivemal coudapp v CacollmbrelaDNSServerGou ~ () Dain | Mansgement Selec Data inbertace .

fproa-fd

EHIRE B AT

RATHERER | HERELRFERHID,



, REBIZIET N BINRE,

BL BONEEDRLOAEBTEMNER. BRIAMBERT , Managementi£ T4k F % IR 7S



Firewall Migration Tool (Version 6.0.1)

™) () '€ () () (%) Q s ’
w &, ) &, &)
G FOU i SeciTat N PTG ntace Sty oo Bevew EVaki Pooh S Gt s Move Mg

et bow Grougs Srawd Conty e

Nata: Steps 7.8 and 9 should be carried out in a maintenance windaw,

Move Manager

cace a0t | agu EEGW, 108y JaPu tam Azery CiscoUmbrebsONSSarverGeoe « () Dats () Managemeet Seawet Dals iterface -

EEAR/LID & NAT ID,

1% Update Detailsi® T /5 , REF[FFBED,

on Tool (Version 6.0.1)

Move Manages

Mote: Steps 7.8 and 9 should be carried out in a maintenance window.

| —

Source: C S

Move Manager Selected Migration:
SYNCING the FOM Device
This step is mandatory and should be performed during a downtime window. — 9% Compiet pd-deliverad FMC, you can no longer use the device manager to manage it.
0| £
Management Cent... Management Cente... ' NAT ID . Management Center/ ... Data Interface

cisco us.cdo un fdm-Azure CiscolmbrelaDNSServerGroup (@) Data Management Select Datn Intertace -

B FDMR#&

EREBRE , T-IRESEERIERKLEFDMAEENZEQD, BEMDHCPRE.



Firewall Migration Tool (Version 6.0.1)

artace Trega [Uwvice Config)
Note: 51ep5 1.8 and 9 should be carried out in & maimenance window,
-——
. ' ' - ) _ Source: Cisco Sacure Flrewall Davica Manage
Optimize, Review and Validate Device Configuration Page © Selacted Migration: Inchudes Device and Shared Confia
Irterfaces  Routes DHCP
Select all 2 emiies  Seledted 012 ;
o 1 GRaEhemet] outside_zone | Enaiied
fu) 2 GigattEtharmmtiit raide_stan e Enakind

RIUFFDMEL B R B

Wif2f5 , %#FPush Configuration A B s Bl BHIAHE , ZHBRBFEIIBE RN L, B, &
AR ERERITHES.

Validation Status

Successfully Validated

#51 wvalidation Summary (Pre-push)

d g

2 1 1 n

Logical Interfaces Routes DHCP
(Static Routes, ECMP) (Server, Relay, DDNS)
d: 0
0 0

= —
Platform Setlings Malware & File Palicy
| (snmp,hitp}

Push Configuration

BIPRS-#IAEE,

BEESLLHERENREEN,



PUSHING

HETRBED

ERE , BERBIEITBNEDT |, FRicMFDME|IcdFMCH TR TR & R,

Firewall Migration Tool {Version 6.0.1)

........

Hote: Steps 7,8 and 9 should ba carried out in a maintenance window.

Complete Migration Source:
<0l p t J dt Selected Migration:
Migration Status
Haxt Stq
Live Connect
Selected Context: Single Context Mode
Migration Summary (Post Push
3 4
nirol List Lin
2 2 1
i Agoress Translaton Logical Interfaces Routes
C Routes

oAl

KIFFDMRE BRI IEE ElcdFMC,

i

S ZEICDO > Tools & Services > Firepower Management Center, X IUFHEZHNHRECIE

yi/I}S
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Deferas FMC  Secure Commecons

(=

n Aty cesand On-Poem FMCS from Secure ferant”

»  Cloud-Delivered FMC

Actions

O Check For Changes

setting s mat erabled. Glick hare o enale setting. & Depkyment
@ Updatos
@ Pobcies
B Workfiows
@ otpecs B e Varsion Davices  Typs Statn Lot Hearibest © Ao Gl
& el |E Clonsd-Desivernd FMC 20240514 Choud-Delraned FAC DBMZI2004, 1242:21
Mascm
I T2.Tpuid 500 =11 - Praes FMC B Usreschabin
= Daviees
W Analytics = e,
& Objects
) ChangeLsg < NAT
[=5) & Site 1o Site VPN
3 ot
T 4+ Remote Acess VPN
3 Platform Setting
H Toolsk Services. Tl & Sarvicas atform Settings

8 senings

cdFMCEMR &

f£Devices > Device Managementh & &Ei® &

FE IR EDE A Zh 5T R A B E] o

System

@ Configuration
=
o

Audit

Cinen Cloud Evarts

BESh , EFMCEYESS 1, &) BUR Bk 2 A Zh i i

. pepy o o 2o o NN -
Deployments. Upgrades Headth @ Tasks AN
Owanng 0 i 0 fkers

@ Policy Depioymenm

Pobcy Degloymant ol 10m-Azure. Ascisd succen

FT| | @ Hesm Poscy

_F?,QTQ_HSQ_ Orchestrator Arahyss Poking Devices Obgects Irtegraton
- idm-Azure
Cisco Firepower Threat Deferse for Azure
Device inmerfaces Inling Sets Routing DHCP VTEP

General L License

Name: [ - tcime-Azure Performance Tier

Trarster Packets. Ka Essentials

Treaitrioshoot oo | [ Expont-Corralied Features:

Mode Roted Mahware Detarse

Cemnplisnce Mode Norw 5

Perfornance Profile Default Carrier:

TLS Crypto Accoirabon Crsabided L
Secise Chert Premier

Dancy Confguration gt Secwre Chent Achvantage:

Orfiaardng Method Registration Koy Secure Chent VPN Only

Inspection Enging Health

ingpection Engir; Snont 3 States:
Policy. -
Exchuded:

cdFMCEMHMES E Ko

% &L FcdFMC > Device

& Applied Policles

> Device Managementi,

_Henth_Policy 2023-06-

-Anre

Apply Init

7:ze08 il

™ Poicy S0l Sucewiahly

& Decovery

[ oA - Descowery rom e Givice & sucmssul

& Slewsl

IR - Arero - SFTuoe! €0rnechn estabisied successtaly

& Register
Remave completed thsks
Managerment
L] Remote Host Addeess
oy 2023-06-29 17:28.08 Secondary Addness
Nora Stats.

Manager Access interface

s Advanced Settings

m Sds

Tm 405 3

2m 108 X

s
NO-B

6‘ Defense Orchestrator Analysis  Poicies  Deviees  Obwects  beegration
View By Group -
A ® Ervor (0) ® Warmning (0} Offtine (0] ® Narmal (3) Deployment Pending (3) ® Lipgrade (0) ® Snon 3 (3)
Mama e version Chassis

' Ungroupad (3]

I roen e Sot 3

FTOw for A 740 WA

me  Deploy O

Liconzes Access Control Posicy Aafo Roliack

Exan




EcdFMC LEMHIRE

1 Policies > Access Control T iE #9177 (6] 12 i S B

C\ I:?_.elense Or‘.:nes"m?r Ariabyss Policies Devices Objects Ietegration =3 Rt Deploy © @ Pf} @ _
|
Duta e ok Pty i ot cion ok Targating 0 evces ok by Trepowe Sysse L
T T R e Hocined oy N %E AW
TR RS
Bt , BALEFEFDMASIZHN R , XENRE EBIFREEcdFMC,
Network Add Network v | [ Finter

Show Unused Objects
A network object représents ong of mone [P addresses. Network obgects aré used in vanous places, nchudng access control policies, network vanables, iIntrusion niles, wentty niles, nétwork discovery rules, event searches, répons, and 5o on,

MNamao Valuo Typa Owerride
. 0.00.0/0 Group Baah
1]
any-ipvd 0.0.0.0/0 Meterork BagM
any-ipvs o Host Bas s
| Banned 103.104.73.155. Hast Bsw :.‘,1:|
Gw_testo1 172.22.2.1 Host Bosun
| Insicie_Natwork_IP 192.168,182.10 Host Bosun |
iPyd-Benchmark-Tests 188.18.0.0015 Network Baa M
IPv4-Link-Local 169.284 0.0/16 Natwork a, L]
IPv4-Multicast 22400004 Natwork % =1 .n
IPv4-Private-10.0.0.0-8 10.0.0.0/8 Natwork % Q L]
IPvd-Privae-172.16.0.0-12 1721600012 Natwork BooM
IPy4-Private-192.168.0.0-16 192.168.0.0/16 Natwotk Bags
10.0.0.0/8
|Pv-Private-Al-RFG1915 172.16.00012 Group L LN}
192.168.0.0/16
1PVE~IPva-Mapped AM:0.0.0.0/96 Natwori L ]
-

MFDMIE# B|cdFMCHI XY 5

EEBXNRERED,

Anadysis Policics Devices Objects

Integration -

a o ¢ o I

Interface Add w | | & Filver

Interface chjects segment your network ta help you manage and classify trafe flow. An intorfoce object simply groups interfaces. These groups may span multiphe devices; you can also configure multiple interface objects on o singhe device

Mame & Ty
i ineside_ig inkerface Group R SN
w Security Zone Frouted Fun
w ieserface Geoup Faxtod SAN
Goolocstion » 2 -rom-Aaune
[ . =
¥4 putside_zone Security Zong Roasted S8

> oA

EEBNREEEA,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



