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AAA Server
Access List
Address Pools
Application Filters
AS Path

Cipher Suite List
Community List

Distinguished Name

DNS Server Group

External Attnbutes

File List
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General IPvd IPvG Path Monitoring Hardware Configuration Manager Access Advanced

MName:

| OUTSIDE

Enabled

[ ] Management Only

Description:

Mode:

| None - |

Security Zone:
| OUTSIDE v |

Interface 1D:

GigabitEthernetd) 1

| 0 | (0 - 65535)

Propagate Security Group Tag:
NVE Only:

x| o |

INVEH &
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| VNI-1

Enabled

Description:

Security Zone:

Priority:

VNI Segment 1D:
| 10001

Multicast Group IP
Address:

MVE Mapped to
WTEP Interface:

MWVE Number:
1
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General IPvd IPvE Advanced

Mame:

| VNI-1 |

Enabled

Description:

Security Zone:

| VNI-1 v |

Priority:
| 0

]
|
T
(%, ]
N
]

VNI ID*:
| 100 |

VNI Segment 1D:
| 10001 |
1 - 16777215)

Multicast Group IP
Address:

MNVE Mapped to
WTEP Interface:

MVE Mumber:
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firepower# show running-config nve
nve 1

encapsulation vxlan
source-interface OUTSIDE
peer-group FPR1-VTEP-Group-Object

firepower# show nve 1
nve 1, source-interface "OUTSIDE" is up (nve-only cluster is OFF)



IP address 172.16.203.1, subnet mask 255.255.255.0
Encapsulation: vxlan

Encapsulated traffic statistics:

1309 packets input, 128170 bytes

2009 packets output, 230006 bytes

142 packets dropped

Number of configured static peer VTEPs: 0

Configured static peer group: FPR1-VTEP-Group-Object
Configured static peer group VTEPs:

IP address 172.16.205.1 MAC address 0050.56b3.c30a (learned)
IP address 172.16.207.1 MAC address 0050.56b3.c30a (learned)
Number of discovered peer VTEPs: 1

Discovered peer VTEPs:

IP address 172.16.205.1

IP address 172.16.207.1

Number of VNIs attached to nve 1: 1

VNIs attached:

vni 100: proxy off, segment-id 10001, mcast-group none

NVE proxy single-arm channel is off.

firepower# show nve 1 summary

nve 1, source-interface "OUTSIDE" is up (nve-only cluster is OFF)
Encapsulation: vxlan

Number of configured static peer VTEPs: 0

Configured static peer group: FPR1-VTEP-Group-Object

Number of discovered peer VTEPs: 2

Number of VNIs attached to nve 1: 1

NVE proxy single-arm channel is off.

KEVNIEORE.

firepower# show run interface
interface vnilO0

segment-id 10001

nameif VNI-1

security-level 0

ip address 172.16.209.1 255.255.255.0
vtep-nve 1

KEVTEP#EO LHMTUEE.

firepower# show interface GigabitEthernet0/1

Interface GigabitEthernet0/1 "OUTSIDE", is up, Tine protocol 1is up
Hardware is net_vmxnet3, BW 10000 Mbps, DLY 10 usec
Auto-Duplex(Full-duplex), Auto-Speed(10000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0050.56b3.26b8, MTU 1554

IP address 172.16.203.1, subnet mask 255.255.255.0

[Output omitted]
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firepower# show run route

route OUTSIDE 0.0.0.0 0.0.0.0 172.16.203.3 10

route VNI-1 172.16.212.0 255.255.255.0 172.16.209.2 1
route VNI-1 172.16.215.0 255.255.255.0 172.16.209.3 1

AR RUEFRBNFHAELNVNEORESREEER N #BEH.

HUEHEER
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NF1

firepower# ping 172.16.205.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.205.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

FHEH2

firepower# ping 172.16.207.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.207.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
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NF1

firepower# ping 172.16.209.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.209.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

FHE2



firepower# ping 172.16.209.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.209.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

Bt , HIRNESEHUTESERARPTATZEN M E. FEVTEPEO L AVXLANKIE S E IR H
T#ipcapt&E=x , EMHBEET OB LER WU HIARBARESEEEMRE, BREAVNIXNE
IPtb k4R %,

AEP 92 Who has 172.16.203.37 Tell 172,16.209,

aEP S Who has 172.16.203.3F Tell 172,

ep 9: 3

AR x

AR

&P

anp

AEP » Tell 172,16, zeo 1
Brosdcast e Z Wi rell 172, 16,209, 1
Eroadeast anp B2 Wb hap 173.16.308, 37 Tell 173.16.309.1

B B [B)

EEMABHRIBEFNBERLT , FLEFTDLEBASPEFIR , FHshow asp dropis T EASPE
Hit#hes. BRRERTACHITO.

T AR5 U7 [F H2 AR SR RE AL U R B S YFVNIVTEP$: O EBIVXLAN UDPR &
BRVXLANSHEE SIS B, BRARERERNSE DRMTUE SO B2 mBUE % 7 B

fEIngress/VTEP#E O LELE IR , H T .pcapE N HIRUAE 5. BIESHSMEEVIEPEOD L
MIVXLAN3R K |

1 se23. 10001 4711013 172.16. 3011 10
T 23-19-91 17110 172,16, 212.2 woe
v
109
o
10w
o
10
109
o
3 o
J? 23-18-01 ¥ 172.16.212.2 0%
13 203-10-0 17110 - 172,16, 3011 0
M3=10-01 17: m 37 051 65 172.16.212.2 id,
. + .
£ FAVXLAN3R L3RI Ping
smalsty:;:r-l (1184 Bits), 143 bytes :-rmnasol]
i I, iGa), Dst: Veare bI:fes6d (995050 ED 00 60)

ternet Pratacel Version : 47116, 521 27216, 300.1

User Dutsgrsm Protocol

Wirtwal eAtes: hlb:l Lo
"

Inner Fe: AT2.16.313.7, Dev: 172.36.390.1
ternet Control Message Frotecel

VXLAN#R &
MXER

. BEVXLANEDO
« VXLAN{ERZEH



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-ifcs-firewall.html?bookSearch=true#Cisco_Generic_Topic.dita_1778151e-e768-4581-a67d-be555f8ca57c
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-ifcs-firewall.html?bookSearch=true#Cisco_Generic_Topic.dita_1778151e-e768-4581-a67d-be555f8ca57c
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-ifcs-firewall.html?bookSearch=true#Cisco_Generic_Topic.dita_1778151e-e768-4581-a67d-be555f8ca57c
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-ifcs-firewall.html?bookSearch=true#concept_ock_mnv_ssb
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-ifcs-firewall.html?bookSearch=true#concept_ock_mnv_ssb

« VXLANZIE B4 T2
- BEVTEPRED

. BEVNIED

- BERBEAZHENTH



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-ifcs-firewall.html?bookSearch=true#concept_lkd_wnv_ssb
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-ifcs-firewall.html?bookSearch=true#concept_lkd_wnv_ssb
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-ifcs-firewall.html?bookSearch=true#task_kb3_wmv_ssb
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-ifcs-firewall.html?bookSearch=true#task_kb3_wmv_ssb
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-ifcs-firewall.html?bookSearch=true#task_kb3_wmv_ssb
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-ifcs-firewall.html?bookSearch=true#task_kcp_smv_ssb
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-ifcs-firewall.html?bookSearch=true#task_kcp_smv_ssb
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-ifcs-firewall.html?bookSearch=true#task_kcp_smv_ssb
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



