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Edit Network Object

Name

Local_IPv6_subnet

Description

Network
) Host () Range (® MNetwork (. FQDN
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Network > Add Group.
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EFMC GUI L |, &finZElObjects > Object Management > Select Network from left Menu > Add
Network > Add Object,
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MNew Network Object 17}

MName
| Any_IPvd |

Description

Network
() Host () Range (& MNetwork () FQDN

I 0.0.0.0/0 |

|| Allow Overrides
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EFMC GUI L , &finElObjects > Object Management > Select Network from left Menu > Add
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Edit Network Object

Name

I 4_mapped_to_B

Description

MNetwork
() Host (U Range (® Network (_ FQDN
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IPv6its it : FC00:0:0:1::1/96

Edit Physical Interface

General [Pwd Pwis
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Advanced

| inside
Enabled

Management Only
Description:

Mode:

Maone

Security Zone:

Inside_Jone

Interface 10:
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Propagate Security Group Tag: | |

Hardware Configuration

FMC Access




Edit Physical Interface @

General IPvd IPvi Advanced Hardware Configuration FMC Access

I
Basic Address Prefixes Settings
_
Enable IPVE:

Enforce ELI &4

Link-Local address:

Autoconfiguration:

Enable DHCP for address

config:
Enable DHCP for non-address
config:
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IPv4it 3t : 192.168.0.106/24

Edit Physical Interface

General

Mame:

IPvd

IPvE

Advanced

| Outside

Enabled

Management Only
Description:

Mode:

[ MNone

Security Zone:

| Outside_Zone

Interface 1D:

MTL:

T >

1500
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Propagate Security Group Tag:

Hardware Configuration

FMC Access

| Cancel




Edit Physical Interface aQ

General 1P IPvE Advanced Hardware Configuration FMC Access

IP Typa:
Use Static 1P -

IP Address:
| 192.168.0.106/24)
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Flan , FEMXH7192.168.0.254R /5P 0O LM BRIAER A A,

rn



Edit Static Route Configuration

Type: ® IPvd (D IPvE
interface”
Outside . |
(interface starting with this icon [ signifies it is available for route leak)
Available Network O + Selected Network

&, Search | Add | | any-iove

6_mapped_to_4 I

any_|Pvd
google_dns_ipwd
aoogle_dns_ipvd_group
aoogle_dns_ipvE_group

Ensure that egress virtualrouter has route to that destination
Gateway

[ 192.168.0.254 v |+
Metric:

K ]
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Tunneled: | | (Used only for default Route)
Route Tracking:
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MNew Policy 7]
Mame:
FTD_NAT_Policy
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Targeted Devices
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FE#R : Local _IPv6_subnet

HREHR : 6_mapped_to_4
Edit NAT Rule

MAT Rule:

Sifo MAT Fule v
Typa:
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]

Interface Objects  Translation  PAT Pool

| Available Interface Objects O
£, Search by name

Group_inside
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Advanced
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L}

| Cancel |



Edit NAT Rule 7]
NAT Rule;

Type:

Dhymiamic v

Intertace Dbpscts Translation PAT Podl [ T Nl

I ——
Original Packet Translated Packet
Original Source: ™ Iransladed Sourcs;
Local_IPvE_submat v + Addroess -
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Edit NAT Rule

MAT Rule:

Ayt NAT Rule ¥

Tiype:
Static ¥
=

Interface Objects  Translation  PAT Pool  Advanced

Available Interface Objects & Source Imterface Objects
O, Search by name Citside_Zone

Group_Inside
Group_Outside
Inside_Zone

Outside_Zone

L7
(1] Destination interface Objects (1)
] Inside_Zone ]

Cancel |



Edit NAT Rule

NAT Rule:

| Auto NAT Rule

Type:

| Static

B Enable
Interface Objocts

Original Packet

Original Source:*

| any_IPv4

Crigginal Port:

| TcP

I

Translated Packet

Translated Source:
| Address v|

| 4_mapped_to_& '] +
Translated Port:
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Edit MAT Rule o

MAT Rude:
Auto MAT Hule v

Type:
Static v

o
Interface Objects  Translation  PAT Pool  Advanced

Translate DS replies that match this rule

1P
Het to Net Mapping
Do not proxy ARP on Destination Interface

FTD_NAT_Policy [ snow viarings |

Enter Description

Policy Assignments (1)
Rules

Filter by Device Y Filter Rules X | AddRule

Ouiginal Packet Transiated Packet
. Source Destination Qriginal Original Original Transiated Translated Translated .
" Dieeton Tape Interface Objects Interface Objects Sources Destinations Services Sources Destinations Services Optiens
~ NAT Rules Before
« Auto NAT Rules
# Fl Static Qutside_Zore Inside_Zone By any_IPui iy &_mapped_to_6 Dnsitrue £
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> show nanei f

Interface Name Security
Ethernetl/1 inside 0O
Ethernetl/2 Outside O

> show i pv6 interface brief

inside [up/upl]
fe80::12b3:d6ff:fe20:eb48
£c00:0:0:1::1

> show i p

System IP Addresses:
Interface Name IP address Subnet mask
Ethernetl/2 Outside 192.168.0.106 255.255.255.0

- BIAMFTDAEREORFFIHBIPVEIERE,
IPv6 R ZBEHLIP fc00:0:0:1::100

FTDAEB$E Ofc00:0:0:1::1,

<tfroot>

> ping fc00:0:0:1::100

Please use 'CTRL+C' to cancel/abort...
Sending 5, 100-byte ICMP Echos to fc00:0:0:1::100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

« I/RFTD CLIEMINATELE,

<tfroot>

> show runni ng-config nat
!

object network Local_IPv6_subnet

nat (inside,Outside) dynamic 6_mapped_to_4
object network any_IPv4

nat (Outside,inside) static 4_mapped_to_6 dns



Fltn | HIRMAEZBIPVEEHfc00:0:0:1::100FIDNS AR S B2 Y 7R & F9fc00::f:0:0:ac10:a64 UDP 53,

L&t , B ®IDNSHERS 85 71c00::f:0:0:ac10:a64, H&/E32f1R2ac10:0a64, XLEAZEA Z it Hl/\ 13k
Z£F172, 16, 10. 100, Firewall 6-to-4FIPv6 DNSHARSS85fc00::f:0:0:ac10:a64 5  Z M A IPv4
172.16.10.100,

<tfroot>

> capture test interface inside trace match udp host fc00:0:0:1::100 any6 eq 53

> show capture test

2 packets captured
1: 00:35:13.598052 fc00:0:0:1::100.61513 > fc00::f:0:0:acl0:a64.53: udp
2: 00:35:13.638882 fc00::f:0:0:ac10:a64.53 > fc00:0:0:1::100.61513: udp

> show capture test packet-nunber 1

[...]
Phase: 3
Type: UN-NAT

Subtype: static

ResuTt: ALLOW

Config:

object network any_IPv4

nat (Outside,inside) static 4_mapped_to_6 dns

Additional Information:

NAT divert to egress interface Outside(vrfid:0)

Untranslate fc00::f:0:0:acl10:a64/53 to 172.16.10.100/53 <<<< Destination NAT

[...]

Phase: 6

Type: NAT

Subtype:

Result: ALLOW

Config:

object network Local_IPv6_subnet

nat (inside,Outside) dynamic 6_mapped_to_4

Additional Information:

Dynamic translate fc00:0:0:1::100/61513 to 192.168.0.107/61513 <<<<<<<< Source NAT

> capture test2 interface Qutside trace match udp any any eq 53

2 packets captured

1: 00:35:13.598152 192.168.0.107.61513 > 172.16.10.100.53: udp
2: 00:35:13.638782 172.16.10.100.53 > 192.168.0.107.61513: udp
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