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1. BIBRIMENE T RN VPNE &
2. BB IPSecHi & 34

3. MBELIBRE RO (VT

4. FiBRAE BTN ABPIN

[
DEETREMNRZE
1. EOKE :

HEMBRIF R H O8O,

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.10.10.10 255.255.255.0

2. IKEV2EKRE -

EENT IPsecthE IR E 1M BREVS B

crypto ikev2 policy 10
encryption aes-256
integrity sha256
group 20
prf sha256
Tifetime seconds 86400

3. B&EA :

TENXVPNEZENSH, BEANTEREVURIURAVPNEXREE , RAEISEEXNEFHK, &
DRIEFENER/EZESHNES

tunnel - group 10.20. 20. 20 type ipsec-1 2|
tunnel - group 10.20. 20. 20 i psec-attributes
i kev2 renot e-aut hentication pre-shared-key *****
i kev2 | ocal -aut hentication pre-shared-key *****



4. INZACL :

TEX T LFEEREENEMEENRE,

object-group network Tocal-network
network-object 192.168.0.0 255.255.255.0

object-group network remote-network
network-object 172.16.10.0 255.255.255.0

access-1list asa-vpn extended permit ip object-group local-network object-group remote-network

5. INZIPSeciBX :

CENTIPsecHER , ZHRIEE T IPsecthEE2M BRI B MM E E,

crypto ipsec ikev2 ipsec-proposal IKEV2_TSET
protocol esp encryption aes-256
protocol esp integrity sha-256

6. MNBEMRSIEE

TEX T IPsec VPNEZN KK , SREMENRE, NFEUR 2BIEERNipseciEil. EXEHE
I EVPNRENED,

crypto map outside _map 10 match address asa-vpn
crypto map outside_map 10 set peer 10.20.20.20
crypto map outside_map 10 set ikev2 ipsec-proposal |KEV2_TSET

crypto map outside_map interface outside

HETRBNEBEIBREETRANEE

1. MBRNEHNE T REEHWVPNEE :
B, BBRAENETREANVPNEE, HPSREZNEANMZMEZE ., ACLHMEMMEX
iﬁlﬁo



no crypto map outside_map 10 match address asa-vpn
no crypto map outside_map 10 set peer 10.20.20.20
no crypto map outside_map 10 set ikev2 ipsec-proposal IKEV2_TSET

2. BLEIPSecH B # :
£ I BIKEV2 ipsec-proposal=ktransform-setiE X IPsectit & 3 4.

crypto i psec profile PROPCSAL_I KEV2_TSET
set ikev2 ipsec-proposal |KEV2_TSET

3. BEELBSEEOVTI) :
BIRERPREREONTNH NIPsecElEX N AR ZEO,

interface Tunnel 1

nanei f VPN BRANCH

i p address 10.1.1.2 255. 255. 255. 252

tunnel source interface outside

tunnel destination 10.20.20.20

tunnel node ipsec ipv4

tunnel protection ipsec profile PROPOSAL_| KEV2 _TSET

4. BERDSHEHHISEHE MY
AMBARANEENSERPABREREZAKRARE, EZRP , RIEABSEKH

o

BAMH

route VPN-BRANCH 172.16.10.0 255.255.255.0 10.1.1.10

oAl

EEAERIASAEHWERIFEE ?%D(VTI)ME?%%E’JVPNL%EUE:F%EE HVPNJE , RiEfEER
EEAHERBTEXEE, UTRIINSENGS , BuMERAXLESEMG ﬂ%%ﬁﬂku#lﬁ
THEHERR (BN E ),

1. RIRRIERE O
KEREREONRSUBREL T EARS.

<ffroot>



ciscoasa# show interface Tunnell
Interface Tunnel 1 "VPN-BRANCH', is up, line protocol is up

Hardware 1is Virtual Tunnel Interface
Description: IPsec VPN Tunnel to Remote Site
Internet address s

10.1.1.2/24

MTU 1500 bytes, BW 10000 Kbit/sec, DLY 500000 usec

65535 packets input, 4553623 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, O throttles

0 input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort
65535 packets output, 4553623 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

Tunnel source 10.10.10.10, destination 10.20.20. 20

Tunnel protocol/transport IPSEC/IP
Tunnel protection

| Psec profil e PROPCSAL_| KEV2_TSET

tin TREGXBEZONFHAEES , S/WHEHSTRES. Pt MERE

E I:l ’H(/Lo\jj upo
- BRI USCIRAS Fup.

2. K IPsecZ £ KB (SA)
KREIPsec SAHIRA , BRE R INHEBRE,

<tfroot>

ciscoasa# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, seq num: 1, local addr:

10. 10. 10. 10

Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer:

10. 20. 20. 20

R/ Bir. BERUTEREY



#pkts encaps: 1000, #pkts encrypt: 1000, #pkts digest: 1000

#pkts decaps: 1000, #pkts decrypt: 1000, #pkts verify: 1000

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 1000, #pkts compr. failed: 0, #pkts decompress failed: 0

local crypto endpt.:

10.10. 10. 10

/500, remote crypto endpt.:

10. 20. 20. 20

/500

path mtu 1500, ipsec overhead 74, media mtu 1500
current outbound spi: OxCOA80101(3232235777)
current inbound spi : OxCOA80102(3232235778)

i nbound esp sas:

spi: OxCOA80102(3232235778)

transform: esp-aes-256 esp-sha-256-hmac no compression

in use settings ={Tunnel, }

slot: 0, conn id: 2001, flow_id: CSR:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (kB/sec): (4608000/3540)

IV size: 16 bytes

replay detection support: Y

St atus: ACTI VE

out bound esp sas:

spi: OxCOA80101(3232235777)

transform: esp-aes-256 esp-sha-256-hmac no compression

in use settings ={Tunnel, }

slot: 0, conn id: 2002, flow_id: CSR:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (kB/sec): (4608000/3540)

IV size: 16 bytes

replay detection support: Y

St atus: ACTI VE

&% E RIPsec SARVIRES , BREHNENREENHERBIRSHITHR. FHRK
- BBEREBISA,
- BERMEETTHEREN , R FRE.



BEXEZHMES , BAIUER -

<#froot>

ciscoasa# show crypto ikev2 sa

IKEv2 SAs:

Session-id: 2, Status:UP-ACTIVE

, IKE count:1, CHILD count:1

Tunnel-id Local Remote Status Role
3363898555

10. 10. 10. 10/ 500 10. 20. 20. 20/ 500 READY | NI TI ATOR

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/259 sec

S ERIKEV2 SARPRE , &L FREADYIRFS,

3. WL H
KERHRUBREBBIBREEOEBERG.

<{froot>

ciscoasa# show route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF Intra, IA - OSPF Inter, E1l - OSPF External Type 1

E2 - OSPF External Type 2, N1 - OSPF NSSA External Type 1, N2 - OSPF NSSA External Type 2

i - IS-IS, su - IS-IS summary null, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route, H - NHRP, 1 - LISP

+ - replicated route, % - next hop override

S 0.0.0.0 0.0.0.0 [1/0] via 203.0.113.2, outside

C 10.1.1.0 255.255.255.0 is directly connected, Tunnell

S 172.16.10.0 255.255.255.0 [1/0] via 10.1.1.10, Tunnell



ERESREEEE O EAEEE,

HUEHEER

A5 RENERTAFNRER THEER,
1. BIFASAWEF B M BERE.

2. EHFRIKEVZRRE MR , ALAEAU T ;

debug crypto condition peer <peer IP address>
debug crypto ikev2 platform 255

debug crypto ikev2 protocol 255

debug crypto ipsec 255

3. EHBRASALHVRERE , FHRBEEHRERE,
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