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https://learn.microsoft.com/en-us/defender-endpoint/attack-surface-reduction

o, ESEEEE— > ServicesH T2 R 4> Secure Endpoint Service (sfc.exe).
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Example #1:

(5090625, +0 ms) Aug 22 09:56:33 [17732]: ERROR: Util::GetFileSHA256: unable to generate file fp: C:\Pr
(5090625, +0 ms) Aug 22 09:56:33 [17732]: ERROR: VerifyFile: Failed to grab hash of C:\Program Files\Ci
(5090625, +0 ms) Aug 22 09:56:33 [17732]: ERROR: VerifyAllInstalledFiles: Failed to verify $AMP_INSTALL



Example #2:

(1737859, +0 ms) Sept 11 14:04:05 [20180]: ERROR: imn_error: fp_gen_internal: failed to open file C:\Pr
(1737859, +0 ms) Sept 11 14:04:05 [20180]: ERROR: Util::GetFileSHA256: unable to generate file fp: C:\P
(1737859, +0 ms) Sept 11 14:04:05 [20180]: ERROR: VerifyFile: Failed to grab hash of C:\Program Files\C
(1737859, +0 ms) Sept 11 14:04:05 [20180]: ERROR: VerifyAllInstalledFiles: Failed to verify $AMP_INSTAL
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O Protection history

View the latest protection actions and recommendations from Windows
Security.

All recent items Filters v

Risky action blocked
12/09/2024 06:25

(i) Your administrator has blocked this action.

App or process blocked: powershell.exe

Blocked by: Attack surface reduction
Rule: Block use of copied or impersonated system tools

Affected items: C:\Program Files\Cisco\AMP\8.4.2.30317\sfc.exe

Learn more




O Protection history

View the latest protection actions and recommendations from Windows Security
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https://learn.microsoft.com/en-us/defender-endpoint/attack-surface-reduction-rules-reference#block-use-of-copied-or-impersonated-system-tools-preview
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