FRHEY Cisco Secure ACS for Windows B iR 21

AAA AR ER

B3

&
Tt 46 5 A Bl
AL

T REMH

Edzi ki OE R

JREXCisco Secure for Windowshx A< &
FHADOSTHT1T

FEAGUI

A Windowsi#i#f 5lli% & Cisco Secure ACS

WA EACS GUIFE H B RRFNEE R TL”
A& EDr. Watson H & 18%

B2 package.cab3 ¥

‘F.cabB 4L ?

{8 ;i CSSupport.exe3E A T2 5 Bl # package.cab X4
F 3 i EEpackage.cabXX ¥

JREXCisco Secure for Windows NT AAAIRR{E R
3%k HYCisco Secure for Windows NT AAAE #liFi{E 8
ELNHAAF SRR

B EWindows 2000/NT i 3E FE B fE B9 J&
Examples

RADIUS E % & {3 % iF

RADIUS%E 1= & {5 W iF

TACACS+E 11 & 13 10 iF

TACACS+HIREMEIF (B4 )

HXER

1Lk

AR RSN B an{a & & Cisco Secure ACS for Windows iR 4~
Bk (AAA)IBRE B,

It ba 65 A B
A0

, AR iR B MIRE S D IIE, A



BXAMEMNKNFAEL |, BB Cisco BARR MM,
FTRF M

AXRER AR ARENIRR M.

{58 P B9 4. 4

AR pYE B E T Cisco Secure ACS for Windows 2.6,

FRECisco Secure for Windowshx 24~ &

B LAMERADOCH TITHEAGUIEE RAE S

fEADOSH 1T

E@EIEDOSHH ST E & Cisco Secure ACS for WindowsHI x5 , i {# Fcstacacs=
csradius , [FIE-v F-x KZEERADIUSHITACACS+, BSF LT RA :

C.\ Program Fil es\ G scoSecure ACS v2. 6\ CSTacacs>cstacacs -s
CSTacacs v2.6.2, Copyright 2001, Cisco Systens Inc

C:\Program Fi | es\ Ci scoSecure ACS v2. 6\ CSRadi us>csradius -v
CSTacacs v2.6.2), Copyright 2001, G sco Systens Inc

838 1] LATEWindows3E it & 1 & ZICisco Secure ACSIEFHIMRA S, fla0 :

[ HKEY_LOCAL_MACHI NE\ SOFTWARE\ Gi sco\ G scoAAAv2. 1\ CSAut h]
Ver si on=2. 6( 2)

fEAGUI

EEABRNELLACS GUIEBEMA , BHEACSER, BN EATRELE LANERNRERIR
WATIIRAE, ERAY T FE0 HERTEMRA.

FWindowsif it & 5lli& @ Cisco Secure ACS
T 2 IKER AR BT B 4 s A i 5
M{IEACS GUIF R BEIREAFIERE N ‘TL"

BEBERBEACSUIZEFIAHER. At , BITUT SR

1. MACSEM , #¥%ISystems Configuration > Service Control,
2. RS AEZENAEE BT , FEARIREN TE ., MRFE , TSR ERFXHE "
“EEERED


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

System Configuration

| CiscoSecure ACS on mhammon-pc ﬂ

e et

B} Is Currently Running

services Log File Configuration ﬂ

Lewel of detal
' None
C Low
(+ Full

(generate Mew File
#' Every day
" Ewery week
" Ewery month

(" When size 1s greater than 2048 | KB

I Manage Directory
O Keep onlythe last[7 [fles
* Telete files older than |7" days

{1 B Dr. Watson H % id &

ESFRRFT , BAdwtsn32 , FHI“Dr. Watson(Dr. Watson)’'& A, HRESD T EEMEL
BLETXMH&ERFSR LD,



™ Dr. Watson for Windows 2000

2 x|

Log File Path:  |All UsershDocuments\Diiw/atzon Browse.
Crazh Dump: H:\Documentz and Settingshalll - Browse...
Wave s e
Murnber of [nstructions: 1o
Murmnber af Errars Ta Save: [10
— Options

¥ Diump Symbol T able

v Dump All Thread Contests

¥ Append To Existing Log File

™ Wisual Notilicatiur

™ Sound Notification

¥ Create Crazh Dump File
Application Errors Yiew Llear

al

fiebec_ugzewe cO000005 JS_AlazPropert[B0022743)
gxplorer.exe cO000005 Ordinal 9077 RA8C3C)
explorer.exe cO000005 <nosymbolz:[/11870EF)
explorer.exe cO000005 <nosymbolz: (/00 ERA5F)

| 2

Ok,

Cancel

Help

| Epackage.cab3#F

S.cabR{F4?

package.cab® —MNZipX# , BEBRIBRACSHIEFTEM B L EXH. TUEH
CSSupport.exe X T2 F 8|2 package.cab , B A LA F I INE 4,

{85 F1 CSSupport.exe3E F 12 Fr 8| B package.cab X £

MREEINFEWEFENACSHE ,

BELEF RN FRIREZEITCSSupport.exeX . £

DOS®H TR Windows &R & I 8FGUIMC:\program files\Cisco Secure ACS
v2.6\Utils>CSSupport.exeiz{TCSSupport.

#1TCSSupport.exe XAt , FERUATED,



CizcoSecure State Collector

CiscoSecure ACS

for Windows NT

Syztemn State Collector.

Mote that thiz program will tempaorarily suspend CizcoSecure ACS for NT zervices,

F|un "-.-'-.-"lzard (e Thiz option performs data collection and
............................ b

Set Log Levels Only Thiz option adjusts logging levels

MNewut > Cancel Help

EEtREF , EERDEEILEM

- B17A% , BISBEH —RIONMNTER : BERLZLSRBSUESSR  GRERENZSMRSIKES
 REEFERNZERBURESS El,.,\liﬁﬂﬁzfs'l B 2RSUWESE ( EFRIE ) S
. Set Log Level Only ( URE BERF ) , AFEBS a1 /LN S BRH B FICisco Secure
State Collector: HEIF AR E

MNFERRE , HFEEETRS LX%&#L‘(TIXI_HFEFE;B’J?FHO EYBRRER , B LEHY
wEAERRETR AR A KIERE R, #HITEERE , REEHT—F

BTES
LAT i BR 0] 52 AR IZ 1T 0] S it BUE 15 2o
1. BERRERBWHEDR : FERERRAFEEENLGN BESN , RINER T RLERFA R,

MREANEBEEAPSEABEEL | )”Uﬁ?x“ﬁﬁlﬂﬁlﬁ}?” MREIEHBE , EEEF
“Previous Logs” &M, STR/EEE T —



CiscoSecure State Collector: Information Select

Ciseo SYsTEMs  CiscoSecure 2 4 has been detected.

— T he followng mformation wall be collected

| Uzer [}E ¥ Tacacs Packet Dlump

W CSNT Regsty M Radius Packet Dump
¥ Dr'Watson ¥ CSLog Packet Dump

—Semice Log Fles
W CSAuth W CSRadiuz ™ CSTacacs
[v CSAdmin v C5log ¥ CSMon

[ Previous Loos:

—Accounting Log Files
[ TACACS+ Accounting I TACACS+ Admin
¥ Aadius Accounting ™ Failed Attempts

[~ Previous Logs:

< Hack Mext » I Cancel Help

2. BRReRABWERE | RERBEERE Fpackage.cabiI AR B . ERIAERC:\Program
Files\Cisco Secure ACS v.26\Utils\Support, MIRFTE , JUAE S E. FRIEE TDr.
Watsonf IEF{L B, 1Z{TCSSupport EEZHFELERS. NRBEEEFLHBSHERZS

RS , FRE T —HHRE,



Cis"oSecure State Collector: Installation Select

Cisco SysTems

D:%Pragram Files\CizcaSecure ACS w2 B\Jtils\Suppart

CoAWANMT hdnatzn32. log |

3. BN RERAWES | AFFARE LR T2 M AR F AR B A PTE RS 1Y R AR BIRYE
» TEDiagnostic Packet Capture#z@ T , BRIFBZREFEZITHARTEFETACACS+IHRADIUS,
1%£3#%Keep CSLog Packet Captureit i, TG , B T—&F". X : MREFEHFT/LRHNAE
=, MMARESBRIF R E—NEFEIUEFED , AR REZREHN XK.



CiscoSecure State Collector: Log Yerbosity

r:““ SYSTEMS (" Leave logging levels at cument settings

. O BettoFacton Defaul

(+ Set Diagnostic Log Vesbosity to maximum level for
all zervices

- Diagnostic Packet Capture

TACACS+ Packet Capture s Hadiuz Packet Capture 12
currently switched on cumently switched on

v Keep TACACS+ Packet Capture I~ Keep Radius Packet Capture

~Log Server Packet Capturs

CS5Log Packet Capture | P e L A e e et b L
switgﬁedaucn St cuenib ¥ ¥eep CSlog Packet Capture

£ Hack Mext » Cancel Help

4. BRIRERBUERCNEINES , BHABREN , RSFEL , RAREFHBED.
CSSupport®E Z L P i F BEIRENVFT B AT X . FH RN ZE /D, SEBELEODNE
HE%%&#E%&E%’JO $EE Next ( -F_i ) é%ég;o



CizcoSecure State Collector

Cisco SvsTems WABNING: When you press ‘Nest' on this screen, the
services will be temporanly stopped and then restarted. |f
you da not wish to proceed, please press 'Cancel now,

< Hack _ Next » j Cancel HElD

R =F)
RS E , AIEEEMN L E K Fpackage.cab, # dFinish , #&#package.cab3X R4, ¥l % F
& A package.cabfEEMIE , HNEEHENI TUREZMEN B . EHEHFRISREH
, AR X TR M AT BERTE R,

g B B F R 5l

MRELUANETERSWER , HERFERBAFEFKEH , WA BERRIRE B SR 5" £ 5Bk
ERMEZEREBWES : Log Verbosity( B EFMAM)RT , HUIREY MEEAHR, 2HT—F
Ta, FEERINEE . RAEBREG T UFLERS. REXHAEHRB RS

FZh W Epackage.cab3X ¥

LA RémiEFpackage.cabF I X4 B KR, MNERCSSupport LA IEEZ 1T , BAILAEAWindows®
REERNEXL X H,

Regi stry (ACS.regQ)

Failed Attenpts File
(C\programfiles\Cisco Secure acs v2.6\Logs\Failed Attenpts active.csv)

TACACS+ Accounti ng
(C\programfil es\Ci sco Secure acs v2.6\Logs\ TACACS+ Accounti ng\
TACACS+ Accounting active.csv)

RADI US Accounti ng
(C\programfiles\Ci sco Secure acs v2.6\Logs\ RADI US Accounti ng\



RADI US Accounting active. csv)

TACACS+ Admi ni stration

(C\programfiles\Ci sco Secure acs v2.6\Logs\ TACACS+ Admi ni stration\
TACACS+ Admi ni stration active.csv)

Auth | og
(C\programfiles\Ci sco Secure acs v2. 6\ CSAut h\ Logs\ aut h. | og)

RDS | og
(C\programfiles\Ci sco Secure acs v2. 6\ CSRadi us\ Logs\ RDS. | 0g)

TCS | og
(C\programfiles\Ci sco Secure acs v2.6\CSTacacs\Logs\ TCS. | og)

ADW | og
(C\programfil es\Ci sco Secure acs v2. 6\ CSAdni n\ Logs\ ADM N. | 0Q)

Csl og | og
(C\programfiles\Ci sco Secure acs v2.6\CSLog\ Logs\csl og. | og)

Csnon | og
(C\programfil es\Ci sco Secure acs v2.6\ CSMn\ Logs\ csnon. | og)

Dr WAt son
(drwtsn32.10g) See section 3 for further details

FKRECisco Secure for Windows NT AAAIRRE R

IR BERR I BERT , Windows NT CSRadius. CSTacacsFICSAuthfRE AlsE2Em S ITERX TIE1T.

X : IR {E{ACisco Secure for Windows NTIRSE S THER TE1T , MGUIE B ZER,

EIRHICSRadius., CSTacacszCSAuthi@i® 58 , iEFIFFDOSE O HFWindows/E MK R FELE )+
Elﬁlgﬂgﬁ:gOOo

StCSRadiusfEALL T H

c:\programfil es\ciscosecure acs v2.1\csradi us>net stop csradius

c:\programfiles\ciscosecure acs v2.1\csradi us>csradius -d -p -z

XfCSTacacsfERA TaHT :

c:\programfil es\ciscosecure acs v2.1\cstacacs>net stop cstacacs

c:\programfil es\ciscosecure acs v2.1\cstacacs>cstacacs -e -z

FKENCisco Secure for Windows NT AAAE i85 E L

EHERE Sl E B FERT , Windows NT CSAuthBRE aJ g2 E R S TER TET.

FEE . MR F{TICisco Secure for Windows NTIREEGRSITERTIZET , MGUIFEZR,



EIRWMCSAuthE #iFHESR , B FFDOSE A HFFWindows/® Y R H &+ X & E I E 5300,
ERRS 2R B iR ARS 2R EXNCSAuthEALL T & ¢

c:\program fil es\ciscosecure acs v2.6\csaut h>net stop csauth

c:\programfil es\ciscosecure acs v2.1\csaut h>csauth -p -z

BN EAGTRRIFTED , Fit ASBASE\csauth\logs\auth.log X #

BEENE A 5 4 WiE

AR EARIETESSSITRE(CL)FH TR, RADIUSH LAE A radtest’Ulix , TACACS+TLAfE
Htactest’Nik, WRBERFAREREANFAEE , HHEXCisco Secure ACS Windows | ZE =,
RERBELZE , M NiLIEEE B, radtestftactestBE{Z FIBASE\utiisB FH ., UTEF NN
# R~

{5 Fi RadtestBI 4 i\ RADIUS A = & 1 e ilF

SERVER TEST PROGRAM

.Set Radius |IP, secret & tineout
. Aut henti cat e user

.Authenticate fromfile

. Aut henticate with CHAP

. Aut henticate wi th MSCHAP
.Replay log files

.Drive authentication and accounting fromfile
. Accounting start for user

. Accounting stop for user

. Ext ended Setup

. Cust orer Packet Buil der

CExit

CPPPO®NOTREWDE

Defaults server:172.18.124. 99 secret:secret_val ue tinmeout:2000nSec
aut h: 1645 acct: 1646 port: 999 cli: 999

Choi ce>2

User nane><>abcde

User pasword><>abcde

a i ><999>

NAS port id><999>

St at e><>

User abcde authenticated

Request from host 172.18.124.99: 1645 code=2, id=0, |ength=44 on port 1645
[080] Signature value: A6 10 00 96 6F C2 AB 78 B6 9F CA D9 01 E3 D7 C6
[008] Franed-I|P-Address value: 10.1.1.5

Hit Return to continue

fE A TactestB L& X TACACS+HF & B HIF




tactest -H 127.0.0.1 -k secret
TACACS>
Conmands avai | abl e:
aut hen action type service port renote [user]
action <l ogin, sendpass, sendaut h>
t ype <asci i, pap, chap, nschap, ar ap>
servi ce <l ogin, enabl e, ppp, ar ap, pt, rcnd, x25>
aut hor argl=val uel arg2=val ue2 ...
acct argl=val uel arg2=value2 ...
TACACS> authen login ascii login tty0 abcde
User nane: abcde
Password: abcde
Aut henti cati on succeeded :
TACACS>

FEWindows 2000/NTHIEEHENFER

R & 7 U4 4552 ZlWindows 2000/NTIE.L K |, A lBEN # A BF>EE I E>HAFEEE,
RHE>TFERITFAWindowsFREIR, #IEFEEIRSEHEERI REMARIIAK, KM=
it BER R KA T BIFF RHE R E o

NT/ 2000 aut hentication FAILED (error 1300L)
1X £E 55 2 7] £ Microsoft ™ ¥k B Windows 2000 Event & Error Messages#Error Codes in Windows
NT(Windows 20004 f1 48 i% 8 2 MWindows NTH K45 i%{K83) E B 1TRF 38,

1300L£E =B E W T AT R

Code Nane Description

1300L ERROR_NOT_ALL_ASSI GNED I ndicates not all privileges
referenced are assigned to the
caller. This allows, for
exanple, all privileges to be
di sabl ed w thout having to
know exactly which privil eges
are assi gned.

Examples

RADIUS B #f & {3 3 iF

F:\ Program Fi | es\ G sco Secure ACS v2.6\CSRadi us>csradius -p -z
CSRadi us v2.6(2.4), Copyright 1997-1999, Cisco Systens Inc
Debug | oggi ng on

Commrand |ine node

SERVI CE STARTED

Version is 2.6(2.4)

Server variant is Default

10 auth threads, 20 acct threads

NTlib The | ocal conputer name is YOUR-PC
NTIib We are NOT a donmin controller

NTIib W are a nenber of the RTP-APPS donain


http://msdn2.microsoft.com/en-us/library/aa125719.aspx
http://msdn2.microsoft.com/en-us/library/aa125719.aspx
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q155011

NTlib An additional domain list is defined: \LOCAL, RTP-APPS, sonedomai n

W nsock initial sed ok

Created shared nmenory

Ext ensi onPoi nt: Base key is [ SOFTWARE\ Ci sco\ C scoAAAv2. 6\ CSRadi us\ Ext ensi onPoi nt
s]

Ext ensi onPoi nt: Entry [001] for supplier [GCisco Aironet] via dll [Aironet EAP.dII
]

Ext ensi onPoi nt: Looki ng for vendor associations for supplier [C sco Aironet]

Ext ensi onPoi nt: Found vendor association [RADIUS (Cisco Aironet)] for supplier [
Ci sco Aironet]

Ext ensi onPoi nt: Supplier [Cisco Aironet] is disabled, ignoring...

CSAuth interface initialised

About to retreive user profiles from CSAuth

Profile 0, Subset for vendor 1 - RADIUS (Cisco | OS/ PlX)

[ 026] Vendor - Specific vsa id: 9

[ 103] cisco-h323-return-code value: 01
Profile 0, Subset for vendor 8 - RADI US (Cisco Aironet)
[ 026] Vendor - Specific vsa id: 9

[ 103] cisco-h323-return-code value: 01

Starting auth/acct worker threads
RADI US Proxy: Proxy Cache successfully initialized.
Hit any key to stop

Di spatch thread ready on Radius Auth Port [1645]
Di spatch thread ready on Radius Auth Port [1812]
Di spatch thread ready on Radius Acct Port [1646]
Di spatch thread ready on Radius Acct Port [1813]
Request from host 172.18.124.154:1645 code=1, id=6, |ength=55 on port 1645

[001] User- Nane val ue: roy
[ 004] NAS- I P- Address val ue: 172.18.124.154
[002] User-Password value: BF 37 6D 76 76 22 55 88 83
AD 6F 03 2D FA 92 DO
[ 005] NAS- Port value: 5
Sendi ng response code 2, id 6 to 172.18.124.154 on port 1645
[ 008] Franed- | P- Address val ue: 255. 255. 255. 255

RADI US Proxy: Proxy Cache successfully cl osed.
Cal l'ing CMFi ni ()
CVFini () Conplete

SERVI CE STOPPED:

Server stats:

Aut henti cation packets : 1
Accept ed 1
Rej ect ed 0
Still in service 0

Accounti ng packets 0

Byt es sent : 26

Byt es received : 55

UDP send/recv errors 0

F:\ Program Fi |l es\ G sco Secure ACS v2.6\CSRadi us>

RADIUSHE R B {35 iF

F:\Program Fi |l es\ G sco Secure ACS v2.6\CSRadi us>

F:\Program Fi |l es\ G sco Secure ACS v2.6\CSRadi us>csradius -p -z
CSRadi us v2.6(2.4), Copyright 1997-1999, Cisco Systens Inc
Debug | oggi ng on

Comrand |ine node

SERVI CE STARTED
Version is 2.6(2.4)



Server variant is Default

10 auth threads, 20 acct threads

NTlib The | ocal conputer name is YOUR-PC
NTIib W are NOT a donmmin controller

NTIib W are a nmenber of the RTP-APPS donain
NTIib An additional domain list is defined:

\ LOCAL, RTP- APPS, sonedomnai n

W nsock initialsed ok
Created shared nmenory
Ext ensi onPoi nt :
s]
Ext ensi onPoi nt :
]
Ext ensi onPoi nt :
Ext ensi onPoi nt :
Ci sco Aironet]
Ext ensi onPoi nt: Supplier
CSAuth interface initialised
About to retreive user
Profile 0, Subset for vendor
[ 026] Vendor - Specific

1 -

[ 103] cisco-h323-return-code

Profile 0, Subset for vendor 8 -

[ 026] Vendor - Specific

[ 103] cisco-h323-return-code
Starting auth/acct worker threads

Entry [001] for supplier

Looki ng for vendor associations for supplier
Found vendor association [RADIUS (Ci sco Aironet)] for supplier [

[Cisco Aironet]

Base key is [ SOFTWARE\ G sco\ G scoAAAv2. 6\ CSRadi us\ Ext ensi onPoi nt

[Cisco Aironet] via dll [Aironet EAP. dl |

[Cisco Aironet]

i s disabled, ignoring...

profiles from CSAuth

RADI US (Cisco | OS/ Pl X)
vsa id: 9
val ue: 01
RADI US (Cisco Aironet)
vsa id: 9
val ue: 01

RADI US Proxy: Proxy Cache successfully initialized.

Hit any key to stop
Di spatch thread ready on Radi us
Di spatch thread ready on Radi us
Di spatch thread ready on Radi us
Di spatch thread ready on Radi us
Request from host 172.18.124. 154:

[001] User- Nane

[ 004] NAS- I P- Address

[002] User-Password
AC 40 75 B3 3A BO AB

[005] NAS- Port
User:roy - Password supplied for
Sendi ng response code 3, id 7 to

Request from host
[001] User- Nane
[ 004] NAS- I P- Address
[002] User-Password
0A C7 75 66 DC 48 27
[005] NAS- Port
User:roy - Password supplied for
Sendi ng response code 3, id 8 to
Request from host
[001] User- Nane
[ 004] NAS- I P- Address
[002] User-Password
7D 09 D2 A5 8E 65 A5
[005] NAS- Port
User:roy - Password supplied for
Sendi ng response code 3, id 9 to
Request from host
[001] User- Nane
[ 004] NAS- I P- Address
[002] User-Password
87 8B 7F 8A 29 60 9E
[005] NAS- Port

172.18. 124. 154:

172.18. 124. 154:

172.18. 124. 154:

Auth Port [1645]
Auth Port [1812]
Acct Port [1646]
Acct Port [1813]
1645 code=1, id=7, |ength=55 on port 1645
val ue: roy
val ue: 172.18.124. 154
value: 47 A3 BE 59 E3 46 72 40 B3
value: 5
user was not valid
172.18.124. 154 on port 1645
1645 code=1, id=8, |ength=55 on port 1645
val ue: roy
val ue: 172.18.124. 154
value: FE AF C0 D1 4D FD 3F 89 BA
value: 5
user was not valid
172.18.124. 154 on port 1645
1645 code=1, id=9, |ength=55 on port 1645
val ue: roy
val ue: 172.18.124. 154
value: 79 1A 92 14 D6 5D A5 3E D6
value: 5
user was not valid
172.18.124. 154 on port 1645
1645 code=1, id=10, |ength=55 on port 1645
val ue: roy
val ue: 172.18.124.154
value: 90 4C 6D 39 66 D1 1C B4 F7
value: 5

User:roy - Password supplied for user was not valid

Sendi ng response code 3,

id 10 to 172.18.124.154 on port 1645



RADI US Proxy: Proxy Cache successfully cl osed.
Cal ling CMFini ()
CVFini () Complete

SERVI CE STOPPED

Server stats:

Aut henti cati on packets : 4
Accept ed 0
Rejected : 4
Still in service 0

Accounti ng packets 0

Byt es sent : 128

Byt es received : 220

UDP send/recv errors 0

F:\ Program Fi |l es\ G sco Secure ACS v2.6\CSRadi us>

TACACS+RBIF & {1 iF

F:\Program Fi |l es\ Ci sco Secure ACS v2.6\CSTacacs>cstacacs -e -z
CSTacacs v2.6(2.4), Copyright 1997-1999, Cisco Systens Inc
CSTacacs server starting
Base directory is F:\Program Fil es\ G sco Secure ACS v2.6\CSTacacs

Log directory is F:\Program Files\C sco Secure ACS v2.6\CSTacacs\ Logs
CSTacacs version is 2.6(2.4)

Runni ng as consol e application

Doing Stats

***% Registry Setup ****
Si ngl e TCP connecti on operation enabl ed
Base Proxy enabl ed.

R S R R SRRk S Sk O S R R

TACACS+ server started
Ht any key to stop

Created new session f3f130 (count 1)

Al'l sessions busy, waiting

Thread 0 waiting for work

Thread 0 al | ocated work

Waiting for packet Read AUTHEN START si ze=38

Packet from NASH*****xxxx%x%

CONNECTI ON: NAS 520b Socket 2d4

PACKET: version 192 (0xc0Q), type 1, seq no 1, flags 1
session_id 1381473548 (0x52579d0c), Data length 26 (0xla)
End header

Packet body hex dunp:

01 01 01 01 03 01 Oe 00 72 6f 79 30 31 37 32 2e 31 38 2e 31 32 34 2e 31 35 34
t ype=AUTHEN START, priv_Ivl =1

action = login

aut hen_t ype=asci

service=login

user _len=3 port_len=1 (0x1), rem.addr_I|en=14 (0xe)

data_| en=0

User: roy

port: O

remaddr: 172.18.124. 154End packet ***x***x%%x

Created new Single Connection session numO (count 1/1)
Al'l sessions busy, waiting



Al'l sessions busy, waiting

Li stening for packet.Single Connect thread O waiting for work

Si ngl e Connect thread O allocated work

thread 0 sock: 2d4 session_id 0x52579d0c seq no 1 AUTHEN: START | ogin ascii |ogin
roy 0 172.18.124. 154

Aut hen Start request

Aut hen Start request

Calling authentication function

Witing AUTHEN GETPASS size=28

Packet from CSTH****xxxx%%*

CONNECTI ON:  NAS 520b Socket 2d4

PACKET: version 192 (0xc0O), type 1, seq no 2, flags 1
session_id 1381473548 (0x52579d0c), Data length 16 (0x10)
End header

Packet body hex dunp:

05 01 00 Oa 00 00 50 61 73 73 77 6f 72 64 3a 20

t ype=AUTHEN st at us=5 ( AUTHEN GETPASS) fl ags=0x1

nmsg_| en=10, data_l en=0

nmsg: Password:

dat a:

End packet***********

Read AUTHEN CONT si ze=22

Packet fromNA***********

CONNECTI ON: NAS 520b Socket 2d4

PACKET: version 192 (0xc0O), type 1, seq no 3, flags 1
session_id 1381473548 (0x52579d0c), Data | ength 10 (0Oxa)
End header

Packet body hex dunp:

00 05 00 00 00 63 69 73 63 6f

t ype=AUTHEN CONT

user_msg_len 5 (0x5), user_data_len 0 (0x0) flags=0x0
User msg: cisco

User data: End packet ****x**xx%x

Listening for packet.login query for 'roy' 0 from 520b accepted
Witing AUTHEN SUCCEED size=18

Packet from CSTH*****xxx%%*

CONNECTI ON:  NAS 520b Socket 2d4

PACKET: version 192 (0xc0O), type 1, seq no 4, flags 1
session_id 1381473548 (0x52579d0c), Data length 6 (0x6)
End header

Packet body hex dunp:

01 00 00 00 00 0O

t ype=AUTHEN st at us=1 ( AUTHEN SUCCEED) fl ags=0x0
nmsg_| en=0, data_l en=0

neg:

dat a:

End packet***********

Singl e Connect thread 0 waiting for work

520b: fd 724 eof (connection closed)

Thread 0 waiting for work

Rel ease Host Cache

Cl ose Proxy Cache

Cal l'ing CMFi ni ()

CVFini () Conplete

Cl osi ng Password Agi ng

Cl osi ng Fini shed

F:\Program Fi |l es\ G sco Secure ACS v2.6\CSTacacs>

TACACS+&iZ S RWIF (B4 )




F:\ Program Fi |l es\ G sco Secure ACS v2.6\CSTacacs>

F:\Program Fi |l es\ G sco Secure ACS v2.6\CSTacacs>cstacacs -e -z
CSTacacs v2.6(2.4), Copyright 1997-1999, Cisco Systens Inc
CSTacacs server starting
Base directory is F:\Program Fil es\ G sco Secure ACS v2.6\CSTacacs

Log directory is F:\Program Files\C sco Secure ACS v2. 6\ CSTacacs\ Logs
CSTacacs version is 2.6(2.4)

Runni ng as consol e application.

Doing Stats

**** Registry Setup ****
Singl e TCP connecti on operation enabl ed

Base Proxy enabl ed.
EIE R R I T R S

TACACS+ server started
Ht any key to stop

Created new session f3f130 (count 1)

Al'l sessions busy, waiting

Thread 0 waiting for work

Thread 0 al | ocated work

Waiting for packet Read AUTHEN START size=38

Packet from NASH****xxxx%x%

CONNECTI ON:  NAS 520b Socket 2d4

PACKET: version 192 (0xc0O), type 1, seq no 3, flags 1
session_id 714756899 (0x2a9a5323), Data length 11 (0xb)
End header

Packet body hex dunp:

00 06 00 00 00 63 69 73 63 6f 31

t ype=AUTHEN CONT

user_msg_len 6 (0x6), user_data_len 0 (0x0) flags=0x0
User nsg: ciscol

User data: End packet ****x**xxskx

Listening for packet.login query for 'roy' 0 from 520b rejected
Witing AUTHEN FAIL size=18

Rel ease Host Cache

Cl ose Proxy Cache

Cal l'ing CMFi ni ()
CVFini () Conplete

Cl osi ng Password Agi ng
Cl osi ng Fini shed

F:\Program Fi |l es\ G sco Secure ACS v2.6\CSTacacs>
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