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FEREEHEREE. BIFRADIUSARS BT iA1h R ( tnRARSS 8514 KR BL & Cisco Secure ACS , I AJ
BERIERE ) , AP RigEfE A “username john password doe” #1TiE#E, ARRHIMRIZAH 5 4 KIE
(RFE , NF ) BELAET,

Cisco 3600 JRHHE8




Current configuration : 1729 bytes

!

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname moss

!

boot-start-marker

boot-end-marker

!

enable password cisco

!

username john password 0 doe

aaa new-model
1

aaa authentication ppp default group radius local

aaa authentication login default local

!--- In order to set authentication, authorization,

and

accounting (AAA) authentication !--- at login, use the

aaa authentication login command in global !---
configuration mode as shown above.

aaa authorization network default group radius if-
authenticated

aaa session-id common

ip subnet-zero

!

ip audit notify log

ip audit po max-events 100

vpdn enable

!

vpdn-group 1

!--- Default PPTP VPDN group. accept-dialin
protocol pptp

virtual-template 1

!

no ftp-server write-enable

!

no voice hpi capture buffer

no voice hpi capture destination

!

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0
half-duplex

!

interface Ethernet0/1

ip address 10.66.79.99 255.255.255.224
half-duplex

!

interface Virtual-Templatel

ip unnumbered Ethernet0/1

peer default ip address pool testpool
ppp authentication ms-chap

1

ip local pool testpool 192.168.1.1 192.168.1.254
ip http server

no ip http secure-server

ip classless




ip route 0.0.0.0 0.0.0.0 10.66.79.97

1

radius-server host 10.66.79.120 auth-port 1645 acct-port
1646

radius-server retransmit 3

radius-server key cisco
!

line con 0

line aux 0

line vty 0 4

password cisco
1

end

RADIUS B 528 BB Th &k

HFEMRADIUSHRS 22 AT ART ﬂﬁﬁﬂ%ﬁﬁ‘ﬁl‘ﬁtﬂ?ﬁﬂTAﬁi‘iEﬁﬁﬁRADIUSHﬁﬂﬁﬁo B R 2R fF
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ARS5 270

EEEFRNRESHRIE, BRRAMIZKAAA)SHRIEE  FELBEEEN FEHaaa

authentication login# <3 -
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5. 2 tHUser Setup , AMNEB AR EIE , AR5 E EHSubmit,

Cizco Svsvems User SE‘I_“I]
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interface virtual-template 1
(config-if) #ppp encrypt mppe 40|128|auto passive|required|stateful

HTARARRNE SR BRI (BHRFENAFENED ) BEER , RUPCEREELER, I
, BRI T UK ER AR TEM

ppp encrypt mppe auto

BRSEREY B82S P it 50

MREEHAFDESSEIPHEU , EFEACS User Setup ( ACSHFIRE ) HikZEAssign static IP
Address ( 2 E#SIPHLL ) HEEIPibit,

5 [|) 3 = % b0 B A 55 B8

ATEREPPTPRHFERA A EEIRMAREANGRNAR , S ERAR LBEETRSIR. H
W, MBRREATRS

access-list 101 permit ip any host 10.1.1.2 log

EACS % EFilter-Id(attribute 11) 3 EEAE A3 A101,PPTP A &= A5 [10.1.1.2% 4 | BFEEH |
HibFEH., L&% Hshow ip interface virtual-access x@n 5 At , H A xR BB Mshow userdn ©

ENHF , HRINKRNETHENA :

Inbound access list is 101

Abnidik
SR ER A TS RMAEIR :

aaa accounting network default start-stop radius

Cisco Secure ACSHMIEHKIERE R T HAT R -

Date, Time, User-Name, Group-Name, Calling-Station-Id,
Acct-Status-Type, Acct-Session-Id,Acct-Session-Time,
Service-Type, Framed-Protocol,Acct-Input-Octets,
Acct-Output-Octets, Acct-Input-Packets, Acct-Output-Packets,
Framed-IP-Address,NAS-Port,NAS-IP-Address
09/28/2003,20:58:37,georgia,Default Group,,Start,00000005,,
Framed, PPP, ,,,,, 5,10.66.79.99
09/28/2000,21:00:38,georgia,Default Group,,Stop,00000005,121,
Framed, PPP,3696,1562,49,

38,192.168.1.1,5,10.66.79.99

AR ROFEHFMBRAFLUATEREN, SSERAHPHRITHEILERHFRE.



Split Tunneling

HPCLEAPPTPRRERT , PPTPISHSIZEMNEEL 2N EIAES , Kt 4 K XInternetif #
o RATERILRBE  BRIZEAZAZIBHIMER10.1.1.X , BHETHAIE X (batch.bat) K&k
Microsoftig B A BRERIABE HE H EMM R RN H(XFEENPPTPEFim o BeIPHbuE ; 4540

, 192.168.1.1):

route delete 0.0.0.0
route add 0.0.0.0 mask 0.0.0.0 10.66.79.33 metric 1
route add 10.1.1.0 mask 255.255.255.0 192.168.1.1 metric 1

LN
RS RENE B TR LR ULNRBRE T ERET.

oM EERER (XEEMAS ) (OIT) XIFEL show @i H. A OIT AIEEX show S %
HE D,

- show vpdn session — & REXE LT AR S ML (VPDN)F &3 5245 # & (L2F) i BEiE R E
BEFRRFFNE R,

moss#show vpdn session
%No active L2TP tunnels
%No active L2F tunnels

PPTP Session Information Total tunnels 1 sessions 1

LocID RemID TunID Intf Username State Last Chg Unig ID
7 32768 7 Vi3 georgia estabd 00:00:25 6
moss#show vpdn

%No active L2TP tunnels

%No active L2F tunnels

PPTP Tunnel and Session Information Total tunnels 1 sessions 1

LocID Remote Name State Remote Address Port Sessions VPDN Group
7 estabd 10.66.79.60 3454 1 1
LocID RemID TunID Intf Username State Last Chg Unig ID

32768 7 Vi3 georgia estabd 00:00:51 6

P B R

RE RENE BT A THEERTHRED R,
1. PCIEEN® , ERHB[FEENR. PCAFEE !

The remote computer does not support the required data encryption type.

2. PCHIBE HER#IEENF , ERADIUSIRES R R EE N A T AEMPPER] ( XERABEE R
AW|HE26) . PCAFED :

The remote computer does not support the required
data encryption type.

3. MHSREENR (X%, ) , BPCFAWF (FARWF ). PCAFED :

The specified port is not connected.

4. APRANAFPERBBTER. PCAFREE

Access was denied because the username and/or
password was invalid on the domain.


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

BHBAEHE T XX ATEREN , EFRTRENMBL RO, SSERHEHPHRTHSIT
48 REYFRE

Sep 28 21:34:16.299: RADIUS: Received from id 21645/13 10.66.79.120:1645,
Access-Reject, len 54

Sep 28 21:34:16.299: RADIUS: authenticator 37 BA 2B 4F 23 02 44 4D - D4
A0 41 3B 61 2D 5E 0C

Sep 28 21:34:16.299: RADIUS: Vendor, Microsoft [26] 22

Sep 28 21:34:16.299: RADIUS: MS-CHAP-ERROR [2] 16

Sep 28 21:34:16.299: RADIUS: 01 45 3D 36 39 31 20 52 3D 30 20 56 3D
[?E=691 R=0 V=]

Sep 28 21:34:16.299: RADIUS: Reply-Message [18] 12

Sep 28 21:34:16.299: RADIUS: 52 65 6A 65 63 74 65 64 0A 0D

[Rejected??]

5. RADIUSHRSS 8R L £ BfE. PCAFEE :

Access was denied because the username and/or password
was invalid on the domain.

BHBAEHE T XX ATEREN , EFRTRNMBL RO, SJERHEHPHRTHSLT
4B REYFRE

Sep 28 21:46:56.135: RADIUS: Retransmit to (10.66.79.120:1645,1646)
for id 21645/43

Sep 28 21:47:01.135: RADIUS: Retransmit to (10.66.79.120:1645,1646)
for id 21645/43

Sep 28 21:47:06.135: RADIUS: Retransmit to (10.66.79.120:1645,1646)
for id 21645/43

Sep 28 21:47:11.135: RADIUS: No response from (10.66.79.120:1645,1646)
for id 21645/43

Sep 28 21:47:11.135: RADIUS/DECODE: parse response no app start; FAIL
Sep 28 21:47:11.135: RADIUS/DECODE: parse response; FAIL

B BR T

HTRHERERF ((RIMA, ) (OIT) XFELE show &%, EA OIT JEEX show BT
B 24

EXE . E£FEAdebugis B2 8l . ESRABXDebugi THEEFE L,

MEBERTEE , &/ Hdebugin S 2IE :

- debug aaa authentication — & REXAAA/TACACS+E BRIV E ..

. debug aaa authorization - £ RHx AAA/TACACS+ BRHNEL.

- debug ppp negotiation — /R4 PPP BFziRAE & MK PPP BiEE , £10/3 3h R ih &
PPP i&11,

- debug ppp authentication — & R E G RIEMICEE. | SIECHAPHKE D RIRMZDE & B RIEDH
W (PAP) XX,
- debug radius - £ "5 RADIUS XBXH ¥4 iBiAE L.

MESHRIEER , EMPPEINRFERA , EFEAUTHS :

. debug ppp mppe packet — & RFTE & A F{& HMPPER £,

- debug ppp mppe event — & RKXEBEMPPE X £ X ¥,

- debug ppp mppe detailed — & RiFMAHIMPPEE E.

- debug vpdn I12x-packets — & G X L2F IR K AR BB B

- debug vpdn events — E REXREERBEEIRXANEFHNEHIER,

- debug vpdn errors — & /RPEIEE VFRER IS S B E B U BRE X AN IR,

. debug vpdn packets — & RRIRWBNMIMUBIES, LEMARELFERERHER , HAR


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

R AU T a5l

. clear interface virtual-access x — < 118 ERZE M B3 E NPT A &1F,

BEANEERENEIENBHRANBE LERALS T,

B IF R A i R Bl
WiBRERRFCHN BESH :

moss#show debug

ITEFEHEER -

SCCRQ =7T a2 HiE#ZEFR — HEMRBFIT9H10 = 0001
SCCRP =JT a2 HliE N &
OCRQ =%\ & FFIY 15>

OCRP =2 1F 0L 57
AR ATERER , BRHRITERMEBIL RS, SSERH HFHRITHSLLERNFRE.

General O0S:

AAA Authentication debugging is on

AAA Authorization debugging is on

PPP:

PPP protocol negotiation debugging is on

Radius protocol debugging is on

Radius packet protocol debugging is on

VPN:

L2X control packets debugging is on

Sep 28 21:53:22.403:

Tnl 23 PPTP:

I 009C00011A2B3C4D0001000001000000000000010000. ..

Sep 28 21:53:22.403: Tnl 23 PPTP: I SCCRQ

Sep 28 21:53:22.403: Tnl 23 PPTP: protocol version 100

Sep 28 21:53:22.403: Tnl 23 PPTP: framing caps 1

Sep 28 21:53:22.403: Tnl 23 PPTP: bearer caps 1

Sep 28 21:53:22.403: Tnl 23 PPTP: max channels 0

Sep 28 21:53:22.403: Tnl 23 PPTP: firmware rev 893

Sep 28 21:53:22.403: Tnl 23 PPTP: hostname ""

Sep 28 21:53:22.403: Tnl 23 PPTP: vendor "Microsoft Windows NT"
Sep 28 21:53:22.403: Tnl 23 PPTP: O SCCRP

Sep 28 21:53:22.407: Tnl 23 PPTP: T
00A800011A2B3C4D0007000080007COE0000012CO5F5. . .

Sep 28 21:53:22.407: Tnl 23 PPTP: CC I OCRQ

Sep 28 21:53:22.407: Tnl 23 PPTP: call id 32768

Sep 28 21:53:22.411: Tnl 23 PPTP: serial num 31758

Sep 28 21:53:22.411: Tnl 23 PPTP: min bps 300

Sep 28 21:53:22.411: Tnl 23 PPTP: max bps 100000000

Sep 28 21:53:22.411: Tnl 23 PPTP: bearer type 3

Sep 28 21:53:22.411: Tnl 23 PPTP: framing type 3

Sep 28 21:53:22.411: Tnl 23 PPTP: recv win size 64

Sep 28 21:53:22.411: Tnl 23 PPTP: ppd 0

Sep 28 21:53:22.411: Tnl 23 PPTP: phone num len O

Sep 28 21:53:22.411: Tnl 23 PPTP: phone num ""

Sep 28 21:53:22.411: AAA/BIND(0000001C): Bind i/f Virtual-Templatel
Sep 28 21:53:22.415: Tnl/Sn 23/23 PPTP: CC O OCRP

Sep 28 21:53:22.415: ppp27 PPP: Using vpn set call direction
Sep 28 21:53:22.415: ppp27 PPP: Treating connection as a callin
Sep 28 21:53:22.415: ppp27 PPP: Phase is ESTABLISHING, Passive Open
Sep 28 21:53:22.415: ppp27 LCP: State is Listen

Sep 28 21:53:22.459: Tnl 23 PPTP: I

001800011A2B3C4D000F000000170000FFFFFFFFFFFFFFFF
Tnl/Sn 23/23 PPTP: CC I SLI

Sep 28 21:53:22.459:



Sep 28 21:53:22.459: ppp27 LCP: I CONFREQ [Listen] id 0 len 44

Sep 28 21:53:22.459: ppp27 LCP: MagicNumber 0x377413E2 (0x0506377413E2)
Sep 28 21:53:22.459: ppp27 LCP: PFC (0x0702)

Sep 28 21:53:22.459: ppp27 LCP: ACFC (0x0802)

Sep 28 21:53:22.459: ppp27 LCP: Callback 6 (0x0D0306)

Sep 28 21:53:22.459: ppp27 LCP: MRRU 1614 (0x1104064E)

Sep 28 21:53:22.459: ppp27 LCP: EndpointDisc 1 Local

Sep 28 21:53:22.459: ppp27 LCP: (0x1317010D046656E8C7445895763667BB)
Sep 28 21:53:22.463: ppp27 LCP: (0x2D0E8100000016)

Sep 28 21:53:22.463: ppp27 LCP: O CONFREQ [Listen] id 1 len 15

Sep 28 21:53:22.463: ppp27 LCP: AuthProto MS-CHAP (0x0305C22380)

Sep 28 21:53:22.463: ppp27 LCP: MagicNumber 0xDOB06B2C (0x0506D0B06B2C)
Sep 28 21:53:22.463: ppp27 LCP: O CONFREJ [Listen] id 0 len 11

Sep 28 21:53:22.463: ppp27 LCP: Callback 6 (0x0D0306)

Sep 28 21:53:22.463: ppp27 LCP: MRRU 1614 (0x1104064E)

Sep 28 21:53:22.467: ppp27 LCP: I CONFACK [REQsent] id 1 len 15

Sep 28 21:53:22.467: ppp27 LCP: AuthProto MS-CHAP (0x0305C22380)

Sep 28 21:53:22.467: ppp27 LCP: MagicNumber 0xDOB06B2C (0x0506D0B06B2C)
Sep 28 21:53:22.467: ppp27 LCP: I CONFREQ [ACKrcvd] id 1 len 37

Sep 28 21:53:22.467: ppp27 LCP: MagicNumber 0x377413E2 (0x0506377413E2)
Sep 28 21:53:22.467: ppp27 LCP: PFC (0x0702)

Sep 28 21:53:22.467: ppp27 LCP: ACFC (0x0802)

Sep 28 21:53:22.471: ppp27 LCP: EndpointDisc 1 Local

Sep 28 21:53:22.471: ppp27 LCP: (0x1317010D046656E8C7445895763667BB)
Sep 28 21:53:22.471: ppp27 LCP: (0x2D0E8100000016)

Sep 28 21:53:22.471: ppp27 LCP: O CONFACK [ACKrcvd] id 1 len 37

Sep 28 21:53:22.471: ppp27 LCP: MagicNumber 0x377413E2 (0x0506377413E2)
Sep 28 21:53:22.471: ppp27 LCP: PFC (0x0702)

Sep 28 21:53:22.471: ppp27 LCP: ACFC (0x0802)

Sep 28 21:53:22.471: ppp27 LCP: EndpointDisc 1 Local

Sep 28 21:53:22.471: ppp27 LCP: (0x1317010D046656E8C7445895763667BB)
Sep 28 21:53:22.471: ppp27 LCP: (0x2D0E8100000016)

Sep 28 21:53:22.471: ppp27 LCP: State is Open

Sep 28 21:53:22.471: ppp27 PPP: Phase is AUTHENTICATING, by this end

Sep 28 21:53:22.475: ppp27 MS-CHAP: O CHALLENGE id 1 len 21 from "SV3-2 "
Sep 28 21:53:22.475: Tnl 23 PPTP: I
001800011A2B3C4D000OF000000170000FFFFFFFFFFFFFFFF

Sep 28 21:53:22.475: Tnl/Sn 23/23 PPTP: CC I SLI

Sep 28 21:53:22.479: ppp27 LCP: I IDENTIFY [Open] id 2 len

18 magic 0x377413E2 MSRASV5.00

Sep 28 21:53:22.479: ppp27 LCP: I IDENTIFY [Open] id 3 len

30 magic 0x377413E2 MSRAS-0-CSCOAPACD12364

Sep 28 21:53:22.479: ppp27 MS-CHAP: I RESPONSE id 1 len 61 from "georgia"
Sep 28 21:53:22.483: ppp27 PPP: Phase is FORWARDING, Attempting Forward
Sep 28 21:53:22.483: ppp27 PPP: Phase is AUTHENTICATING, Unauthenticated User
Sep 28 21:53:22.483: AAA/AUTHEN/PPP (0000001C): Pick method list 'default’
Sep 28 21:53:22.483: RADIUS: AAA Unsupported [152] 14

Sep 28 21:53:22.483: RADIUS: 55 6E 69 71 2D 53 65 73 73 2D 49 44
[Unig-Sess-ID]

Sep 28 21:53:22.483: RADIUS(0000001C): Storing nasport 27 in rad_db

Sep 28 21:53:22.483: RADIUS(0000001C): Config NAS IP: 0.0.0.0

Sep 28 21:53:22.483: RADIUS/ENCODE(0000001C): acct_session_id: 38

Sep 28 21:53:22.487: RADIUS(0000001C): sending

Sep 28 21:53:22.487: RADIUS/ENCODE: Best Local IP-Address 10.66.79.99

for Radius-Server 10.66.79.120

Sep 28 21:53:22.487: RADIUS(0000001C): Send Access-Request to
10.66.79.120:1645 id 21645/44, len 133

Sep 28 21:53:22.487: RADIUS: authenticator 15 8A 3B EE 03 24

0C FO - 00 00 00 00 00 00 00 0O

Sep 28 21:53:22.487: RADIUS: Framed-Protocol [7] 6 PPP

Sep 28 21:53:22.487: RADIUS: User-Name [1] 9 "georgia"
Sep 28 21:53:22.487: RADIUS: Vendor, Microsoft [26] 16

Sep 28 21:53:22.487: RADIUS: MSCHAP_Challenge [11] 10

Sep 28 21:53:22.487: RADIUS: 15 8A 3B EE 03 24 0C [??;??2$7]



Sep 28 21:53:22.487: RADIUS: Vendor, Microsoft [26] 58

Sep 28 21:53:22.487: RADIUS: MS-CHAP-Response [1] 52 *

Sep 28 21:53:22.487: RADIUS: NAS-Port-Type [61] 6 Virtual [5]
Sep 28 21:53:22.487: RADIUS: NAS-Port [5] 6 27

Sep 28 21:53:22.487: RADIUS: Service-Type [6] 6 Framed [2]
Sep 28 21:53:22.491: RADIUS: NAS-IP-Address [4] 6 10.66.79.99

Sep 28 21:53:22.515: RADIUS: Received from id 21645/44 10.66.79.120:1645,
Access-Accept, len 141

Sep 28 21:53:22.515: RADIUS: authenticator ED 3F 8A 08 2D A2 EB 4F - 78
3F 5D 80 58 7B B5 3E

Sep 28 21:53:22.515: RADIUS: Service-Type [6] 6 Framed [2]
Sep 28 21:53:22.515: RADIUS: Framed-Protocol [7] 6 PPP [1]
Sep 28 21:53:22.515: RADIUS: Filter-Id [11] 8

Sep 28 21:53:22.515: RADIUS: 31 30 31 2E 69 6E [101.in]
Sep 28 21:53:22.515: RADIUS: Vendor, Microsoft [26] 12

Sep 28 21:53:22.515: RADIUS: MS-MPPE-Enc-Policy [7] 6

Sep 28 21:53:22.515: RADIUS: 00 00 0O [?22?]

Sep 28 21:53:22.515: RADIUS: Vendor, Microsoft [26] 12

Sep 28 21:53:22.515: RADIUS: MS-MPPE-Enc-Type [8] 6

Sep 28 21:53:22.515: RADIUS: 00 00 00 [?22?]

Sep 28 21:53:22.515: RADIUS: Vendor, Microsoft [26] 40

Sep 28 21:53:22.515: RADIUS: MS-CHAP-MPPE-Keys [12] 34 *

Sep 28 21:53:22.519: RADIUS: Framed-IP-Address [8] 6 192.168.1.1
Sep 28 21:53:22.519: RADIUS: Class [25] 31

Sep 28 21:53:22.519: RADIUS:

43 49 53 43 4F 41 43 53 3A 30 30 30 30 30 30 36 [CISCOACS:0000006]

Sep 28 21:53:22.519: RADIUS:

33 2F 30 61 34 32 34 66 36 33 2F 32 37 [3/0a424£f63/27]

Sep 28 21:53:22.519: RADIUS(0000001C): Received from id 21645/44

Sep 28 21:53:22.523: ppp27 PPP/AAA: Check Attr: service-type

Sep 28 21:53:22.523: ppp27 PPP/AAA: Check Attr: Framed-Protocol

Sep 28 21:53:22.523: ppp27 PPP/AAA: Check Attr: inacl: Peruser

Sep 28 21:53:22.523: ppp27 PPP/AAA: Check Attr: MS-CHAP-MPPE-Keys

Sep 28 21:53:22.523: ppp27 PPP/AAA: Check Attr: addr

Sep 28 21:53:22.523: ppp27 PPP: Phase is FORWARDING, Attempting Forward
Sep 28 21:53:22.523: Vi3 PPP: Phase is DOWN, Setup

Sep 28 21:53:22.527: AAA/BIND(0000001C): Bind i/f Virtual-Access3

Sep 28 21:53:22.531: $LINK-3-UPDOWN: Interface Virtual-Access3,

changed state to up

Sep 28 21:53:22.531: Vi3 PPP: Phase is AUTHENTICATING, Authenticated User
Sep 28 21:53:22.531: Vi3 AAA/AUTHOR/LCP: Process Author

Sep 28 21:53:22.531: Vi3 AAA/AUTHOR/LCP: Process Attr: service-type

Sep 28 21:53:22.531: Vi3 MS-CHAP: O SUCCESS id 1 len 4

Sep 28 21:53:22.535: Vi3 PPP: Phase is UP

Sep 28 21:53:22.535: Vi3 AAA/AUTHOR/IPCP: FSM authorization not needed
Sep 28 21:53:22.535: Vi3 AAA/AUTHOR/FSM: We can start IPCP

Sep 28 21:53:22.535: Vi3 IPCP: O CONFREQ [Closed] id 1 len 10

Sep 28 21:53:22.535: Vi3 IPCP: Address 10.66.79.99 (0x03060A424F63)
Sep 28 21:53:22.535: Vi3 AAA/AUTHOR/CCP: FSM authorization not needed
Sep 28 21:53:22.535: Vi3 AAA/AUTHOR/FSM: We can start CCP

Sep 28 21:53:22.535: Vi3 CCP: O CONFREQ [Closed] id 1 len 10

Sep 28 21:53:22.535: Vi3 CCP: MS-PPC supported bits 0x01000060 (0x120601000060)
Sep 28 21:53:22.535: Vi3 PPP: Process pending packets

Sep 28 21:53:22.539: RADIUS(0000001C): Using existing nas_port 27

Sep 28 21:53:22.539: RADIUS(0000001C): Config NAS IP: 0.0.0.0

Sep 28 21:53:22.539: RADIUS(0000001C): sending

Sep 28 21:53:22.539: RADIUS/ENCODE: Best Local IP-Address

10.66.79.99 for Radius-Server 10.66.79.120

Sep 28 21:53:22.539: RADIUS(0000001C): Send Accounting-Request

to 10.66.79.120:1646 id 21645/45, len 147

Sep 28 21:53:22.539: RADIUS: authenticator 1A 76 20 95 95 F8

81 42 - 1F E8 E7 C1 8F 10 BA 94

Sep 28 21:53:22.539: RADIUS: Acct-Session-Id [44] 10 "00000026"
Sep 28 21:53:22.539: RADIUS: Tunnel-Server-Endpoi[67] 13 "10.66.79.99"



Sep 28 21:53:22.539:
Sep 28 21:53:22.543:
Sep 28 21:53:22.543:
Sep 28 21:53:22.543:
Sep 28 21:53:22.543:
Sep 28 21:53:22.543:
Sep 28 21:53:22.543:
Sep 28 21:53:22.543:
Sep 28 21:53:22.543:
Sep 28 21:53:22.543:

30 30 36 [CISCOACS:0000006]

Sep 28 21:53:22.543: RADIUS: 33 2F 30 61 34 32 34 66 36 33 2F 32 37
[3/0a424f63/27]

Sep 28 21:53:22.547: RADIUS: Service-Type [6] 6 Framed

Sep 28 21:53:22.547: RADIUS: NAS-IP-Address [4] 6 10.66.79.99

Sep 28 21:53:22.547: RADIUS: Acct-Delay-Time [41] 6 0

Sep 28 21:53:22.547: Vi3 CCP: I CONFREQ [REQsent] id 4 len 10

Sep 28 21:53:22.547: Vi3 CCP: MS-PPC supported bits 0x010000F1

(0x1206010000F1)

Sep 28 21:53:22.547: Vi3 CCP: O CONFNAK [REQsent] id 4 len 10

Sep 28 21:53:22.551: Vi3 CCP: MS-PPC supported bits 0x01000060

(0x120601000060)

Sep 28 21:53:22.551: Vi3 CCP: I CONFNAK [REQsent] id 1 len 10

Sep 28 21:53:22.551: Vi3 CCP: MS-PPC supported bits 0x01000040

(0x120601000040)

Sep 28 21:53:22.551: Vi3 CCP: O CONFREQ [REQsent] id 2 len 10

Sep 28 21:53:22.551: Vi3 CCP: MS-PPC supported bits 0x01000040

(0x120601000040)

Sep 28 21:53:22.551: Vi3 IPCP: I CONFREQ [REQsent] id 5 len 34

Sep 28 21:53:22.551: Vi3 IPCP: Address 0.0.0.0 (0x030600000000)

Sep 28 21:53:22.551: Vi3 IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)

Sep 28 21:53:22.551: Vi3 IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)

Sep 28 21:53:22.551: Vi3 IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)

Sep 28 21:53:22.551: Vi3 IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)

Sep 28 21:53:22.551: Vi3 AAA/AUTHOR/IPCP: Start. Her address 0.0.0.0,

we want 0.0.0.0

Sep 28 21:53:22.551: Vi3 AAA/AUTHOR/IPCP: Processing AV inacl

Sep 28 21:53:22.555: Vi3 AAA/AUTHOR/IPCP: Processing AV addr

Sep 28 21:53:22.555: Vi3 AAA/AUTHOR/IPCP: Authorization succeeded

Sep 28 21:53:22.555: Vi3 AAA/AUTHOR/IPCP: Done. Her address 0.0.0.0,

we want 192.168.1.1

Sep 28 21:53:22.555: Vi3 AAA/AUTHOR/IPCP: no author-info for primary dns

Sep 28 21:53:22.555: Vi3 AAA/AUTHOR/IPCP: no author-info for primary wins

Sep 28 21:53:22.555: Vi3 AAA/AUTHOR/IPCP: no author-info for seconday dns

Sep 28 21:53:22.555: Vi3 AAA/AUTHOR/IPCP: no author-info for seconday wins

Sep 28 21:53:22.555: Vi3 IPCP: O CONFREJ [REQsent] id 5 len 28

Sep 28 21:53:22.555: Vi3 IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)

Sep 28 21:53:22.555: Vi3 IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)

Sep 28 21:53:22.555: Vi3 IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)

Sep 28 21:53:22.555: Vi3 IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)

Sep 28 21:53:22.555: Vi3 IPCP: I CONFACK [REQsent] id 1 len 10

Sep 28 21:53:22.555: Vi3 IPCP: Address 10.66.79.99 (0x03060A424F63)

Sep 28 21:53:22.563: Vi3 CCP: I CONFREQ [REQsent] id 6 len 10

Sep 28 21:53:22.563: Vi3 CCP: MS-PPC supported bits 0x01000040

(0x120601000040)

Sep 28 21:53:22.563: Vi3 CCP: O CONFACK [REQsent] id 6 len 10

Sep 28 21:53:22.563: Vi3 CCP: MS-PPC supported bits 0x01000040

(0x120601000040)

Sep 28 21:53:22.567: Vi3 CCP: I CONFACK [ACKsent] id 2 len 10

Sep 28 21:53:22.567: Vi3 CCP: MS-PPC supported bits 0x01000040

(0x120601000040)

Sep 28 21:53:22.567: Vi3 CCP: State is Open

Sep 28 21:53:22.567: Vi3 IPCP: I CONFREQ [ACKrcvd] id 7 len 10

Sep 28 21:53:22.567: Vi3 IPCP: Address 0.0.0.0 (0x030600000000)

RADIUS: Tunnel-Client-Endpoi[66] 13 "10.66.79.60"
RADIUS: Tunnel-Assignment-Id[82] 3 N

RADIUS: Framed-Protocol [7] 6 PPP

RADIUS: Acct-Authentic [45] 6 RADIUS
RADIUS: User-Name [1] 9 "georgia"
RADIUS: Acct-Status-Type [40] 6 Start

RADIUS: NAS-Port-Type [61] 6 Virtual
RADIUS: NAS-Port [5] 6 27

RADIUS: Class [25] 31

RADIUS: 43 49 53 43 47 41 43 53 3A 30 30 30 30



Sep 28 21:53:22.567: Vi3 IPCP: O CONFNAK [ACKrcvd] id 7 len 10

Sep 28 21:53:22.571: Vi3 IPCP: Address 192.168.1.1 (0x0306COA80101)
Sep 28 21:53:22.575: Vi3 IPCP: I CONFREQ [ACKrcvd] id 8 len 10
Sep 28 21:53:22.575: Vi3 IPCP: Address 192.168.1.1 (0x0306COA80101)
Sep 28 21:53:22.575: Vi3 IPCP: O CONFACK [ACKrcvd] id 8 len 10
Sep 28 21:53:22.575: Vi3 IPCP: Address 192.168.1.1 (0x0306COA80101)

Sep 28 21:53:22.575: Vi3 IPCP: State is Open

Sep 28 21:53:22.575: AAA/AUTHOR: Processing PerUser AV inacl

Sep 28 21:53:22.583: Vi3 IPCP: Install route to 192.168.1.1

Sep 28 21:53:22.583: Vi3 IPCP: Add link info for cef entry 192.168.1.1
Sep 28 21:53:22.603: RADIUS: Received from id 21645/45 10.66.79.120:1646,
Accounting-response, len 20

Sep 28 21:53:22.603: RADIUS: authenticator A6 B3 4C 4C 04 1B BE 8E - 6A
BF 91 E2 3C 01 3E CA

Sep 28 21:53:23.531: $LINEPROTO-5-UPDOWN: Line protocol on Interface
Virtual-Access3, changed state to up
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