PIX 6.x : S MNPIXEWVPNEREE & RHI

IKE 5 IPSec BLE
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PIX-01 show fi &
PIX-02 show #i %
B HE BR
HPEHEBR A
HXEE

fifr
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imZ AR EHIEREME, BIETEMENRTEREN.
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A
BXRHN FAE L. | WSH Cisco HABTANL
BHRER

IPSec IhE AT RENTER , HHIIEFH Internet Key Exchange (IKE) B E& o

1. IPsec BB EHMEXBERE . WRBIERE IPsec WEAKZE L , NELKBINRREXE
ERo

2.7 IKE 8 1 BB |, IPsec WE AT EIUK IKE ££XxEk (SA) ERH#ITHE., WEELIH
BRI , 26/ Internet Z£ XREKFFHAEE N (ISAKMP) BlEZ £ F3E,

3. IKE 8B 2 M BtH |, IPsec WEHFERALFHRIENEZERBIER IPsec SA R 1TihE,
ERBODEREREI IPsec BREH HF N,

4. 1BIE IPsec BMEFE B IPsec S, 1 IPsec WE M2 [H B2 IPsec BE&E H & miE.

5. MEMBRT IPsec SA , 5% IPsec SA WWAEEZRTRIZIE |, N IPsec BRENALE,

X MEFNKEM R LHSATEN F4& EFEE , MFHANPIXZ B HIPSecth i %k Mo

EE

A E 3 RAEF R WATE B AR ASFIR S BBV IE B

AR BXEAXFEANDTERT E(RXREMES)NERER.
M

R AEERLLRER -

10.1.1.x 172.16.1.%

[ PIX01 PIX-02

10111 192.168.1.52 1722211212 41701611

AR WEBEFEANIPHELS R EInternet ERTTEEEH, XERCEIBEHRFERN
RFC 1918 it

IKE & IPSec EiilR

NEBANMBRFAMBREEFONEHEENGEAN , N PIX £ IPSec BBEEF BT
@, fEH write terminal 2% show SR A LR UEECE, A< 23E show isakmp, show isakmp
policy. show access-list. show crypto IPSec transform-set 1 show crypto map, XX H
FAMEE |, 551 Cisco Secure PIX Bh XGRS S E,
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TERUTSRUEE IPSec :

1. BEEMHEEZRAH IKE
2. BE& IPsec

3. BLE W LR ibht 353 (NAT)
4. BLE PIX RE RN

AEMAEZAMN IKE

& i isakmp enable TR AFE IPSec LN _tE:‘FH IKE., EHBERT , ATEORNRANPIXE
HIPSeck#E#EO, EEFN PIX LHEE IKE, XEHmSRER PIX-01,

isakmp enable outside

JI EEME IKE thesEiEl £ AW IKE KB, Hik , i & H isakmp policy @5 F. & bt ad
DEALKR , SUEME— PRI KR, EXHER T , R ILARIW D ELA LR, FEEILIR
ﬁﬁﬁﬁi,\;a\%ﬂ\ ATFHES HRIINMDSRF &%, BT %R 4 55 (ESP)ADESHDiffie-
Hellman{i1, REEtIZE R FEHSAE .

isakmp policy authentication pre-share

isakmp policy encryption des
isakmp policy group 1

1
1
isakmp policy 1 hash md5
1
1 lifetime 1000

isakmp policy

A £ F show isakmp policy P # 3% IKE BERE :

Pl X- 01#show isakmp policy

Protection suite of priority 1

encryption algorithm DES - Data Encryption Standard (56 bit keys).
hash al gorithm Message Digest 5

aut henticati on nethod: Pre-shared Key

Diffie-Hellman group: #1 (768 bit)

lifetinme: 1000 seconds, no volune limt

Default protection suite

encryption algorithm DES - Data Encryption Standard (56 bit keys).
hash al gorithm Secure Hash Standard

aut henti cati on nethod: Rivest-Shamr-Adl eman Signature
Diffie-Hellman group: #1 (768 bit)

lifetime: 86400 seconds, no volune limt

BJa , X isakmp key S SR BMRERAH TN S, FRAMAZZAN |, HEHTRHE
Z A MNMIEIPSecHtin L PCHL, ik S RZEX FE4H 1P ik &,

isakmp key ********** gddress 172.22.112.12 netmask 255.255.255.255
Pl X- 01#

A A write terminal 2 show isakmp BH R ¥ FHK

Pl X- 01#show isakmp



i saknp enabl e out si de

i saknp key *****xx**x gddress 172.22.112. 12 net mask 255. 255. 255. 255
isaknp identity address

i sakmp policy 1 authentication pre-share

i sakmp policy 1 encryption des
i sakmp policy 1 hash nmd5

i sakmp policy 1 group 1

isakmp policy 1 lifetime 1000
AL IPsec

= —D PIX WEIBNERA %S — PIX N BIRKRER , 283 IPseco WREHWANTER IPsec
RIFVEXARE. HRFIEATHERLRESZ T IKE M IPsec thiE. LLiFAFIRAFREM
10.1.1.x M4 ET IPSec REERIAE] 172.16.1.x M4, MR PIX BB ER SRR G R IIRNE
&, XEMT PIX-01,

access-list 101 permit ip 10.1.1.0 255.255.255.0 172.16.1.0 255.255.255.0

IPsec HMEENNEHATRIFBITFERNELZ LK., BIFEH crypto ipsec transform-set @ HE
X IPsec ¥, DMNEREER M HE—NEHR , HESESTUER=AREATEN IPsec &
2. WEERFER T AR - esp-hmac-md5 Ml esp-des,

crypto IPSec transform-set chevelle esp-des esp-md5-hmac

INZRGFIREMZREN IPsec SA, XM 7 EMRFEAHFFS T RECIZ MBS, REE IR
558, £~ crypto map transam £ IKE 837 IPSec SA , IIZES5i5RI%I& 101 EERFTERX
R , B4 setpeer , 3 B{# A chevelle transform-set FE4 3 B L2 K

IPSec-isakmp

match address 101

set peer 172.22.112.12

set transform-set chevelle

crypto map transam
crypto map transam

1
1
crypto map transam 1
1

crypto map transam

EXINZRS fF | FMBRENATEA, FENEOLMR IPsec LN,

crypto map transam interface outside

& i show crypto map 5 SAK iE Hin 78 AR 5 R 1.

Pl X- 0O1#show crypto map
Crypto Map: "transam' interfaces: { outside }

Crypto Map "transam’ 1 |PSec-isaknp

Peer = 172.22.112.12

access-list 101 pernmit ip 10.1.1.0 255.255.255.0 172.16.1.0 255. 255. 255
Current peer: 172.22.112.12

Security association lifetine: 4608000 kil obytes/ 28800 seconds



PFS (Y/N): N
Transform sets={ chevelle, }

BC R NAT

Wi SEH PIX AFEXNI A S IPSec XM EMFREHRIT NAT. FHitt , M NAT RS HHERRES
access-list ip B AT ENAAERE.

access-list NONAT permit ip 10.1.1.0 255.255.255.0
172.16.1.0 255.255.255.0
nat (inside) 0 access-list NoNAT

AR PIX REEIET

BTAEARSERSILIHRFIRIEEBRAEIFA , ALk , 4 sysopt connection permit-
ipsec T ARTFFAELZLT IPSec EMMWABMBLFE. X T2 IPSec RIFNRE , E-XEEBRE
AHEREME K MELSHRRESCIEKLK, sysopt e AT &R PIX By ik=R S i EIbEE.

sysopt connection permit-IPSec

EE

IR M Cisco &% F3KE write terminal ML , WAEASSHHARER (XRIMAF
) ERBERBMBRE E. BYUMEZHE A JavaScript FeEFEA G DA EBRBRER ((XREEM
BAF ).

PIX-01 ( #3% 192.68.1.52)

Pl X Version 6. 3(5)

interface ethernet0 auto

interface ethernetl auto

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane Pl X-01

fixup protocol dns maxi num|ength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

names

!--—- Defines interesting traffic that is protected by
the IPSec tunnel. access-list 101 permit ip 10.1.1.0
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255.255.255.0 172.16.1.0 255.255.255.0

!--- Do not perform NAT for traffic to other PIX
Firewall. access-list NONAT permit ip 10.1.1.0
255.255.255.0 172.16.1.0 255.255.255.0

pager lines 24

ntu outside 1500

mu inside 1500
mu intf2 1500
mu intf3 1500
mu intf4 1500
mu intf5 1500

!--- Sets the outside address on the PIX Firewall. ip
address outside 192.168.1.52 255.255.255.0

!--- Sets the inside address on the PIX Firewall. ip
address inside 10.1.1.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no fail over

failover tineout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

pdm hi story enabl e

arp timeout 14400

!--- This command tells the PIX not to NAT any traffic
!--- deemed interesting for IPSec. nat (inside) 0
access-list NoONAT

I--- Sets the default route to the default gateway.
route outside 0.0.0.0 0.0.0.0 192.168.1.1 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h225 1:00: 00

ti meout h323 0:05: 00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout sip-disconnect 0:02:00 sip-invite 0:03:00

ti meout uauth 0:05:00 absolute

aaa- server TACACS+ protocol tacacs+

aaa- server TACACS+ nax-failed-attenpts 3

aaa- server TACACS+ deadtine 10

aaa- server RADI US protocol radius

aaa- server RADI US nax-failed-attenpts 3

aaa- server RADI US deadtine 10

aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

!--- Allows IPSec traffic to pass through the PIX
Firewall !--- and does not require an additional conduit
!--—- or access-1list statements to permit IPSec traffic.
sysopt connection permit-IPSec

/--- IKE Phase 2: !--- The |PSec transformset
"chevel | " uses esp-nd5-hmac to provide !--- data

aut henti cati on.

crypto IPSec transform-set chevelle esp-des esp-md5-hmac
!--- Crypto maps set up the SAs for IPSec traffic. !---
Indicates that IKE is used to establish IPSec SAs.
crypto map transam 1 IPSec-isakmp

!--- Assigns interesting traffic to peer 172.22.112.12.
crypto map transam 1 match address 101

!--- Sets the IPSec peer. crypto map transam 1 set peer
172.22.112.12




!--- Sets the IPSec transform set "chevelle" !--- to be
used with the crypto map entry "transam". crypto map
transam 1 set transform-set chevelle

!--- Assigns the crypto map transam to the interface.
crypto map transam interface outside

/--- IKE Phase 1. !--- Enables |KE on the interface used
to term nate the | PSec tunnel

isakmp enable outside

!--- Sets the ISAKMP identity of the peer and !--- sets
the pre-shared key between the IPSec peers. !--- The
same preshared key must be configured on the !--- IPSec

peers for IKE authentication. isakmp key ****%%i*
address 172.22.112.12 netmask 255.255.255.255

! --- The PIX uses the IP address method by default !---
for the IKE identity in the IKE negotiations. isakmp
identity address

!--—- The ISAKMP policy defines the set of parameters !--
- that are used for IKE negotiations. !--- If these
parameters are not set, the default parameters are used.
!-—-- The show isakmp policy conmand shows the
differences in !--- the default and configured policy.

isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des

isakmp policy 1 hash md5
1
1

isakmp policy group 1

isakmp policy lifetime 1000

telnet tinmeout 5

ssh timeout 5

consol e timeout O

termnal width 80

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e

end

PIX-02 ( it 172.22.112.12)

Pl X Version 6. 3(5)

interface ethernet0 auto

interface ethernetl auto

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane Pl X- 02

fixup protocol dns maxi num|ength 512

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

names

!--—- Defines interesting traffic that is protected by
the IPSec tunnel. access-list 101 permit ip 172.16.1.0
255.255.255.0 10.1.1.0 255.255.255.0

!--— Do not perform NAT for traffic to other PIX




Firewall. access-list NoNAT permit ip 172.16.1.0
255.255.255.0 10.1.1.0 255.255.255.0

pager lines 24

ntu outside 1500

nmu inside 1500
ntu intf2 1500
mu intf3 1500
ntu intf4 1500
mu intf5 1500

!--- Sets the outside address on the PIX Firewall. ip
address outside 172.22.112.12 255.255.255.0

!--- Sets the inside address on the PIX Firewall. ip
address inside 172.16.1.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no fail over

failover tineout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

pdm hi story enabl e

arp timeout 14400

!--- This command tells the PIX not to NAT any traffic
!--- deemed interesting for IPSec. nat (inside) 0
access-list NONAT

I--- Sets the default route to the default gateway.
route outside 0.0.0.0 0.0.0.0 172.22.112.1 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00

ti meout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout sip-disconnect 0:02:00 sip-invite 0:03:00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server TACACS+ nax-failed-attenpts 3

aaa- server TACACS+ deadtine 10

aaa-server RADI US protocol radius

aaa-server RADI US nmex-failed-attenpts 3

aaa-server RADI US deadtinme 10

aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

!--- Allows IPSec traffic to pass through the PIX
Firewall !--- and does not require an additional conduit
!--—- or access-1list statements to permit IPSec traffic.
sysopt connection permit-IPSec

!--- IKE Phase 2: !--- The |IPSec transform set defines
the negotiated security policy !--- that the peers use
to protect the data flow. !--- The |PSec transform set
"toyota" uses hmac-nd5 authentication header !--- and
encapsul ates the payload with des

crypto IPSec transform-set toyota esp-des esp-md5-hmac
!--- Crypto maps set up the SAs for IPSec traffic. !---
Indicates that IKE is used to establish IPSec SAs.
crypto map bmw 1 IPSec-isakmp

!--- Assigns interesting traffic to peer 192.168.1.52.
crypto map bmw 1 match address 101

I --- Sets IPSec peer. crypto map bmw 1 set peer
192.168.1.52




! --- Sets the IPSec transform set "toyota" !--- to be
used with the crypto map entry "bmw". crypto map bmw 1
set transform-set toyota

!--- Assigns the crypto map bmw to the interface. crypto
map bmw interface outside

/--- IKE Phase 1: !--- Enables |KE on the interface used
to term nate | PSec tunnel

isakmp enable outside

!--- Sets the ISAKMP identity of the peer and !--- sets
the preshared key between the IPSec peers. !--- The same
preshared key must be configured on the !--- IPSec peers

for IKE authentication. isakmp key *******x* address

192.168.1.52 netmask 255.255.255.255

! --- The PIX uses the IP address method by default !---

for the IKE identity in the IKE negotiations. isakmp

identity address

!--- The ISAKMP policy defines the set of parameters !--

- that are used for IKE negotiations. !--- If these

parameters are not set, the default parameters are used.

isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des

isakmp policy 1 hash md5
1
1

isakmp policy group 1

isakmp policy lifetime 1000

telnet tinmeout 5

ssh timeout 5

consol e timeout O

termnal width 80

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e

end

Wi

AEBOFrRHENEETATRINMENEEREER T/,

mTAHBEREFTE (NRIMA, ) ZHHELYL show BH , BALTEAUEEX show i
RHND

. show crypto IPSec sa — & $ &R IPSec SA WM FIRE , TATRERBRERME,
- show crypto isakmp sa — L@ E R IKE SA B X4 FPRE.

PIX-01 show #%

PIX-01 show %%

Pl X- 01#show crypto IPSec sa
interface: outside
Crypto map tag: transam, |ocal addr. 192.168.1.52

| ocal ident (addr/mask/prot/port):
(10.1.1.0/ 255. 255. 255. 0/ 0/ 0)

renote ident (addr/nmask/prot/port):

(172.16.1.0/ 255. 255. 255. 0/ 0/ 0)

current_peer: 172.22.112.12

PERM T, flags={origin_is_acl,}

!--- This verifies that encrypted packets are being sent
!--- and received without any errors. #pkts encaps: 3,
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#pkts encrypt: 3, #pkts digest 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify 3
#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts
deconpress failed: 0O

#send errors 2, #recv errors O

|l ocal crypto endpt.: 192.168.1.52, renote crypto endpt.
172.22.112.12

path mu 1500, |PSec overhead 56, nedia nmtu 1500
current outbound spi: 6f09cbf1l

! -—-- Shows inbound SAs that are established. inbound esp
sas:

spi: 0x70be0c04(1891503108)

transform esp-des esp-md5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: transam

sa timng: remaining key lifetime (k/sec):

(4607999/ 28430)

IV size: 8 bytes

replay detection support: Y

i nbound ah sas:

i nbound pcp sas:

!--- Shows outbound SAs that are established. outbound
ESP sas:

spi: 0x6f 09cbf1(1862913009)

transform esp-des esp-md5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: transam
sa timng: remaining key lifetime (k/sec):
(4607999/ 28430)

IV size: 8 bytes

replay detection support: Y

out bound ah sas:
out bound PCP sas:

!--- The ISAKMP SA is 1in the quiescent state (QM _IDLE)
when it exists. !--- The ISAKMP SA is idle. The ISAKMP
SA remains authenticated with its !--- peer and can be
used for subsequent Quick Mode exchanges. Pl X-0l#show
crypto isakmp sa

dst src state pendi ng
created
172.22.112.12 192.168.1.52 QM _IDLE 0

1Maui-PIX-01#

PIX-02 show %

PIX-02 show #%&

Pl X- 02#show crypto IPSec sa

interface: outside
Crypto map tag: bmw, |ocal addr. 172.22.112.12

| ocal ident (addr/mask/prot/port):
(172.16.1.0/ 255. 255. 255. 0/ 0/ 0)




renote ident (addr/mask/prot/port):
(10.1.1.0/255. 255. 255. 0/ 0/ 0)

current_peer: 192.168.1.52

PERM T, flags={origin_is_acl,}

!--- This verifies that encrypted packets are !--- being
sent and recede without any errors. #pkts encaps: 3,
#ipkts encrypt: 3, #pkts digest 3

#ipkts decaps: 3, #pkts decrypt: 3, #pkts verify 3
#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conpr. Failed: 0, #pkts
deconpress failed: 0O

#send errors 0, #recv errors O

| ocal crypto endpt.: 172.22.112.12, renote crypto
endpt.: 192.168.1.52

path mu 1500, |PSec overhead 56, nedia ntu 1500
current outbound spi: 70beOc04

!--- Shows inbound SAs that are established. Inbound ESP
sas:

spi: 0x6f09chbf1(1862913009)

transform esp-des esp-md5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto nmap: bmw

sa timng: remaining key lifetime (k/sec):
(4607999/ 28097)

IV size: 8 bytes

replay detection support: Y

i nbound ah sas:

i nbound PCP sas:

!--- Shows outbound SAs that are established. Outbound
ESP sas:

spi: 0x70be0c04(1891503108)

transform esp-des esp-md5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: bmw

sa timng: remaining key lifetime (k/sec):
(4607999/ 28097)

IV size: 8 bytes

replay detection support: Y

out bound ah sas:
out bound PCP sas:

!--- The ISAKMP SA is 1in the quiescent state (QM_IDLE)
when it exists. !--- The ISAKMP SA is idle. The ISAKMP
SA remains authenticated with its !--- peer and can be
used for subsequent Quick Mode exchanges. Pl X-02#show
crypto isakmp sa

dst src state pendi ng
created
172.22.112.12 192.168.1.52 QM _TIDLE 0
PIX-02#

BRIEES BEEEN TEE management-access S . BUEZEX PIX BN O 1T ping IBIE
LA R BEIE .

Pl X- 02( conf i g) #management-access i nsi de
Pl X-02( confi g) #show management-access
managenent - access i nsi de
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4 £33
A A0S BT T X B 47 MR RR
W HEBRIE T

AR RO S HAMEREER THIT.

. clear crypto ipsec sa — @R EZIAXN VPN BBE#TiIhE X M/SER IPSec SA.
. clear crypto isakmp sa — @S EZREX VPN BRE#H T A< M/SEE ISAKMP SA,
EE . ERHdebugi B2l , EZ M BEXDebugi THEEEF L,

- debug crypto ipsec — kBT ETREFHEREEX VPN EEMN IPSec B0 #1717,
- debug crypto isakmp — W F R RN EAERBEX VPN EER ISAKMP E2# T,
EEZETHRE , ATUAER show $HHTHRIE.

HXER

- PIX ZHR

.PX 53 E

. #REME (RFC)

- |Psec {HE/IKE TR

- BARFZEHRH - Cisco Systems
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