EEBPRE ASA BF X IREEA NAT # PAT E49®
B R P

B3

&

=

N

.

off
SH

£

e
R

7

{5 FA B9 4B 4

BE - FAFHFME) NAT BIZ D NAT iEH
M B

ASA iRZ 8.3 R E & iR

BE - 22 /i

P 4% B

ASA g7 8.3 R B S hRA

FLE - JBE NAT F PAT iEf

4% B

ASA iRZ 8.3 R E S RA

BE - 32FHBEANZN NAT B4
P 48 B

ASA fxZ 8.3 R E S RA

FLiE - SR RE NAT

4% B

ASA iRZ 8.3 R E & RA

EE

REHE

NAT 33 (Xlate)

B HE BR

fasr

ANHENERNLZLHENREIRE (ASA) By A 3E BRI R (NAT) Mk O ik # iR
(PAT) BEERHl, AXHEERE T HILAMEBE. BREZHARGE , BERMEN ASA BAFMRAR
ASA X145,

R REXFIER Cisco IRBHITEHE N D H

BXREFHMEER , S ASA 5500/5500-X RFLZLix& LM ASA £#Y NAT BtiE.



/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/nat_overview.html

SFERFAM

EXR

BREWELTHRENZE ASA B XIHHY AR,

ER AT
EXRFNESETEMNES ASA BEABHAIRE 8.4.2 REBIRA.

ANHEPHNEEHRETREXRENEFHNREZEEN, AXEFEANARRZRNERAR
(BN ) BE, MRBEANREIMEG  FRAREELTHEMEGTHEERN,

EE - EAFZMBEZ NAT 2 NAT 849

Mfﬁ ]
ST



Metwork 198.51.100.0

Host
10.0.0.2

Host A
198.51.100.2

Network
10.%.%.%

inside 10.0.0.1

ASA

outside
209.165.201.2
Internet Router
209.165.201.1

Internet

EAGIGD | ISPHMEESE RZMH— NP HE3R209.165.201.0/27 , S5E$209.165.201.1 %]
209.165.201.30, MEEIE B ARERF209.165.201. 10 LR ZpED |, LA 209.165.201.2FASARY
SAEEEO,

MEBERBRDSAME DB — C ZEHbit 198.51.100.0/24 , ABEF — LTI FEAX LU FEE
BN, XETHERFAZTETMMitER  BACNELXEEE¥Mtit, B2 , fIERE
10.0.0.0/8M & 0Bl 7 it | FEEFHLIX L i (E 7 10.x.x.xERFC 19187 1] #§ Ha 49 b 11k Z8 [B] 2.

o

NTENBEMERTT , MEEERMAE ASA BEFEARN NAT BN -2/t :

gl obal (outside) 1 209.165.201. 3-209. 165. 201. 30 net mask 255. 255. 255. 224
nat (inside) 1 10.0.0.0 255.0.0.0 0 O

WEERSFEERKE 198.51.100.0/24 MENEM B IGREN R, ©4F 10.0.0.0/8 MEHHY


http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc1918.txt?number=1918

R 3k Fe ¥ 9 M 209.165.201.3 F 209.165.201.30 STEI A A ik,

AR HIEE—HE NAT ERAED B -—NMEORE2EM , L

RiIZE NAT Bk,

ASA % 8.3 RE B R

BLEW T,

obj ect
subnet

obj ect
subnet

obj ect

net work obj-10.0.0.0/8
10.0.0.0 255.0.0.0

net wor k obj -198.51. 100. 0/ 24
198. 51. 100. 0 255. 255. 255.0

network obj-natted

range 209.165. 201. 3 209. 165. 201. 30

obj ect

network any-1

subnet 0.0.0.0 0.0.0.0

Using the Manual Nat statements:

nat (inside,outside) source static obj-198.51.100.0/24 obj-198.51.100.0/24

destination static any-1 any-1

nat (inside,outside) source dynam ¢ obj-10.0.0.0/8 obj-natted

Using the Auto Nat statements:

obj ect network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

nat (inside,outside) dynam c obj-natted

obj ect network obj-198.51.100. 0/ 24
subnet 198.51.100. 0 255. 255.255.0

nat (inside,outside) static obj-198.51.100.0/24

iR -S40 2Rt

W &% B

15

0N

=
™

EEMH nat0



Host
10.0.0.2

Network
10.%.%.%

inside 10.0.0.1

ASA

outside

Internet Router 209.165.201.2

209.165.201.1

Internet

EARTROIF | MEEERBHMNE Internet L3EMEY 1P thutSB . WEEE R SIURTAE RSBt ik
(A2 F 10.0.0.0/8 SEE S ) By T Mtttk P 4% 5 380 88 4730 166 A 1| P b 1t ST 1 22 209.165.201.1 %
209.165.201.30#1209.165.200.225%1209.165.200.254. F 4 &2 & AT LB U T AR EH

gl obal (outside) 1 209.165.201. 3-209. 165. 201. 30 net mask 255. 255. 255. 224
gl obal (outside) 1 209.165.200.225-209. 165. 200. 254 net mask 255. 255. 255. 224
nat (inside) 1 0.0.0.0 0.0.0.000

AR NAT EAHER TBEMNRILT R, WIETEIF ASA EETT EBRMa HREFARIBIR
ey, MRFE , W T AU T AE R,

ASA % 8.3 R E M RA

BEEWNT,



obj ect network obj-natted
range 209.165.201.3 209. 165. 201. 30

obj ect network obj-natted-2
range 209. 165. 200. 225 209. 165. 200. 254

obj ect network any-1
subnet 0.0.0.0 0.0.0.0

Using the Manual Nat statements:

nat (inside,outside) source dynam c any-1 obj-natted
nat (inside,outside) source dynami c any-1 obj-natted-2

Using the Auto Nat statements:

obj ect network any-1

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynam c obj-natted
obj ect network any-2

subnet 0.0.0.0 0.0.0.0
nat (inside, outside) dynanmi c obj-natted-2

B E - B4 NAT Al PAT 4

LM

R &% B
b1 A



Host
10.0.0.2

inside 10.0.0.1

outside
209.165.201.2

Internet Router

209.165.201.1 198.51.100.0/24

Internet

EATRHIR | ISP AMKEE RIRM T M 209.165.201.1 T 209.165.201.30 By tb it So/E |, 42T
A, MEEERCREMEH 209.165.201.1 N EBMEEHEE EANEED | £H 209.165.201.2
EF ASA EEIAAERIED., R TEM 209.165.201.3 F 209.165.201.30 Z (B §9 #buk 7 A F NAT th,
BNEEERME , FEMARHE , 2B ASA WA ATAERT 28 A, MEEERREZH
209.165.201.30 FFHIE RN PAT #hiit , WEZSANAFP A UEREE—/ M b,

XEHSIER ASA SR ¥ 209.165.201.3 Z 209.165.201.29 , LAME I 27 AHEZPA A EST
ASA, Xt TS , ASA & A RLELREU RN 209.165.201.30 , EZE| NAT i H—4
k3 H 2B RRAS .

AE NAT BAHRERTEREMRLA R, LiEAEIF ASA EEIT BB M BT H R [ R SR
Hoik, MRFE , AT AV AT AE B 4K,

ASA 7 8.3 X E B4



BLEW T,

Using the Manual Nat statements:
obj ect network any-1
subnet 0.0.0.0 0.0.0.0

obj ect network obj-natted
range 209. 165.201. 3 209. 165. 201. 30

obj ect network obj-natted-2
subnet 209.165.201. 30 255. 255. 255. 224

nat (inside,outside) source dynanmic 0.0.0.0/0 obj-natted
nat (inside,outside) source dynamic 0.0.0.0/0 obj-natted-2

Using the Auto Nat statements:

obj ect network any-1

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynam c obj-natted
obj ect network any-2

subnet 0.0.0.0 0.0.0.0
nat (inside, outside) dynanm c obj-natted-2

ER - 32 FHETNSZ NAT EF

W &% B



Host
10.0.0.2

inside 10.0.0.1

outside
209.165.201.2
Internet Router

209.165.201.1 198.51.100.0/24

Internet

FEARGIG | ISPEHRAMEEERRAM209.165.201.1%1209.165.201.30ky b1 SBE . MEEESR
RTE$209.165.201.15 B 45 Internet®% i 28 M 289 R &F#2 0 09.165.201 2IE B BIASAR AN ER 2 O,

BE K EiFEh  BS—1EH LAN MR TF Internet BB Z 5. XA IMNMEFNENAEE
BEN K NWEEBRAESRBEL/ AN, NWEEEBERNMAEEEIHE Internet RERFAE
PR P #9E b L (10.0.0.0/8).

B AR R4 910.0.0.0/8 B B B9 31t 9 198.51.100.0/24 8y th ik 366yt it | '© S (F R b1t
M10.0.0.0/8M &N & #2 B & 1£198.51.100.0/24 LA SMEAAI 4L B K (E A R B 454k S M209.165.201.3F
209.165/9#3k, 201.30,

MREAEXRE Cisco i FH write terminal W PHNBHEH , ITAFERAT A HEBREFTE ([XEX
MAF ).

ASA 7 8.3 X E B4


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

BLEW T,

Using the Manual Nat statements:

obj ect network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

obj ect network obj-198.51.100. 0/ 24
subnet 198.51.100. 0 255. 255.255.0

obj ect network obj-natted
range 209. 165.201. 3 209. 165. 201. 30

nat (inside,outside) source static obj-10.0.0.0/8 obj-10.0.0.0/8 destination
static obj-198.51.100.0/24 obj-198.51. 100. 0/ 24

nat (inside,outside) source dynam ¢ obj-10.0.0.0/8 obj-natted

Using the Auto Nat statements:

obj ect network obj-natted

range 209. 165.201. 3 209. 165. 201. 30

nat (inside,outside) source static obj-10.0.0.0/8 obj-10.0.0.0/8 destination
static obj-198.51.100.0/24 obj-198.51. 100. 0/ 24

obj ect network obj-10.0.0.0/8

subnet 10.0.0.0 255.0.0.0
nat (inside, outside) dynam c obj-natted

B - fEFASREE NAT

W &% B



Host
10.0.0.2

Network
10.%.%.%

inside 10.0.0.1

ASA

outside

Internet Router 209.165.201.2

209.165.201.1

Internet

LIEXS 0 LAANHIAEMT NAT ID BL&ERH R FIZRF nat command B , A& S KR NAT,

REE NAT AT EBIEFRSIRPEER LM BRI (HiwO ) |, FRRERTH IR A i
HE. BM NAT NEARMIE RO, K NAT EatHERRM B ARttt /iw0O,

X : BR“NAT ®&BR"(nat 0 access-list) AZANBIFTE NAT REH X IFHAE NAT. NAT RERfE
AisREE 5K (ACL) RiRFIARtbibit , BEKEE NAT FE , BARERKO,

EFARRE NAT , BRI L KFRRE — At b it 9 NAT = static 158 ( RER/5% O B #r/i% O 4H
ENTERFEARK K ). AT, EULUNTRN £ 1 ut T EEANR/ O M B FRE O X,

EARREGS  MEEEREERNHKO 80 (Web) FiwO 23 (Telnet) IREXS B4R IP ik 172.30.1.11
FiGEPR |, BEXAERAFENTREM IP #utER R, 209.165.201.3 F1E Web BYR 31k

, 209.165.201.4 FA4E Telnet , B 4Z1%# 10.0.0.0/8 SEENMPIE N EPitit, MEEIE R A EH
AR e SATILIRE -



access-list WEB permit tcp 10.0.0.0 255.0.0.0

172.30. 1. 11 255. 255. 255. 255 eq 80

access-list TELNET permit tcp 10.0.0.0 255.0.0.0 172.30.1.11
255. 255. 255. 255 eq 23

nat (inside) 1 access-list WEB

nat (inside) 2 access-list TELNET

gl obal (outside) 1 209.165.201.3 255.255. 255. 224
gl obal (outside) 2 209.165.201.4 255.255. 255. 224

ASA % 8.3 R E M RA

BEEWNT,

Using the Manual Nat statements:

obj ect network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

obj ect network obj-172.30.1.11
host 172.30.1.11

obj ect network obj-209.165.201. 3
host 209. 165. 201. 3

obj ect network obj-209.165. 201. 4
host 209. 165. 201. 4

obj ect service obj-23
service tcp destination eq tel net

obj ect service obj-80
service tcp destination eq tel net

nat (inside,outside) source dynam c obj-10.0.0.0/8 obj-209.165.201. 3 destination
static obj-172.30.1.11 obj-172.30.1.11 service obj-80 obj-80
nat (inside,outside) source dynam c obj-10.0.0.0/8 obj-209.165.201. 4 destination
static obj-172.30.1.11 obj-172.30.1.11 service obj-23 obj-23

AR : BXTE ASA A 8.4 LELE NAT M PAT NIFHEER , B HAX NAT H{EER.
BXE ASARAE 8.4 EBEFRFIRNFMES , FSHABXLERIIERNESR.

WiF

2 A Web X EEFEE HTTP AR, AREIERAIEET198.51.100. 10088 =, MNREE
R, WA EASACLIEER T —HMH L.

E

ASA(confi g)# show connection address 10.0.0.2
16 in use, 19 nost used
TCP out side 198.51.100. 100: 80 inside 10.0.0.2:57431, idle 0:00:06, bytes 9137,


//www.cisco.com/en/US/docs/security/asa/asa83/configuration/guide/nat_overview.html
//www.cisco.com/en/US/docs/security/asa/asa83/configuration/guide/acl_overview.html

flags U O
ASA BIRFILBHKSE , KB Web IREF|[VEEREL RN S/ X EEER PN ELEE , HHRA
BB X i, SRBEETCENRETS2WER ACL FHLE , BENATET B K&,

ELEMEES  ABEOLNEFFHREL5A4E#E0 EAEN 198.51.100.100 B 7iE#E, LhiE
ERES TCP MNEIUKN , MEBZER 6 ¥, EERICRBIEZN YIRS, BXEERIEH
EZEE , 13 ASA TCP EE#Fid.

REAE

ASA(config)# show log | in 10.0.0.2

Jun 28 2014 11:31:23: %ASA-6-305011: Built dynanmic TCP translation frominside:
10. 0. 0. 2/57431 to outside:209. 165. 201. 3/ 57431

Jun 28 2014 11:31:23: 9%ASA-6-302013: Built outbound TCP connection 2921 for outside:
198. 51. 100. 100/ 80 (198.51.100.100/80) to inside:10.0.0.2/57431 (209. 165. 201. 3/57431)

HEFZTHE , ASSABAXBELERRERE, REATICXREE , REAEHNABTOFE. £
ERBARRTHNE 6 R3l (AEERD ) RGBT

FREIR  BPREERTHIRGEAET, F—IREATERWHEHERR  HREEEMY T HRKR
, FEATEEH R3S TCP #i# (PAT), MAAIELE HREM A ERE ORE S\ SR O BT AYIR 1Pt ut
M O AR ¥ 1P bk MmO o

FE-NMABTCERRY  BABEEEEERPNZEFRERF[IANBERECNR T —FRiEE
o MEMAFEEENEILLEZSE  NEFEMRRZ LB LER (RRRFIINEESIR

) BIRBARERBAERRFRIL THIEZE, EXMIBRAT , BB ER—5F BERYHERE
BHELNERER  EEHZILCIREZNRE,

NAT ¥R (Xlate)

ASA(config)# show xlate local 10.0.0.2

3 lin use, 810 nost used

Flags: D - DNS, e - extended, | - identity, i - dynamic, r - portmap,

s - static, T - twice, N- net-to-net

TCP PAT frominside: 10.0.0.2/58799 to outside: 209. 165. 201. 3/57431 flags ri idle
0:12: 22 tinmeout 0:00:30

ERNEREN —52 , BE PAT A TRAIEN IP it RN T RN LA, H7
WARBRIE T XERG  BALIEE xlate (¥ ) K. show xlate %5 local XBFHATE
P IP it ERERAR , SETRENNERRRPFENRTERE. TENBEETR , LbEYE
HEREEAMANDIE O ZRIZEY T iR, AESE IP Mg IARFEEBEHRN 10.165.200.226 ot

o

FIHAYFRIC i RAKREEN , HERKAOARS ., BXTE NATEENFHAREE , FSHEX
NAT EER.

TR HE R


//www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/113602-ptn-113602.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/nat_overview.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/nat_overview.html

B AR B H X L B A FEHE R E B
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