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A 51X

NERRAF 2,

- B E&IFAF M ABERTT,

ORERNNEARIIREMHN.

REERRIINENETLTEN.
Flan | BRIRERIPE100MNEF |, HEBRAFLEHFNAFEBIERNEINZBRITFTP, Telnetsh
Hﬂvomﬁmxﬁ&ﬁmiﬁﬁ%ﬁhﬁ HETACACS+RADIUSZ 2 RE S EAFFE AR
1D, &5 & 49 5B RIIE ﬁf‘\ﬁ\FHF'ﬁIREFﬁFﬁF%%ﬂ@\ﬁi&ﬁ%fﬁBﬁiﬁ , RiBEH. HAo4
AR TENAE, PIXT%/?FHFEQ%FHF%/&"EE& , RAENAFBMELLXEFTACACS+RADIUSZ £
REE5. RIBIOK , ELITHRIELERE, XAMNAFTLMITFTP, TelnetsHTTP,

F—FHMH, ﬁxle_AFﬁF':FEI’J —NTerry" R A5, BHFELEATREWNITFTP , MARBHTTPEHE
Telnet |J571~5'?~o "*#"‘%Eﬁbﬂfiﬁ?o BRI h*XﬁFF?TB_LuT:%ﬁ%L Ef 4 TAE,
*_—L’lfé"\F'JPIX}’%bﬂfffJZEl‘J‘ PIXEﬁEHTerryE’JFﬁF‘%%ﬂﬁﬁ%kﬁ?ﬂﬁéﬁﬁ“%ﬁ ARERERNER |, &
%ﬂﬁéHE%%%Terry%ﬁﬁ?ﬂﬁE’ﬂ“nAn‘%”o B YR ERSE %EEIJ«XJ’T:#EIJ“FTP 1.2.34" , BR23E
G HTTP = “Telnet” BI{EI 11 5,

FERIE/EREAFEINESR

HEZHEUTER TS HRIE/RNE , NREBIAT ( R2TFR) -

- Telnet-AFPABBEIAFBRTETR , RERNERNBZBHER. MRPIX/IRS 2R LAVIAE
(&) Fzh , BN EYRRERRAFGARF B NES,

-FTP-AFREBIAFPBEREIA. AP EEH A‘local_username@remote_username” A AF &
HM“local_password@remote_passwordfy” N #88, PIX@EAthE £ RFEREIE
“local_username”H“local_password"a % , HRPIX/ARS 85 L INE ( FRA ) BLTh

, “remote_username”f“remote_password 4% 5 2 B BV FTPAR S5 850

HTTP — XM HBHPERNBERAFBENEBHED., WRINEFRBER)RID , AFS8EHR L
HHB BN, HicE , MEHRXBEAFENEBD, NMRPIXRNZEFEHTTPERE , BEEHE
BixEM , MRATEEHTHERINE , FERNERFTEENAFPBNEZB K EPIX , AEE
TR IHAERS S, PIX Syslog M/BRF |/ RFETHIAR, MRTelnetFHIFTPEIFT
EEE , BHTTPRERE , XRATA?

ATrEEENESSEZLIE
BN EZLUNIX TACACSER S ESE R

TEEBEPIX IPH#tt , HEEL SIS FCSU.cfg X 44,

user = ddunlap {
password = clear "rtp"
default service = permit

}

user = can_only do_telnet {
password = clear "telnetonly"
service = shell {



cmd = telnet {
permit .*

}

}

}

user = can_only do_ftp {
password = clear "ftponly"
service = shell {

cmd = ftp {

permit .*

}

}

}

user = httponly {

password = clear "httponly"
service = shell {

cmd = http {

permit .*

}

}

}

ERNEZ£UNIX RADIUSE RS SR B

A B AP 2E(GUI)FIPIX IPFR 412 A RS 25 (NAS)SI R BZ R,

user=adminuser {
radius=Cisco {
check_items= {
2="all"

}

reply_attributes= {
6=6

}

}

ER £ £ Windows 2.x RADIUS

RITTHISER -
1. E AP IREGUIE 0 3RV,

2. MGroup Setup GUIF % , fF& t6(Service-Type)ik & 5 Logingi Administrative,
3. £ NAS Configuration GUI /1 | 0 PIX IP,

EasyACS TACACS+

EasyACSIM iR &

1. A2 , B TEShell exec (F=4EEXECHR).

2. ERMEBNEPIX , BARYHNEE L HIEEF TRIOSES.

3. NEATNEAIND (HI | Telnet ) #%4FAdd/Edit new command,

4. MREATTelnetERELR , BESHIB 2 ML permit £ £ # WX BAIP. ERWF
TelnetZ| BN Gy , RHAFMBERIHNBSH,

5. mBESHELEER.



6. WEMNAFHGS (HliWTelnet, HTTPERFTP ) TSRS RS,
7. FENAS Configuration GUIEE % % fIPIX IP,

ERlE22x TACACS+

AFEAPREGUISZRIEE,

1. EHE S |, B EShell exec (F=4EEXECHR),

2. EFRMEREIPIX , BARYHNEE L HIEEF TRIOSES.

3. NERUNEANGS (B | Telnet ) i%&#FAdd/Edit new command.

4. MREAFTelnetZRFEMR , BESHBIEFE S5 Apermit IP(s) ( B0, “permit 1.2.3.4” ) .
EfFTelnetB| BN , EHAFFBARIIHNSH.

5. mBETHELTMR.

6. BMAYWH(MWTelnet . FTP , F/HHTTP)EERITHIEMN S &Ko

7. TENAS Configuration GUIER % R IPIX IP,

Livingston RADIUS IR ERELR

FPIX IPHIZ A A I E % P o 3o

adminuser Password="all"
User-Service-Type = Shell-User

Merit RADIUS BRS5 880

ANIOPIX P BL4R & P i 34 o

adminuser Password="all"
Service-Type = Shell-User

key = "cisco"

user = adminuser {
login = cleartext "all"
default service = permit

}

user = can_only do_telnet {
login = cleartext "telnetonly"
cmd = telnet {

permit .*

}

}

user = httponly {

login = cleartext "httponly"
cmd = http {

permit .*

}

}

user = can_only do_ftp {
login = cleartext "ftponly"
cmd = ftp {



permit .*

55 25 IR

- FERMAAAZET , ERAPIXEBEN. WREECHAENMBRER A& EBEIHER , BUE
EREERMITZIRET .

- EPIXFE A AREREAEBREN RS L 7R Alogging console debugging@i . B BAfE A
logging buffered debuggingfE+. ™ LLfF show logging 5 logging #h &Y% HH & % 2 Syslog
RSB HATRE,

- Y118 iR FF A TACACS+ZHRADIUSHRS 85, FIE RS 23 A IR,

Qutside:
1921.1.1
[192.1.1.254
Inside: | 10.31.1.200
10.31.1.1 103115

)

171651181

171.68. 118143

Tacacs Senver

171.68. 118133

Fadius Server

PIX BdiE




pix-5# write terminal

nameif ethernet0 outside security0

nameif ethernetl inside securityl00

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

hostname pixfirewall

fixup protocol ftp 21

fixup protocol http 80

fixup protocol smtp 25

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sglnet 1521

names

name 1.1.1.1 abcd

name 1.1.1.2 al23456789

name 1.1.1.3 al23456789123456

pager lines 24

logging timestamp

no logging standby

logging console debugging

no logging monitor

logging buffered debugging

no logging trap

logging facility 20

logging queue 512

interface ethernet0 auto

interface ethernetl auto

mtu outside 1500

mtu inside 1500

ip address outside 192.1.1.254 255.255.255.0

ip address inside 10.31.1.200 255.255.255.0

no failover

failover timeout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp timeout 14400

global (outside) 1 192.1.1.10-192.1.1.20 netmask
255.255.255.0

static (inside,outside) 192.1.1.25 171.68.118.143
netmask 255.255.255.255 0 0

static (inside,outside) 192.1.1.30 10.31.1.5 netmask
255.255.255.255 0 0

conduit permit tcp any any

conduit permit icmp any any

conduit permit udp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

route inside 171.68.118.0 255.255.255.0 10.31.1.1 1
timeout xlate 3:00:00 conn 1:00:00 half-closed 0:10:00
udp 0:02:00

timeout rpc 0:10:00 h323 0:05:00

timeout uauth 0:00:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server AuthInbound protocol tacacs+
aaa-server AuthInbound (inside) host 171.68.118.143
cisco timeout 5

aaa-server AuthOutbound protocol radius
aaa-server AuthOutbound (inside) host 171.68.118.133
cisco timeout 5




aaa authentication telnet outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthOutbound

aaa authentication telnet inbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthInbound

aaa authentication http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthOutbound

aaa authentication http inbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 AuthInbound

aaa authentication ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 AuthOutbound

aaa authentication ftp inbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 AuthInbound

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

telnet timeout 5

terminal width 80

Cryptochecksum: fef4dbfc9801d7692dcel0cf227£fe7859b

: end

PIX S {3 1k 8 i3 7R BIPIX & £5 %0 U 18 1=, 7= 51
eI LR B
Y

£10.31. 150 AF@I192.1.1.1 KEETEAR , HESTACACS+H#HTRIUE, HILREMSEA R
%825 F&K “AuthOutbound” , ERE$ERADIUSHRS585171.68.118.133,

PN

£192.1.1. 1895V 88 B P 1110.31.1.5 (192.1.1.30) KB EIER , 38T T TACACSHRIE, AWHRE
8 FA AR %5 88 5 & “Authinbound” ( ‘2 3ETACACSHRS88171.68.118.143 )

PIX @i - B{ARIER ) - TACACS+
HRGIE RES BIF S HRIEHNPIXER

pixfirewall# 109001: Auth start for user "???" from 192.1.1.1/13155

to 10.31.1.5/23

109011: Authen Session Start: user 'pixuser',6 sid 6

109005: Authentication succeeded for user 'pixuser' from 10.31.1.5/23
to 192.1.1.1/13155

109012: Authen Session End: user 'pixuser', Sid 6, elapsed 1 seconds

302001: Built inbound TCP connection 6 for faddr 192.1.1.1/13155
gaddr 192.1.1.30/23 laddr 10.31.1.5/23 (pixuser)

PIX it - BHRBIFLAM ( HFEROTEHIR ) - TACACS+
RGBS RPIXIER , SHORIEERE (AFREREE )., ARSINMNARE/ZERE  HERHEE

S K
“Errorzéazao ?

pixfirewall# 109001: Auth start for user '???' from 192.1.1.1/13157



to 10.31.1.5/23
109006: Authentication failed for user '' from 10.31.1.5/23
to 192.1.1.1/13157

PIXifis — BEpingiEARSTER . TTWR — TACACS+

RIS RPIXEE , H RSB T HpingBETSPIXESE. AFEIASE , BPIXNTHHZ
BOX2ETelnett)e AP &R “Brror:”

Auth start for user '???' from 192.1.1.1/13159 to

10.31.1.5/23

pixfirewall# 109002: Auth from 10.31.1.5/23 to 192.1.1.1/13159
failed (server 171.68.118.143 failed)

109002: Auth from 10.31.1.5/23 to 192.1.1.1/13159 failed
(server 171.68.118.143 failed)

109002: Auth from 10.31.1.5/23 to 192.1.1.1/13159 failed
(server 171.68.118.143 failed)

109006: Authentication failed for user '' from 10.31.1.5/23
to 192.1.1.1/13159

PIXi#i® — Fi&pingBR9588 — TACACS+

R B R R RS BRFEpingBRIPIXAR. AFEIAFE , PXNTARBB(XZETelnet L),
S RUTHEE : “Timeout to TACACS+ server fM“Error X3 ( RATEBRBH R T — Mo RS 5
) o

109001: Auth start for user '???' from 192.1.1.1/13158
to 10.31.1.5/23
109002: Auth from 10.31.1.5/23 to 192.1.1.1/13158 failed
(server 171.68.118.143 failed)
109002: Auth from 10.31.1.5/23 to 192.1.1.1/13158 failed
(server 171.68.118.143 failed)
109002: Auth from 10.31.1.5/23 to 192.1.1.1/13158 failed
(server 171.68.118.143 failed)
109006: Authentication failed for user '' from 10.31.1.5/23
to 192.1.1.1/13158

PIX i - & {AHHERZh - RADIUS
BRI REA RIS HRIENPIXAR -

109001: Auth start for user '???' from 10.31.1.5/11074
to 192.1.1.1/23
109011: Authen Session Start: user 'pixuser',6 Sid 7
109005: Authentication succeeded for user 'pixuser'
from 10.31.1.5/11074 to 192.1.1.1/23
109012: Authen Session End: user 'pixuser',6 Sid 7,
elapsed 1 seconds
302001: Built outbound TCP connection 7 for faddr 192.1.1.1/23
gaddr 192.1.1.30/11074 laddr 10.31.1.5/11074 (pixuser)

PIX id - SABPIFEK (A PEROSEIR ) - RADIUS

RGIERPIXIER , SOHRIEER (AFEREN ), AF2FIERRARFENOS. AF
A=A ARPR/ZBNIS,




- 'Error: max number of tries exceeded'
pixfirewall# 109001: Auth start for user '???' from
192.1.1.1/13157 to 10.31.1.5/23
109001: Auth start for user '???' from 10.31.1.5/11075
to 192.1.1.1/23
109002: Auth from 10.31.1.5/11075 to 192.1.1.1/23 failed
(server 171.68.118.133 failed)
109002: Auth from 10.31.1.5/11075 to 192.1.1.1/23 failed
(server 171.68.118.133 failed)
109002: Auth from 10.31.1.5/11075 to 192.1.1.1/23 failed
(server 171.68.118.133 failed)
109006: Authentication failed for user '' from 10.31.1.5/11075
to 192.1.1.1/23

Pingifi® — AT LAPiIngfES5 8% . SFHFEF < — RADIUS
HRGIE RPIXER , HPRSETping® , BFFEFXN , HEREPIXEE. ARBEIAFSE

N @Eg%ﬂfﬁﬁ“mmus server falled"*ﬂ Error.’

pixfirewall# 109001: Auth start for user '??2?'

from 10.31.1.5/11076 to 192.1.1.1/23

109002: Auth from 10.31.1.5/11076 to 192.1.1.1/23 failed
(server 171.68.118.133 failed)

109002: Auth from 10.31.1.5/11076 to 192.1.1.1/23 failed
(server 171.68.118.133 failed)

109002: Auth from 10.31.1.5/11076 to 192.1.1.1/23 failed
(server 171.68.118.133 failed)

109006: Authentication failed for user '' from 10.31.1.5/11076
to 192.1.1.1/23

PIXii — FoiEping IR F BBk 240/ & F i T IC it — RADIUS

HRBIAPIXARIRE ,,\qﬂﬁﬁxx%%%,fplngﬁ:i"‘%ﬂlg)ﬂ m T LE, AFEIAFE. BBRAE
E“Timeout to RADIUS server  error : "Max number of tries exceeded’ ( EEEIEEFBIE@T{%J\\%HE%%E

) o

109001: Auth start for user '???' from 10.31.1.5/11077
to 192.1.1.1/23

109002: Auth from 10.31.1.5/11077 to 192.1.1.1/23 failed
(server 100.100.100.100 failed)

109002: Auth from 10.31.1.5/11077 to 192.1.1.1/23 failed
(server 100.100.100.100 failed)

109002: Auth from 10.31.1.5/11077 to 192.1.1.1/23 failed
(server 100.100.100.100 failed)

109006: Authentication failed for user '' from 10.31.1.5/11077
to 192.1.1.1/23

i DA

MREREFMNRN , WEZNHBRNRNESCERTEN (AARNEREZSFHRIENERT
TR ) -

aaa authorization telnet inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
aaa authorization HTTP inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
aaa authorization ftp inbound 0.0.0.0 0 0.0.0.0 0.0. O 0 AuthInbound

0.0.0.
FEE , RAEHRMER , RNEHREEARADIUSH THMHRKIE , 3 ERADIUSEREX



PIX TAUE R B8R R 5l
PIXifid — B 1780 & 5% HIR A9 81 — TACACS+
LREIERER RIFS GRS FZRBPIXIE :

109011: Authen Session Start: user 'pixuser',6 Sid 8

109007: Authorization permitted for user 'pixuser'
from 192.1.1.1/13160 to 10.31.1.5/23

109012: Authen Session End: user 'pixuser', Sid 8,
elapsed 1 seconds

302001: Built inbound TCP connection 8 for faddr 192.1.1.1/13160
gaddr 192.1.1.30/23 laddr 10.31.1.5/23 (pixuser)

PIX B - HBWIFRTH . BINKM - TACACS+

WREIERT BHRBRIERFERNABMBPIXiIAER EXE , AFtaEEE S Error”

109001: Auth start for user '???' from 192.1.1.1/13162
to 10.31.1.5/23

109011: Authen Session Start: user 'userhttp', Sid 10

109005: Authentication succeeded for user 'userhttp'
from 10.31.1.5/23 to 192.1.1.1/13162

109008: Authorization denied for user 'userhttp'
from 10.31.1.5/23 to 192.1.1.1/13162

109012: Authen Session End: user 'userhttp',6 Sid 10,
elapsed 1 seconds

302010: 0 in use, 2 most used

¥ b0 ic b

TACACS+

aaa accounting any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

ZRIEKRITTERXA , WHAMBLERMAR, ER , T EHNEN , 2RETFH 21T1EFK. &
“FERE , 2REEIE"EIKIER,

TACACS+BKIZFEUFUT I HE ( XLEiE2xKEK BCisco Secure NT , It RAES 2 RHER )

04/26/2000,01:31:22,pixuser,Default Group,192.1.1.1,

start,,,,,,,0x2a,,PIX,10.31.1.200, telnet, 6,
Login,1,,,1,,.,,,,,,,,,,local_ip=10.31.1.5 foreign_ip=192.1.1.1,
S -15) S

04/26/2000,01:31:26,pixuser,Default Group,192.1.1.1,stop, 4,
,36,82,,,0x2a,,PIX,10.31.1.200, telnet, 6,
Login,1,,,1,,.,,.,,,,,,,,local_ip=10.31.1.5 foreign_ip=192.1.1. 1,
siaeria o 2ekie, L,

RADIUS



aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound

FZiRIEK RITIFER K , DebugtI AMEMEE, ER , £ EWEN , 2RIEFH 21K &
“FERE , 2REFLIE"EIKIE R,

RADIUSIZ 1t 12 F 3L F b far i (1X ££ 3R B Cisco Secure UNIX;Cisco Secure NTHEJ1 A LA FE & 2
b):

radrecv: Request from host alf0lc8 code=4, i1id=18, length=65
Acct-Status-Type = Start

Client-Id = 10.31.1.200

Login-Host = 10.31.1.5

Login-TCP-Port = 23

Acct-Session-Id = "0x0000002f"

User-Name = "pixuser"

Sending Accounting Ack of id 18 to alf0lc8 (10.31.1.200)
radrecv: Request from host alf0lc8 code=4, id=19, length=83
Acct-Status-Type = Stop

Client-Id = 10.31.1.200

Login-Host = 10.31.1.5

Login-TCP-Port = 23

Acct-Session-Id = "0x0000002f"
Username = "pixuser"
Acct-Session-Time = 7

Except i I EH

EEMNNMED  NERMNEEREFRAN/REFTEESHRIE, ENFHicHkK , ROTURTOT
W

aaa authentication except inbound 192.1.1.1 255.255.255.255
0.0.0.0 0.0.0.0 AuthInbound

MREEEERINBNER MR EERNINEE |, IBLBELAFENFEHBUE RN

BACEBREETERAST

— B TACACS+HRADIUSHR S 888 “BR A 218" ( max-session ) & & S &M 7~ ( view logged-
inusers ) e, BENHMITRASTEIREEZFAFKEITRICRK, HEREK TR IEREZEE
1E"123%BY , TACACS+ZRADIUSIRG SR BREZANER ( BEPIXELE ) o

HFEZEMER , CEEEES T TenetMFTPER, HTFEZENARXEHTTPLETHRARRE, £
ARflmER , FATTRNNEEE , EBSHEE.

APREY PIX #{TZERESR , EEHITEHRIL :

(pix) 109001: Auth start for user '???' from 171.68.118.100/1200
to 9.9.9.25 /23

(pix) 109011: Authen Session Start: user 'cse',K Sid 3

(pix) 109005: Authentication succeeded for user 'cse'



from 171.68.118.100/12 00 to 9.9.9.25/23

(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/23
gaddr 9.9.9.10/12 00 laddr 171.68.118.100/1200 (cse)

(server start account) Sun Nov 8 16:31:10 1998
rtp-pinecone.rtp.cisco.com cse

PIX 171.68.118.100 start task_id=0x3 foreign_ip=9.9.9.25
local_ ip=171.68.118.100 cmd=telnet

BT BRS 85 & El start”1E % , {Bi% B stop”icF (kAT ) , HERSR|/E R Telnet HF EZ R, "Ml
RAFPZERERIANENS —MNMER(TREXBES —APC) , A HNMRERS R LN ZAFRENTK
ST (RIRBBIEFRARRE ) |, RS SH[IEL ZERE, "

BRFEBREN EREHTTelnetHFTPULS |, RFEH ( EHATER10245 ) -

(pix) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128 1
laddr 171.68.118.100/1281 duration 0:00:00 bytes 1907 (cse)
(server stop account) Sun Nov 8 16:41:17 1998
rtp-pinecone.rtp.cisco.com cse

PIX 171.68.118.100 stop task _1d=0x3 foreign_ ip=9.9.9.25
local_ ip=171.68.118.100 cmd=telnet elapsed_time=5
bytes_in=98 bytes_out=36

Fituauth 20 (BIXIAIE)HE XE(—RIALE , F Bfuauth HIAFTBEENIT) , 8N FRICEER
WA TEMEAK R

BT SER , HTTPR TS XFE, tiamEE RHTTPHY RAI

A FEIEPIXM171.68.118.100] 55 £9.9.9.25

(pix) 109001: Auth start for user '???' from 171.68.118.100/1281
to 9.9.9.25 /80
(pix) 109011: Authen Session Start: user 'cse', Sid 5
(pix) 109005: Authentication succeeded for user 'cse'
from 171.68.118.100/12 81 to 9.9.9.25/80
(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/80
gaddr 9.9.9.10/12 81 laddr 171.68.118.100/1281 (cse)
(server start account) Sun Nov 8 16:35:34 1998
rtp-pinecone.rtp.cisco.com cse
PIX 171.68.118.100 start task id=0x9 foreign_ip=9.9.9.25
local_ip=171.68.118.100 cmd=http
(pix) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80
gaddr 9.9.9.10/128 1 laddr 171.68.118.100/1281 duration
0:00:00 bytes 1907 (cse)
(server stop account) Sun Nov 8 16:35.35 1998
rtp-pinecone.rtp.cisco .com cse PIX 171.68.118.100
stop task_id=0x9 foreign_ip =9.9.9.25
local_ ip=171.68.118.100 cmd=http elapsed_time=0
bytes_ in=1907 bytes_out=223

AP ETERIMIT,

FHIRIER AW T16:35:34 , FILIEFR KM T16:35:35, WTEHEBE—H (B, FHRiIZFANEFLLIER
ZEARE -8 ), AFRENEZFZIIMY , A BEMMNEENTAR |, KEZREEDHARITT
?H. RACEBIEFEFZAFRBRELIAE? T, RAHTTPHEREN B ("B M FE"Z Y
BfE) AR, ‘B MEKIEEZRIYW, ANIEERFREER-BRERE , IRXELRIEEF , &
BFFE™"ERK. "KituauthiRBENOREKRE , ®RLEHBE"FH"MN"EFL"ERRIEERS R,
"BR , HTHTTPEEZNMER , FAKEBNERTEZRAFTIE.



* PIX BEEB#TRIEHEH

Bl AR TR T BB PIXI Telnet ( MIHTTP, FTP ) RE#HTHMHRIE. HIHERTelnetE
PIXTAE , mT#4T HDRIE

telnet 10.31.1.5 255.255.255.255 passwd ww

aaa authentication telnet console AuthInbound

% A P TelnetEIPIXET |, 212 RAA1H ATelnetZiBww). R , PIXEERTACACS+ ( £
, B F#EA“Authinbound”’RE588%1K ) SIRADIUSAF B MZEB, MRRZB[/EERE | BEEH
“DiX’MER AP BH APIX , HLUEH R (enable password) ( Tit AR WSNER ) KRB

R

ERLHT

aaa authentication enable console AuthInbound

B F"Authinbound"BRFH[INREHBER , AFERTEARAFANEB , A REZITACACS (44l
268 A "Authinbound" BRE88 %5k |, FTLAZE SRR IZETACACSHRSS85) s RADIUSRSS 88, HHT
BRIANE EEE5&2FIANIE EE8H#E , BRI AT SUEE TACACSERADIUSE FPIX , 14t
Mt AT AR AR AFB/ZE , @I TACACSERADIUS/E A, IR 2 4 & Cisco Bug ID
CSCAm47044({XBRSEME ).

F17 #H S FAIAE

aaa authentication serial console Authlnbound s < & Ei# 1T & 7 1 UE 18 UF = RE 15 [BI PIXHY B 1T 32 5

Ao

RPN ERTEER S , KR8 HSH BB (RIRPIXRE EX GRS B S REFR
FAINREHE), UATRRZEBERS R LERABNRHA

logmsg: pri 245, flags 0, from [10.31.1.200.2.2], msg Nov 01 1999
03:21:14: %PIX-5-111008: User 'pixuser' executed the 'logging' command.

EXAFBINET

R & B auth-prompt PIX_PIX_PIX@+ , MESPIXKWAFSBRUTES :

PIX_PIX_PIX [at which point one would enter the username]
Password: [at which point one would enter the password]

HRBLEMERS  RERARE NEB  "RT7. KRTAEEBEZPIXWAF , A ZE
PIXo


//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdm47044
//tools.cisco.com/RPF/register/register.do

AE B REPIXTBIYIAYIEMKIE F,

HEXAPERI/ABNERNHES

MREBUTHT

auth-prompt accept "GOOD_AUTH"
auth-prompt reject "BAD_ AUTH"

AP EBIPIXERKRM/RINE BRI TEFS

PIX PIX PIX
Username: asjdkl
Password:
"BAD_AUTH"

"PIX PIX PIX"
Username: cse
Password:
"GOOD_AUTH"

SR ZRENSEX B

ZERMAEIFTUAUTHRER |, ATLURBAF , MTACACS+HREE A, NMBEHNNENFE AR SE
E—"#ErtUauth" , BZRITEER , IRBNMNEAFEETEHN B HRIE , BHREFIE,

EARRHIFR | fAtimeout uauth 3:00:0085 %, — MNAKLTHHRIE , NIEEE=/ PR ERH
HITEHRIE, ER , MREFEALEEXHIEBERAF , HEPIXH S HATACACS AAARI , IA
P BB SR Y 22 R N4 X B BT B = % A P EPIXR M B uauth, XFAEKEZBIZPIXMTelnets
ETEidle/absolute BRI G FF. ©RIZ|EIZFHITEFFHRIL,

LEE B X R B TACACS+R BT H -

user = timeout {

default service = permit
login = cleartext "timeout"
service exec {
timeout 2
idletime = 1

}

}
BHRIEE , £PIXEH1Tshow uauth@ s :

pix-5# show uauth

Current Most Seen
Authenticated Users 1 1
Authen In Progress 0 1

user 'timeout' at 10.31.1.5, authorized to:
port 11.11.11.15/telnet
absolute timeout: 0:02:00
inactivity timeout: 0:01:00

ERPESE—2%2E , PX LNRARLETR



109012: Authen Session End: user 'timeout', Sid 19, elapsed 91 seconds

HAFEREEE-BHRENHAEENN , BAERBITH ORI,

B HTTP

WMRPIXATRRI U SFPIXBFHERINE , HTHR[EFASBNEBDG |, PRAA RS A LA E 3
HRTAERENER,

RiEEXTER , EATUERAUTHSFHREC 1918 ( Einternet ERATEEH |, BXNPIXH M EH
MEME—M it ) RMNBIPIXEEF , ASTARUHTTP:

virtual http #.#.#.# [warn]

HAPIERRPIXZ AR |, EEINE, REBESHEE , APRI—NEXFBHEE, 1A
IEXUAUTHRI BT B K E 2 FH . WNSRFTR | B 26 A EIHTTPRtimeout uauth@s © 35 42 i (A 1%
BRAOW, XEEHTTPERZIIEENMERS .

BEHTTPH B
9.9.920
(Dutside)
9991
PIX
‘ 17168118115 (Mirtual IP 171.68.115.949)
_E
Inside
TACACS+ Server 17168118143

171.68.118.101

PIXEL & BB AHT TP i 34



http://www.ietf.org/rfc/rfc1918.txt?number=1918

ip address outside 9.9.9.1 255.255.255.0

ip address inside 171.68.118.115 255.255.255.0

global (outside) 1 9.9.9.5-9.9.9.9 netmask 255.0.0.0

timeout uauth 01:00:00

aaa-server TACACS+ protocol tacacs+

aaa-server AuthOutbound protocol tacacs+

aaa-server AuthOutbound (inside) host 171.68.118.101 cisco timeout 10

aaa authentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound
virtual http 171.68.118.99

auth-prompt THIS_IS_PIX_5

il Telnet

ALEEPXKRBIUEFIBEAEMEERE  BRIFEBARNFER. IREANFELEDR (W0
“mail” ) T%l&ﬁ%ﬁhﬂ:o ﬂﬂ%PlXE’JFEﬁ?&E/mELﬁL&EEn‘ R 44 Bl 55 25 M 25 7 i i R i T
PIX#HITEE , X TENEN D EPIXREAEFE RN THEE

109001: Auth start for user '???' from 9.9.9.10/11094
to 171.68.118.106/25

109009: Authorization denied from 171.68.118.106/49 to
9.9.9.10/11094 (not authenticated

HTERHME D HMRSENEINEN T RS , XNFEE Mo ST INEM R (R4 RS 25
1% P iR/ B B B INIERR S

ﬂﬂifﬁ?%%gﬂiﬂ’ﬁ%Hﬁxiﬁﬁ'%fﬁhiﬂi Al fiF A virtual telnetin S RFTK. WIBDAFINERE
F|E#lTelnet IP, 23 BHBIEST , ﬁ%HEXE’JumE—JU\y«: BRBRAR S B5 o

EARBIF iﬂzﬂ%‘%*ﬁ‘TCPiﬁ“ﬁI:I49/;||,§M571~%I3$1‘IL9.9.9.1O)?ﬁﬁ']W%Bi*Mﬂ 68 118.106, HT IR

E%BT\J:T—IB_HE , A HRANRE T E#l Telnete I FAMEL Telnet , AMEFEERBKPEES. LLAL
,9.9.9.20f1171.68.118.20&R = & #A 31k

EilTelnet A ¥4




99910
[outside)
9991 (Mirtual IP 9.9.9.30)

Tac+ Server
171 68118 101

PIX#l B i\ Telnet A 5

e

PIX

‘1?1.68.118.1’15

Inside

17165 118 106

ip address outside 9.9.9.1 255.255.255.0

ip address inside 171.68.118.115
static (inside,outside) 9.9.9.20
static (inside,outside) 9.9.9.30
conduit permit tcp host 9.9.9.20
conduit permit tcp host 9.9.9.30

255.255.255.0
171.68.118.20 netmask 255.255.255.255 0 0
171.68.118.106 netmask 255.255.255.255 0 0
eq telnet any
eq tacacs any

aaa-server TACACS+ protocol tacacs+

aaa-server AuthInbound protocol tacacs+

aaa-server AuthInbound (inside)

AAA authentication any inbound 0.

virtual telnet 9.9.9.20

host 171.68.118.101 cisco timeout 5

0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

TACACS+ERSEAFPEB RN Telnet A

user = pinecone {
default service = permit

login = cleartext "pinecone"

service = exec {
timeout = 10
idletime = 10
}

}
PIXiE % B #l Telnet A 34




£9.9.9. 10 AP B A XTI R B FZBIPIXAY #31E9.9.9. 20 ITIALE :

pixfirewall# 109001: Auth start for user '???' from 9.9.9.10/11099
to 171.68.118.20/23
109011: Authen Session Start: user 'pinecone', Sid 13
109005: Authentication succeeded for user 'pinecone'
from 171.68.118.20/23 to 9.9.9.10/1470

"FER I # AT TINEE |, show uauth@s & & R A B ""time on the meter™ :

pixfirewall# show uauth

Current Most Seen
Authenticated Users 1 1
Authen In Progress 0 1

user 'pinecone' at 9.9.9.10, authenticated
absolute timeout: 0:10:00
inactivity timeout: 0:10:00

BE4L |, 9.9.9.10M18 R E[171.68.118.106 Y& & KX TCP/4A9RE

pixfirewall# 109001: Auth start for user 'pinecone' from 9.9.9.10/11104
to 171.68.118.20/23
109011: Authen Session Start: user 'pinecone', Sid 14

109005: Authentication succeeded for user 'pinecone' from 171.68.118.20/23

to 9.9.9.10/1470

302001: Built TCP connection 23 for faddr 9.9.9.10/11104 gaddr 9.9.9.30/49

laddr 171.68.118.106/49 (pinecone)

302002: Teardown TCP connection 23 faddr 9.9.9.10/11104 gaddr 9.9.9.30/49

laddr 171.68.118.106/49 duration 0:00:10 bytes 179 (pinecone)

Bl Telnet ¥4

AMINBER TRANLEREAT , REHSH THEMTenet N ERARLEN EXTRHF , v
F171.68.118.143 Telneth) N EB A F= BIRE#£19.9.9.30 H T H AW, Telnet ERUEEF. 1EH
THHRIEZE , o7 TCP REM 171.68.118.143 i E] 9.9.9.10 AL HYIRS 25



99910
[outside)
9991 (Mirtual IP 9.9.9.30)

PIX

17165 118114

—=

Inside

Tac+ Server 17168118 143
17168118101

PIXEL B i i\ Telnet tH 5

ip address outside 9.9.9.1 255.255.255.0

ip address inside 171.68.118.115 255.255.255.0

global (outside) 1 9.9.9.5-9.9.9.9 netmask 255.0.0.0

timeout uauth 00:05:00

aaa-server TACACS+ protocol tacacs+

aaa-server AuthOutbound protocol tacacs+

aaa-server AuthOutbound (inside) host 171.68.118.101 cisco timeout 10

AAA authentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound
virtual telnet 9.9.9.30

PIXiARE A TelnetH ¥

109001: Auth start for user '???' from 171.68.118.143/1536
to 9.9.9.30/23
109011: Authen Session Start: user 'timeout_143', Sid 25
109005: Authentication succeeded for user 'timeout_143' from
171.68.118.143/1536 to 9. 9.9.30/23
302001: Built TCP connection 46 for faddr 9.9.9.10/80 gaddr
9.9.9.30/1537 laddr 171.68 .118.143/1537 (timeout_143)
304001: timeout_143@171.68.118.143 Accessed URL 9.9.9.10:/
302001: Built TCP connection 47 for faddr 9.9.9.10/80 gaddr
9.9.9.30/1538 laddr 171.68 .118.143/1538 (timeout_143)
302002: Teardown TCP connection 46 faddr 9.9.9.10/80 gaddr
9.9.9.30/1537 laddr 171.68. 118.143/1537 duration 0:00:03



bytes 625 (timeout_143)

304001: timeout_143@171.68.118.143 Accessed URL 9.9.9.10:/

302002: Teardown TCP connection 47 faddr 9.9.9.10/80 gaddr
9.9.9.30/1538 laddr 171.68. 118.143/1538 duration 0:00:01
bytes 2281 (timeout_143)

302009: 0 in use, 1 most used

Bl Telnet 4

YA FTelnetZIE £ Telnet IPAY , show uauth@i 5 & ‘Ruauth,

MRAFFLEELETKE ( FFuauthdF RIS E R ) RIEREES , AR EEB R TelnetEE#L
Telnet IP, XU &iF,

i 01 324X

SRR R iR OSEEARTRN. EARRGS , IRHENEERSHRILE , BTCPIKO23-49/XFE
EEN

PIX & it

AAA authentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound
AAA authorization tcp/23-49 outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthOutbound

M171.68.118.143%9.9.9.10% 1T Telnetdt , HFTelnetin 023723-495BE AN , At S#HITHHE
U RN

1 M171.68.118.143%19.9.9. 105 KHTTPALERT , BMARUAHITHEHRIE , BPIXFTLER
TACACS+RREZSBENHTTP , A N80T E23-495TE A,

TACACS+ R IRSSESEL

user = telnetrange {
login = cleartext "telnetrange"
cmd = tcp/23-49 {
permit 9.9.9.10
}
}

BEEE , PIX cmd=tcp/23-49"M“cnd-arg=9.9.9.10" KIEEI TACACS+AR S5 25,

FEPIX LR

109001: Auth start for user '???' from 171.68.118.143/1051
to 9.9.9.10/23
109011: Authen Session Start: user 'telnetrange', Sid 0
109005: Authentication succeeded for user 'telnetrange'
from 171.68.118.143/1051 to 9. 9.9.10/23
109011: Authen Session Start: user 'telnetrange', Sid 0
109007: Authorization permitted for user 'telnetrange'



from 171.68.118.143/1051 to 9.9 .9.10/23

302001:

Built TCP connection 0 for faddr 9.9.9.10/23

gaddr 9.9.9.5/1051 laddr 171.68.1 18.143/1051 (telnetrange)

109001:

Auth start for user '???' from 171.68.118.143/1105

to 9.9.9.10/80

109001:

Auth start for user '???' from 171.68.118.143/1110

to 9.9.9.10/80

109011:

Authen Session Start: user 'telnetrange', Sid 1

109005: Authentication succeeded for user 'telnetrange'
from 171.68.118.143/1110 to 9. 9.9.10/80

302001:

laddr

302001:

laddr

302002:

laddr

304001:
302002:

laddr

Built TCP connection 1 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1110

171.68.1 18.143/1110 (telnetrange)

Built TCP connection 2 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1111

171.68.1 18.143/1111 (telnetrange)

Teardown TCP connection 1 faddr 9.9.9.10/80 gaddr 9.9.9.5/1110

171.68.11 8.143/1110 duration 0:00:08 bytes 338 (telnetrange)

timeout_143@171.68.118.143 Accessed URL 9.9.9.10:/
Teardown TCP connection 2 faddr 9.9.9.10/80 gaddr 9.9.9.5/1111

171.68.11 8.143/1111 duration 0:00:01 bytes 2329 (telnetrange)

AAALTBHTTP, FTPHITelnetAAHF iR

PIXEAFIRA5.0E R 7 REI1CIKIhAE. —BINIESER , ABABIRHTTP, FTPM Telnet@B#EHREAINEY

HAigkic o

192.1.1.1

192.1.1.254 (Outside)

PIX

10.37.1.200 {Inside)

103115

BBEITFTPR XA M H2R(192.1.1.1) EHI BN PR H2R(10.31.1.5) , FARME L TelnetA$T

FTFTP REEE :

virtual telnet 192.1.1.30
static (inside,outside) 192.1.1.30 10.31.1.5 netmask 255.255.255.255 0 0
conduit permit udp any any

AAA authentication udp/69 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
AAA authorization udp/69 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound



AAA accounting udp/0 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

HiX , M92 111N HEREREEZRIEIIP 192.1.1.30 , X A FUDPE PIXAY KE £ it 1iF 3# 17
NE. TEARTREIF | MASEBIAZBE 3 T copy tftp flashi# T2 :

302006: Teardown UDP connection for faddr 192.1.1.1/7680
gaddr 192.1.1.30/69 laddr 10.31.1.5/69

PIX LRy BN & Fltftp flash ( IOSEHIERIE =4 ) #HEERE — M 8K, HREFAUERSFHFL
o UTRERZ£LWindows EFITACACSIEFKRHI):

Date, Time, Username, Group-Name, Caller-Id, Acct-Flags, elapsed_time,
service,bytes_in,bytes_out,paks_in,paks_out,
task_id,addr,NAS-Portname, NAS-IP-Address, cmd

04/28/2000,03:08:26,pixuser,Default Group,192.1.1.1,start
0x3c,,PIX,10.31.1.200,udp/69

HXER

. PX i PEE
- PX @RI EHRME

rrrrrrr



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
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