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10S IPS Login E3

Enter User name and password for [0S IPS

Usemame: |admin

Fassword: ’““|

OK | Cancel

4. £ SDM A F S E A 2 & Configure , A5 & Fi“Intrusion Prevention”,
5. B Edit IPS &M+,
6. MR AKE A AR SDEE BA |, iH% & OK S5 A SDEE &4,

: |
Information E3|

@ SDEE notification is not enabled. IPS will enable SDEE notification so it
can receive SDEE messages.
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Enter CCO Usemname and Password

Usemame: user
Password: iy
oK | Cancel | Help
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OClick Yes to confirm, Mo to quit.

& Do you want to push this packages to router?
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14. Click OK. It B & 7R “Authentication Required” %t i&4E o



Enter login details to access level_| or view_access on
1172.25.90.39:

User name:

Password:

[~ Save this password in your password list

Authentication Required

admin

BTl

Authentication scheme: Integrated Windows

15. W AR A T3 1T SDM R HBI[HVEHARIIMAFEMOS , ARETHE OK, LtAtE RIPS
Policies Wizard” X} & 4E .

IPS Policies Wizand

16. & Next.

Welcome to the IPS Policies Wizard

This wizard halps you o configure the IFE miles for an inlefsce and to specify the
location of the configuration and thi signatune fila.

This wizard will 255158 you in configuring the following tasks:
* Select the inlerface o apply he IFS rule

* Select the trafc fow dirsction that should be ingpacted by the IPS nulas.
* Specify the signature file and public key 10 be usad by the router.

= Specify the config location and select the category of signatunes to be apphed o
the selected inlerfaces.

To confinue, click Mexd

e | Em:ml

Help |




IPS Policies Wizard E

Selact Interfaces

Selact the inlerfaces to which the IFS nule should be applied. Also choose whethar the rula
should be applied to Inbound or outbound.

Interface Name | Inbound | Outbound
GigabiEtharmatnd m =
GigabiEhemati = [
Wiani r C
Vian192 r r

-aml N’“’I Firfeh I CH'H:HI Help I

17. 1£“Selected Interfaces”® O HIEIFERN A 10S IPS WO MA M , RIGHE T Next to MLk
B1E.



IPS Policies Wizard [ ]
Signature File and Public Key

— Signature File
i Specify the signabure file you want to use with 103 IFS,
Signatura File: |mn-mn 1.1 25N08-8313-CL.pkg i [

" Getthe latest signaturs file from Cistacom and saa o PC.

Lescatior | S |

IawToan
Configure Public Key
Mama: Irealm-cls.-:n pub |
Ky, FE3IFOCAT 39BCHTEE S94AETAC FA'QIE131EIFE|[:I

50437722 FFEEBSEY SE41089FF CC1B8CES GIC

00GCF498 OTSFBEFE ASB3FB1F SFETBICE 5531

ZFSEDEZE S018EFIC B0CALFAD BTBFCAZE BFF

F3020301 0001 -
F

1] |

«Back | Medt= | Firich | cancel| Help |

18. 1£“Signature File and Public Key”& M #9“Signature File’X1gi# , # i Specify the signature
file you want to use with 10S IPS #i%i%4 , R/F ¥t “Signature File"1Z4 (...) RIEEXR K
HIXHHNE  BNESR 7 PEEN B R

Specify Signature File E3
" Specify signature file on flash

File Mame an flask I |T

+ Specify signature file using URL

Protocol: thp R
oy 110.1.1.253108-8313-CLI.pkg|
Example: http:410.10.10.1108-5259-CLI.pkg

" Specify signature file on the PC
Location: | Browse., |

oK I Cancel | Help |

19. ¥ Specify signature file using URL 2% 540 , A5 M “Protocol” FHI 5k A% — ML
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IFS Puolic ies Wirard

Config Location and Category

Config Location

Specify the directory path of the IPS configuration files where 105 IPS sub-systam
stores the signature information and the userdefined modifications, H Cisco 108
IPS fails to contact he specified location, i will refry for & specific imeout perod
unfil it successhully contacts the specfied location

Config Location: | [

Choose Category

Signature calegories are subsets of signatures created for routers with differant
amounts of available mamorny. The basic category is recommendad for routars
with less than 1 28 MB of memory, The advanced category is recommendad for
roufers with 128 ME of memony, or more.

Choose Categont I-i':l'f'ﬂl'li &d "I

:Em;lr,| et = | Finisl | Can:ml Help I

23. 7£“Config Location and Category”® O/ , # 5 Config Location 1Z4 (...) SAIS BN A T 76
SERBUNEBEXHFNME, et E R Add Config Location Xt iE4E.
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Add Config Location E3
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Directory Name: | |

" Specify the config location using URL.

HTED Hitp 04010 1fips

Mumber of Retnes (1-5):

Timeout (1-10): (sec)

0K Cancel Help
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Choose Folder E3

iy New Folder

B-#SMash

OK Cancel Help
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DRAM , Cisco B fRiEZ ‘Basic’ KB LB R A EANFED B MR, MRKHEEZET 256MB
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IPS Policies Wizand

Surnmany
Please chick Finigh' o deliver to router

PS8 nule will be applied to the incoming rafic on the following interfaces. =]
GlgabiEthe rmetl
ignalure File location:
Mp0 01,1 253008-831 3-CLILpkn
ublic Key
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lcr.mll Location:
e

flashiips/
alectad calagory of signatures:
advanced
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29. B EHEFHER LK Finish NEBNSERU4-SAXBBHER, MR SDM F“Preferences”i& &
WIS E S A , SDM & R Deliver Configuration to Router’ X i&1E , EhaE&
SDM f£IXZIBEHESH CLI TR E,



Deliver Configuration to Router Ed

Deliver delta commands to the router's unning config.
Preview commands that will be delivered to the router’s running configuration

ip ipe notify SDEE -
ip ips name sdm_ips_rule
interface GigabitEthermet0Nn

ip Ips sdm_ips_rule in

exit
ip ips config location lashaips!
ip ips signature-c ategory
category all

refired trus

by o

The differences between the running configuration and the stadup configuration are lost whenevar the
router is tumed off,

[~ Save running config. to router's startup config.
This operation can take several minutes.

Deliver | cancel | Save mﬁlel Help |

30. 8 Deliver 2k4E384E, IbAT.E ;R“Commands Delivery Status’31iE4E , EhE8EHmSEER
Commands Delivery Status E3

Command Delivery Status:

Preparing commands for delivery... a]
Submitting 14 commands, please wait...
Configuration delivered to router.

f -
I —

QK |

31. M EEETBRASTG , B OK SREIRIE, LLAT“I0S IPS Configuration Status”>¥ i 4E & 7R IE



[0S IPS Configuration Status E3

Please wait. Signatures are being configurad on
the router. This process might take several

minutes.
||
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33. £/ show ip ips signatures count P RITER REFSERME,
rout er #show ip ips signatures count
Cisco SDF release version S313.0
Trend SDF rel ease version V0.0
|
snip
|
Total Signatures: 2158
Total Enabl ed Signatures: 829
Total Retired Signatures: 1572
Total Compiled Signatures: 580
Total Signatures with invalid parameters: 6
Total (bsoleted Signatures: 11

Bt A SDM 2.5 BE1THY 10S IPS 1B EE K.
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