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AXNHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZZNERAR
(BN ) BE, MRAEEANREXINEG  FRREKELTHRAEG SHBERN,

A
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1. BEERARARE AL 2RE B4R (SDEE)EHBE A,

yournamefconf t

2. WMABRESGT (B1T—%) , ABECnI+Z&H,

yourname (config) #ip ips notify sdee

3. Bl A TXRERFEOMIPSHN A 5o

yourname (config) #ip ips name myips

4. BLiEIPS locationin = EAFE EECisco 10S IPSRESEMNBN X HIEMZE R, ARBIERANELHX
# : 128MB.sdf, LTSI BURLED ATAREMERANE, B EHY ( BEFTP,
HTTP. HTTPS., RTP. SCPHITFTP ) I X8 MURL,

yourname (config) #ip ips sdf location flash:128MB.sdf

AEXE: MRBEITelnetEBRERHAR , NEETEREHSIZNETEISDEEEE. , MAHE
Fterminal monitor@ %

5. EE S ACisco 10S IPSHHRHWRENEO LB AIPS, EAfHIF |, Hi1FEE OfastEthernet 0L
BRTHEANAME,

yourname (config) #interface fastEthernet 0
yourname (config-if) #ip ips myips in
*Oct 26 00:32:30.297: %IPS-6-SDF_LOAD_SUCCESS:
SDF loaded successfully from opacl
*Oct 26 00:32:30.921: %IPS-6-SDF_LOAD_SUCCESS:
SDF loaded successfully from flash:128MB.sdf
*Oct 26 00:32:30.921: %IPS-6-ENGINE_BUILDING:
OTHER - 4 signatures - 1 of 15 engines
*Oct 26 00:32:30.921: %IPS-6-ENGINE_READY:
OTHER - 0 ms - packets for this engines will be scanned
*Oct 26 00:32:30.921: %IPS-6-ENGINE_BUILDING:
MULTI-STRING - 0 signatures - 2 of 15 engines
*Oct 26 00:32:30.921: %IPS-6-ENGINE_BUILD_SKIPPED:
MULTI-STRING - there are no new signature definitions for this engine
*Oct 26 00:32:30.921: %IPS-6-ENGINE_BUILDING:
STRING.ICMP - 1 signatures - 3 of 15 engines
*Oct 26 00:32:30.941: %IPS-6-ENGINE_READY:
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STRING.ICMP - 20 ms - packets for this engine will be scanned
*Oct 26 00:32:30.945: $IPS-6-ENGINE_BUILDING:

STRING.UDP - 17 signatures - 4 ofl5 engines
*Oct 26 00:32:31.393: $IPS-6-ENGINE_READY:

STRING.UDP - 448 ms - packets for this engine will be scanned
*Oct 26 00:32:31.393: $IPS-6-ENGINE_BUILDING:

STRING.TCP - 58 signatures - 5 of 15 engines
*Oct 26 00:32:33.641: $IPS-6-ENGINE_READY:

STRING.TCP - 2248 ms - packets for this engine will be scanned
*Oct 26 00:32:33.641: $IPS-6-ENGINE_BUILDING:

SERVICE.FTP - 3 signatures - 6 of 15 engines
*Oct 26 00:32:33.657: $IPS-6-ENGINE_READY:

SERVICE.FTP - 16 ms - packets for this engine will be scanned
*Oct 26 00:32:33.657: $IPS-6-ENGINE_BUILDING:

SERVICE.SMTP - 2 signatures - 7 of 15 engines
*Oct 26 00:32:33.685: $IPS-6-ENGINE_READY:

SERVICE.SMTP - 28 ms - packets for this engine will be scanned
*Oct 26 00:32:33.689: $IPS-6-ENGINE_BUILDING:

SERVICE.RPC - 29 signatures - 8 f 15 engines
*Oct 26 00:32:33.781: $IPS-6-ENGINE_READY:

SERVICE.RPC - 92 ms - packets for this engine will be scanned
*Oct 26 00:32:33.781: $IPS-6-ENGINE_BUILDING:

SERVICE.DNS - 31 signatures - 9 of 15 engines
*Oct 26 00:32:33.801: $IPS-6-ENGINE_READY:

SERVICE.DNS - 20 ms - packets for this engine will be scanned
*Oct 26 00:32:33.801: %$IPS-6-ENGINE_BUILDING:

SERVICE.HTTP - 132 signatures - 10 of 15 engines
*Oct 26 00:32:44.505: $IPS-6-ENGINE_READY:

SERVICE.HTTP - 10704 ms - packets for this engine will be scanned
*Oct 26 00:32:44.509: %$IPS-6-ENGINE_BUILDING:

ATOMIC.TCP - 11 signatures - 11 of 15 engines
*Oct 26 00:32:44.513: $IPS-6-ENGINE_READY:

ATOMIC.TCP - 4 ms - packets for this engine will be scanned
*Oct 26 00:32:44.513: $IPS-6-ENGINE_BUILDING:

ATOMIC.UDP - 9 signatures - 12 of 15 engines
*Oct 26 00:32:44.517: $IPS-6-ENGINE_READY:

ATOMIC.UDP - 4 ms - packets for this engine will be scanned
*Oct 26 00:32:44.517: $IPS-6-ENGINE_BUILDING:

ATOMIC.ICMP - 0 signatures - 13 of 15 engines
*Oct 26 00:32:44.517: $IPS-6-ENGINE_BUILD_SKIPPED:

ATOMIC.ICMP - there are no new signature definitions for this engine
*Oct 26 00:32:44.517: $IPS-6-ENGINE_BUILDING:

ATOMIC.IPOPTIONS - 1 signatures - 14 of 15 engines
*Oct 26 00:32:44.517: $IPS-6-ENGINE_READY:

ATOMIC.IPOPTIONS - 0 ms - packets for this engine will be scanned
*Oct 26 00:32:44.517: $IPS-6-ENGINE_BUILDING:

ATOMIC.L3.IP - 5 signatures - 15 of 15 engines
*Oct 26 00:32:44.517: $IPS-6-ENGINE_READY:

ATOMIC.L3.IP - 0 ms - packets for this engine will be scanned
yourname (config-if) #ip ips myips out
yourname (config-if) #ip virtual-reassembly
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yourname (config) #int vlan 1
yourname (config-if) #ip virtual-reassembly
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2. B d“Create IPS ( RIRIPS ) "&W+~ , ARG ¥ E“Launch IPS Rule Wizard ( B31IPSH N @&
) "o Cisco SDMFEEBEISDEE X HIPSE4&E A = BEEL E Cisco 10S IPSTHEE, BRINMBER T
, SDEEEAIAJE A, Cisco SDMiE R B SDEE/S BIPSSEAFBEA , 21T EFTR
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S Polickes Wizard &I

Welcome to the IS Policies Wizarnd

The IPS rule configuration wizard configures IPS nies on an inferface and also
specifies |e localion of the SDF (signature deirdban fle). You must specify he
dirgction of the irafiic hal $hould be Scanned. Tyou da nol wanl &8 rafic 1o be
scanned, you should specify the inberesting fraffic to be scanned. The router Ioads
me SOF and stars scanning Mg inferesting trafic.

Thits wizard will 855141 you in configuring the follewing bisks
* Seleci ;e inferace o apply the IPS rule.

* Bebect fe rafic fiow direclion thal should be inspecied by the IPS ules,

= Specily the location of he SOF to be used by the rowar

To conbirg, click it

| i = | J Cancal | Help ]
4. B Nexto REHE RSelect Interfaces®& O,
S Policies Wizard F}rl
Select merfaces
Select the inferfaces fo which fe IPS nidia should be apphed. Also choose whather the nie
shousd be applied 10 inbournd or cuthound.
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5. BRERNHBAIPSHED , AR5 % HInbound=H Outbound SR E I RIZIBEON A M, T
HEEOLSAIPSH |, BRIEWERBAAWRMHEIE A,
6. B Next. R&fFE RSDF Locations& O,



7. R EAdAUAELBSDF U B, R4 E TRAdd a Signature Location¥d i54E,

PS Policies Wizard X

SDF Locations

Epetify the locations from which fie SDF (signahere dednition fle) should be loaded by the
Ciged 106G IPS, N Cizto 10 IPE fails bo losd the SOF fram the firgl lacalion, it ines the
bacations in order unbl it successiully Ioads the SDF file,

EDF Locabions

Add a Signalure Location
i~ Spacify SOF anflash:
1  Filerame onflash: | Z5EM8 s E
1 " Specify SOF using URL: i
! | = Iulun.l:nn
|
QI | Cancel E Higlp I

< Back | Next» | | cancel| Hew |

8. B #“Specify SDF on flash"#i&1Z4 , A5 M “File Name on flash” T 15l & ik %
256MB.sdf,

9 B EFRFELE , ARLELHBE . TX: HZIBREFEUA , autosaveit T4 BER
FEHAXH. “SDFUE"E NS RFHSDFLE,
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Cizen 108 IPS. HCisco 108 IPS fails fo load the SDF from the first locaton, it tnes the

lpcalions & order undl it succeseully loads the SDF fle.
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12. i ER. HIPSEIBEFFMAEZEN , Commands Delivery Status¥i iF1E & RIR Ao

Comenands Delivery Status

Cormamand Delvery Slahes:

Préparing commands for delvery. .
Submitiing 10 commands, please wall..
Corfiguration delvened to rouber

Ok |

13. B ZEEE , EHOK, “ERFFRE X EFEE RERREER.

Signature Compilation Status

IPS signature engines are built and are ready 1o scan patkets

ho ] Enging ] Etatus | o of Signatures =
K| MULTESTRING Skipped M Mew Signatures
k| STRIMGICHP w* Loaded 1
] STRIMNG LDP W Loaded 17
] STRIMG TCP W Lowded S8
] SERVICEFTF w* Loaded 3
7 SERVICE. SMTF w* Loaded I
B SERVICE RPC W Losded 20
] SERVICE DME W Loaded 31
10 BERVICEHTTP W Loaded 132
11 ATOMIC TCP w* Loaded 11
12 ATOMIC LIDE W Loaded 9
12 ATORIG WP Ekippad Mo Meew Signatures
14 ATOMIC IPOPTIONS o Loaded 1
AT L3P

Chogs |
HEEERERENSIBURZSIZFH
ZEH. WTERSHHE FEHRI WS, BN ZSIBNHZE.
14. BRI KRA SR HFFRE T EE,
15. BRI AR YR mEMNELLE | F¥ EHConfigure , AJ5 % thintrusion Prevention,
16. B Edit IPS ( 4m3BIPS ) AT , AR5 T“Signatures ( £F )7, IPSERIREREE
Z'EOF,
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5 ARRIASDF £

CLIZ®E

RBCLIG A AT HRERRMSD MARIOS-Sxxx.zip XL R E S, CiscoBEEASDMR
IPS{&Z BB EE R OKREECisco 10S IPSRELHWER,

NTFEHEBHFEE I HFZEME I EECisco I0S IPSRE LizTHSDFEHMEF |, AILAEH
LT&He:

yournamef#show running-config | include ip ips sdf
ip ips sdf location flash:128MB.sdf
yourname##

Hisignature locationfp T E XN EE X H B HEFEEM MR EH G E K HERIOS IPSENE XA
XHHNE, EFESHIRATY , &40 E H Hsignature file locationts 5 E X HY X

1. Efshowsn TRELSHRENEHRMVE, AHETCEENERNVE. U TERIET
LRNMBIVE,

yvournamef#show ip ips signatures
Builtin signatures are configured

ERMNNEMHEZR : 128MB.sdf BRISDFRRA~S128.0#& #SDF MR ZAV0.0
2. i copy <urb ips-sdfii T ARk £ — S HhNERREHZE M.

yournameffcopy tftp://10.10.10.5/mysignatures.xml ips-sdf

Loading mysignatures.xml from 10.10.10.5 (via Vlanl): !

[OK - 1612 bytes]

*Oct 26 02:43:34.904: %IPS-6-SDF_LOAD_SUCCESS: SDF loaded successfully from opacl



No entry found for lport 55577, fport 4714 No entry found for lport 51850, fport

4715

*Oct 26 02:43:34.920:
tftp://10.10.10.5/mysignatures.xml
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02:43:34.920:
02:43:34.920:

%$IPS-6-SDF_LOAD_SUCCESS: SDF loaded successfully from

%IPS-6-ENGINE_BUILDING: OTHER - 4 signatures - 1 of 15 engines
%$IPS-6-ENGINE_BUILD_SKIPPED: OTHER - there are no new signature

definitions for this engine

02:43:34.920:

%$IPS-6-ENGINE_BUILDING: MULTI-STRING - 0 signatures -

2 of 15 engines

02:43:34.920:

$IPS-6-ENGINE_BUILD_SKIPPED: MULTI-STRING - there are

no new signature definitions for this engine

02:43:34.920:

%$IPS-6-ENGINE_BUILDING: STRING.ICMP - 1 signatures -

3 of 15 engines

02:43:34.920:

$IPS-6-ENGINE_BUILD_SKIPPED: STRING.ICMP - there are

no new signature definitions for this engine

02:43:34.920:

%$IPS-6-ENGINE_BUILDING: STRING.UDP - 17 signatures -

4 of 15 engines

02:43:34.920:

$IPS-6-ENGINE_BUILD_SKIPPED: STRING.UDP - there are

no new signature definitions for this engine

02:43:34.924:

%$IPS-6-ENGINE_BUILDING: STRING.TCP - 59 signatures -

5 of 15 engines

02:43:36.816:

$IPS-7-UNSUPPORTED_PARAM: STRING.TCP 9434:0 CapturePacket=False -

This parameter is not supported

02:43:37.264:

%IPS-6-ENGINE_READY: STRING.TCP - 2340 ms - packets for this

engine will be scanned

02:43:37.288:

%$IPS-6-ENGINE_BUILDING: SERVICE.FTP - 3 signatures -

6 of 15 engines

02:43:37.288:

$IPS-6-ENGINE_BUILD_SKIPPED: SERVICE.FTP - there are

no new signature definitions for this engine

02:43:37.288:

%$IPS-6-ENGINE_BUILDING: SERVICE.SMTP - 2 signatures -

7 of 15 engines

02:43:37.288:

$IPS-6-ENGINE_BUILD_SKIPPED: SERVICE.SMTP - there are

no new signature definitions for this engine

02:43:37.288:

%$IPS-6-ENGINE_BUILDING: SERVICE.RPC - 29 signatures -

8 of 15 engines

02:43:37.288:

$IPS-6-ENGINE_BUILD_SKIPPED: SERVICE.RPC - there are

no new signature definitions for this engine

02:43:37.292:

%$IPS-6-ENGINE_BUILDING: SERVICE.DNS - 31 signatures -

9 of 15 engines

02:43:37.292:

$IPS-6-ENGINE_BUILD_SKIPPED: SERVICE.DNS - there are

no new signature definitions for this engine

02:43:37.296:

%IPS-6-ENGINE_BUILDING: SERVICE.HTTP - 132 signatures -

10 of 15 engines

02:43:37.296:

$IPS-6-ENGINE_BUILD_SKIPPED: SERVICE.HTTP - there are

no new signature definitions for this engine

02:43:37.316:

%IPS-6-ENGINE_BUILDING: ATOMIC.TCP - 11 signatures -

11 of 15 engines

02:43:37.316:

$IPS-6-ENGINE_BUILD_SKIPPED: ATOMIC.TCP - there are

no new signature definitions for this engine

02:43:37.316:

%$IPS-6-ENGINE_BUILDING: ATOMIC.UDP - 9 signatures -

12 of 15 engines

02:43:37.316:

$IPS-6-ENGINE_BUILD_SKIPPED: ATOMIC.UDP - there are

no new signature definitions for this engine

02:43:37.320:

%$IPS-6-ENGINE_BUILDING: ATOMIC.ICMP - 0 signatures -

13 of 15 engines

02:43:37.320:

$IPS-6-ENGINE_BUILD_SKIPPED: ATOMIC.ICMP - there are

no new signature definitions for this engine

02:43:37.320:

%$IPS-6-ENGINE_BUILDING: ATOMIC.IPOPTIONS - 1 signatures -

14 of 15 engines

02:43:37.320:

$IPS-6-ENGINE_BUILD_SKIPPED: ATOMIC.IPOPTIONS - there are

no new signature definitions for this engine

02:43:37.320:

%$IPS-6-ENGINE_BUILDING: ATOMIC.L3.IP - 5 signatures -

15 of 15 engines

02:43:37.320:

$IPS-6-ENGINE_BUILD_SKIPPED: ATOMIC.L3.IP - there are



no new signature definitions for this engine
yourname#

KiicopynB/E , MESBSRIAZEXHMHEIANES , ARHEXE5|2, E#2HASDEEHE
BHidd  ERENZLEIENHEIRS., %IPS-6-ENGINE_BUILD_SKIPPEDZ Rt 31 Z5%
B#HELR. %IPS-6-ENGINE_READYXRREFHE SR , BHoIZERHE, SLaI—# |, “151° 5|2
P15 EE R RATESIZBEEHE, IPS-7-UNSUPPORTED_PARAMZ 7RCisco I10S
IPSTXEENST. Hla, CapturePacket%l]ResetAfterIdIeo EE . XEHEMNESE X
Cisco I0S IPSZ & IhaeH AR BN, B EECEZRIRENS TR RRE (K3
7) , LKA ERFEIERER,

3. E%ﬁEESlgnature location@F S E X HISDF , XEYEAREFTMEN , EHEFTEEHZA
NEHRLEE, WTRHERNEHEZRER128MB.sdfINEXHEHXIHRNER,

yournamef#show flash:

-#- --length-- ----- date/time------ path

4 504630 Aug 30 2005 22:58:34 +00:00 128MB.sdf
yourname#copy ips-sdf flash:128MB.sdf
yournamef#show flash:

-#- --length-- ----- date/time------ path

4 522656 Oct 26 2005 02:51:32 +00:00 128MB.sdf

BE . FIN128MB.sdfEl EBEE A HNER, AREERNBRIN128MB.sdfXHRE. BR
BN XHERNHMBRUABREE. MRBEMER , NEFEEFE dsignature
location®i 5o

SDM 2.2%& %

B HCisco IOS IPSfE , AL EE{TE B Cisco SDME AREN S ZENKASBPRINFTZEE,. BES
AFZE  BERUTSR :

1. IR BRIASDFRIOS-Sxxx zipEH UG AHMZE,
2. B #§iConfigure , /5% thintrusion Prevention,
3. B Edit IPS ( 4wEBIPS ) "I+ , AEE T Import(SA)”.



= Intrusion Prevention System [IPS)

Create IPS | EditIPS
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4. NG A" FRIFIRAIEEMPC

ot

Lok jrc | 23 CCO5gs = = & B

Sors-5a0s. 50 1055214, 50
S os-520. 00 NI05-5215.50
Sos-5210.00 RI05-5216.5p
hos-s211.0p0
Pos-s212.50
Doss21zmp

< ¥

Flepame 1055007 op | Doen |

| u - Cancel
5. EEENRE BB, Lo R -

MCisco.com FEHHRFEI AR PCER N &F E#H .
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