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57 Bl Administration > Admin Access > Settings > Access, 8 M Fi&I
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MnTiA R

1E#E. Allow only listed | P addressesto connect

B, Add



Session IP Access MnT Access

v Access Restriction

(O Allow all IP addresses to connect
© Allow only listed IP addresses to connect

v Configure IP List for Access Restriction

IP List
_|_ Add
] IP ~  MASK
No data available
P R &L i

o fEISE31H , #UE&AEAIMINMUser RSS2 ELER LN | /5 MAIP PR HIPE L EREE

- GUI

- CLI

- SNMP

- SSH

o JHHTH—AXHEE , BAIUEE PR ACIDRIEXIPHIE ( IPv4SRIPYE ) o

o EEIPE , LACIDRIERIZEREB,



Edit IP CIDR
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Hatmask in CIDR format 32
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o JH4EFTEIPHEER/32,

o WFFW , BEAFTMEMIET, 745 : 10.26.192.0/18



ISE 3.2FF 91T

S ZEAdministration > Admin Access > Settings > Access. &4 LT A A& :

. AiF
« PR
o MnTiFRA

o % Allow only listed | P addresses to connect.

- B, Add

Session IP Access MnT Access

~ Access Restriction

() Allow all IP addresses to connect
© Allow only listed IP addresses to connect

~ Configure IP List for Access Restriction

IP List

.-+—Ad;:

o w - MASK

O 1 L 21

o - g 25
|Pi5 8 BE &

o FHFA—AMNEE , B UEEDH ACIDRIEXHIPHLE ( IPVAZEIPVG ) o

o FEEBIPIE , LACIDRIERIZEHD.,

o BUTFRBAI A TFIPHRIRS

Admin Services

User Services

off

off
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- EERANMAFRS

- EEMRS : GUI, CLI(SSH). SNMP, ERS. OpenAPI, UDN. APIMx, PxGrid (T2 EZEA ) . MnT24F

Edit IP CIDR

IP Address/Subnet in CIDR format
1P Address e

Metmazk in CIDR format 21

Services and portals that receives incoming connection :

O Admin Services
() User Services (U
() Admin and User Services

Cancel

Ym%EIP CIDR
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ON RTBRABERS , OFFR REAAF RS,



~ Configure IP List for Access Restriction

IP List
- Add / Edit ‘;‘ Delete
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ISE 3.2 PARESRAFHIITH

MASK Admin Services
.
25 on

S#A 2| Administration > Admin Access > Settings > Access, & A LAfE LA IR :

- RiE

«  ®EGUIRICLI : ISE GUI (TCP 443), ISE CLI (SSH TCP22)FISNMP,

o EEPRS : ERSAPI, Open APIl, pxGrid, DataConnect,

« HAFRSE :/BE. BYOD. KT,

o MNTiFR : FEALER , ISEREAMABREAENREZATHER.

User Services

off

off
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EE : pxGridFData Connecti/y 8] PR #3& A FISE 3.3+ , {BF&EMA FISE 3.2 P4+,

1% Allow only listed |P addresses to connect.
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Session Admin GUI & CLI Admin Services User Services MnT Access

Access Restriction for Admin GUI & CLI

() Allow all IP addresses to connect

© Allow only listed IP addresses to connect

Configure IP List for Access Permission

—+ Add

O w v MASK

No data available

3.3 WP R BB

o BHF-AMNEE , B AEESH ACIDRIEXHIPHELE ( IPVASEIPVG ) o

o FEEIP/E , LACIDRIERIZEREB,

- Bf, Add

& ISE GUI/CLI

. EREHEER.

o {ZILISERRS application stopise

«  fEHISERZIBRS application start ise safe

o MGUIRHIBRIP 3] BR o

R PR BR

RITBBEIHR , RIEISERETBRNRERFRE
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o NTFIARERMA , RaEHshow techh R E,

& A show techff 7 E A MBI show tech-support file <filename>

o AR T LUME B 12 BEURL B it iF copy disk:/<filename> ftp:/i<ip_address>/path. X - E MBI E | EHEURT &
ERANEEERR,

o EAILUIZNHTREEWITEN , SUEEREMER Runningiptables-nvL.

o AT BHEshow tech I HEAN . RATFEHR , X E 7] LUK B F 0 Eshow tech by 1P AccessFR I ZhBEHY & /E M

o

hhkkkhkkhhhhhhdhhdhhdhhdhhdhhddxhdxhdrrhrrdxx

Running iptables-nvL...

hhkkkhkkhhhkkhhkdhhkdhhdhhdhhdhhddxhdxddhrhxrdxx

Chain ACCEPT_22_tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT tcp -- ethO * x.x.x.x/x 0.0.0.0/0 tcp dpt:22 Firewall rule permitting the SSH traffic from segment X.x.x.x/x
461 32052 ACCEPT 4l -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

65 4048 DROP all -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_161_udp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT udp -- * * x.x.x.x/x 0.0.0.0/0 udp dpt:161 Firewall rule permitting the SNMP traffic from segment x.X.X.x/x
00ACCEPT al -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

00DROPdl -- * * 0.0.0.0/0 0.0.0.0/0

o XFI2REBIRA , &7 LUE A a5 show firewal 136 25 B A& H N

o 32K FEEMRAT LAE it 12 H4% 1 P 1R BR I RE LE B9 AR SS o

gjuarezo-311/admin#show firewall

Chain ACCEPT_22_tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

170 13492 ACCEPT tcp -- ethO * x.x.x.x/x 0.0.0.0/0 tcp dpt:22 Firewall rule permitting the SSH traffic from segment X.X.x.x/x
00 ACCEPT dl -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

13 784 DROPll -- * * 0.0.0.0/0 0.0.0.0/0



Chain ACCEPT_161_udp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT udp -- * * x.x.x.X/x 0.0.0.0/0 udp dpt:161 Firewall rule permitting the SNMP traffic from segment X.X.X.x/x
00ACCEPT al -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

00DROPall -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_8910_tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT tcp -- * * x.x.X.x/x 0.0.0.0/0 tcp dpt:8910 Firewall rule permitting the PxGrid traffic from segment x.x.X.x/X
00ACCEPT al -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

90 5400 DROP all -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_8443 tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT tcp -- * * x.x.X.X/x 0.0.0.0/0 tcp dpt:8443 Firewall rule permitting the HTTPS traffic from segment X.X.X.x/x
00 ACCEPT dl -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

00DROPdI -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_8444 tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT tcp -- * * x.x.x.x/x 0.0.0.0/0 tcp dpt:8444 Firewall rule permitting the Block List Portal traffic from segment X.x.x.x/x
00 ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

00DROPdll -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_8445 tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT tcp - * * x.x.X.x/x 0.0.0.0/0 tcp dpt:8445 Firewall rule permitting the Sponsor Portal traffic from segment X.x.X.x/x
00ACCEPT al -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

00DROPl -- * * 0.0.0.0/0 0.0.0.0/0

BERHAAE



BE  AFMBEREMERBR. 1PU5RFRH A SAFE AR B A Linux EREE X3 FRIEFRE. SNMP, CLIFMISSHIERX
BRBWAELE AR SEREMBE,

o B HAInfrastructure AHUMGUIE TR,
«  BHAAdmin-infra A& SMGUIE TR,
o JZRANSF AHLUMGUIH TR,

«  { M show logging application ise-psc.log tailo



YHISEEE AWebUITF RIZRE , AIEERGIBERE , HHR A TN FM7198.18.133.0/24 , MISEEE H XK H198.18.134.28,

2024-07-18 02:27:55,508 DEBUG [admin-http-pool4][[]] cisco.cpm.infrastructure.systemconfig.CpmlpFilterCache -:::::- IpList -> 198.18.133.0/24/basi cS
2024-07-18 02:27:55,508 DEBUG [admin-http-pool4][[]] cisco.cpm.infrastructure.systemconfig.Cpml pFilterCache -:::::- Low ip address198.18.133.0
2024-07-18 02:27:55,508 DEBUG [admin-http-pool4][[]] cisco.cpm.infrastructure.systemconfig.Cpml pFilterCache -:::::- High ip address198.18.133.255
2024-07-18 02:27:55,508 DEBUG [admin-http-pool4][[]] cisco.cpm.nsf.impl.NetworkElement -:::::- The ip addressto check isv4 198.18.134.28
2024-07-18 02:27:55,508 DEBUG [admin-http-pool4][[]] cisco.cpm.infrastructure.systemconfig.CpmlipFilterCache -:::::- Checkin Ip InipList returned Fir
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_basic_setup.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_basic_setup.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/support/index.html
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