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P 45
pustyugo-ise23-1.example.com pustyugo-ise23-2.example.com
Server DNS Server 10.48.30.127 10.48.30.128
10.0.0.10 10.48.30.104 Primary PAN Secondary PAN
Primary MNT Secondary MNT
PSN

q I GE1
El ‘--»’
=757 - GE3 #'4’
VPN USEr ‘oo e SRS ' FlexVPN HUB
External IP; 7.7.7.7 GE1: 10.48.71.183
VPN IP: 10.20.30.x/24 GE3: 5.5.5.5

VPNAFP REEEAESIIRAN FAETS A ARS25(10.0.0.10),
DNSHRSS BB K

AR , Windows Server 2008 R2FA¥EDNS R S5 85
B 1. 7 enroll.cisco.comi7 1N $E EPSNH IPAY E=H1(A)id%:


https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html

= Server Manager

File Action “iew Help

T EEEENTEEREE

i Server Manager (PUSTYUGO-DC-1)
Bl 5 Roles
Active Directory Certificate Services
Ackive Directory Domain Services
'@ DHCP Server
=l i, DNS Server
= & Dns
B PUSTYUGO-DC-1
Global Logs
orward Lookup Zones

=

enroll.cisco.com
| example.com

[EERRE]

| E;verse Lookup Zanes
| Conditional Forwarders
Qj ‘Web Server (115)
il Features
m Diagnostics
jj’é Configuration
23 Storage

Name Type Data enroll.cisco.com Properties EHE
é—l (same as parent Folder) Start of Autharity {S04) [12], pustyuga oo, ) |
§—| (same as parent folder) Mame Server (NS) pustyugo-de-1
g (same as parent Falder) Host {a) 10,48.30.127 Host {uses parent domain if left blank):

Fully qualified domain name (FQDR):

I enrall, cisco, com

1P address:

| 10.48:30.127

¥ Update associated pointsr (PTR) record

0k I Cancel Apply.

FI2. 7 IEEPSNIIPRICPP FQDN (A<l 4 55 F B cpp.example.com) R inEHL(A) B k:

File Action View Help

Y EE EEIIEEEE

% Server Manager (PUSTYUGO-DC-1)

El _-:j Roles

Active Directory Certificate Services
E?t Active Direckory Domain Services

% DHCP Server
B &, DNS Server
B £ ons
= F PUSTYUGO-DC-1
Global Logs
| Forward Lookup Zones

enroll.dsca. com
example.cam

= ==

Reverse Lookup Zanes
Conditional Forwarders

@i‘ wWeb Server (I15)

ﬁ:j Features

i Diagnostics

i} Configuration

=5 storage

|

|0S XE4$AE B

A I 5 P

example.com

Marme Type Daka cpp Properties nm
§—| (same as parent folder) Start of Authority {SOA) [13], pustyuge -
§—| (same as parent folder) Mame Server (N3) pustyugo-de-1 It ) | Security I
g chR io=(0) iIDLA38 3L (12 Host [uses parent domain if left blank):
] Flewwpn-hub Hast (4) 10,48.71.183 o]
§—| pustyugo-ise23-1 Host {A) 10.48.30.127 I_
g—l pustyugo-isez3-2 Host (&) 10.48.30. 128 Fully qualified domain name [FODM]:

Icpp example.com

IP address:

[104a.30127

¥ Update associated pointer [PTR) record

QK I Cancel Apply

3% RS E AP EAnyconnectE PR IIE B &, BRHB[UEPRNEAFNRERREET , UBRE

EEEVYMBREIERES,

SMEBABEEUAT ARz —#4
HX : IKEV2 FlexVPNAZHER B LR IEH,

HEIW 1 — 7ERR I BS E E P A L H9(CA)BRSS8%



AR CARSHRTUER —BIOSHEHRNSE —AHHR LR, EAXH , CARER—&

MR EOIEN,

AE  EEHACARSREZH , £EENNARBSEINTPRSS.

AR FIE  APRERERIEMIESNESYE , Bit , BRIFEERILER B FHRIECAIL

FHARESARPUTEN , EUNAFBERT2ZEFEARIGHRE

HIR1. N CARRSS BRERKRSARH

Fl exVPN- HUB(config)# crypto key generate rsa | abel ROOT- CA nodul us 2048

SE2. N B LB ERRSAER :

Fl exVPN- HUB(config)# crypto key generate rsa | abel FLEX-1 nodul us 2048

I6AIE

Fl exVPN- HUB# show crypto key nypubkey rsa
---- output truncated -----

Key nanme: ROOT-CA

Key type: RSA KEYS

St orage Device: private-config

Usage: General Purpose Key

Key is not exportable. Redundancy enabl ed.

Key Dat a:

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
00CO01F04 EOAF3AB8 97CED516 3B31152A 5C3678A0 829A0DOD 2F46D86C 2CBC9175
----- output truncated ------ ----- output truncated ------ Key nane: FLEX-1
Key type: RSA KEYS

St orage Device: private-config

Usage: General Purpose Key

Key is not exportable. Redundancy enabl ed.

Key Dat a:

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
009091AE 4185DC96 4F561F7E 506D56E8 240606D0 CCl6CCS5E E4E24EEB 1664E42C ----- out put

SIR3.BEECA:

ip http server
crypto pki server ROOT-CA

i ssuer-name cn=RO0T- CA. exanpl e. com
hash sha256

lifetine certificate 1095

lifetine ca-certificate 3650

eku server-auth

no shut down

IS

Fl exVPN- HUB# show crypto pki server

truncat ed



Certificate Server ROOT-CA
Status: enabl ed
State: enabl ed
Server's configuration is |locked (enter "shut" to unlock it)
| ssuer name: cn=ROOT- CA. exanpl e. com
CA cert fingerprint: A5522AAB 1410E645 667F0D70 49AADA45
Granting node is: auto
Last certificate issued serial nunber (hex): 3
CA certificate expiration timer: 18:12:07 UTC Mar 26 2021
CRL Next Update timer: 21:52:55 UTC May 21 2018
Current primary storage dir: nvram
Dat abase Level: Mnimum - no cert data witten to storage

FRABEEFER

interface | oopback 0

i p address 10.10.10. 10 255. 255. 255. 255
crypto pki trustpoint FLEX-TP-1
enrol I ment url http://10.10.10.10: 80
fqdn none

subj ect - nane cn=f| exvpn- hub. exanpl e. com
revocation-check none

rsakeypair FLEX-1

S5 KIFCA:

FI exVPN- HUB( confi g) #crypto pki authenticate FLEX-TP-1
Certificate has the followi ng attributes:
Fi ngerprint MD5: A5522AAB 1410E645 667F0D70 49AADA45
Fi ngerprint SHAl: F52EAB1A D39642E7 DSEAB804 OEB30973 7647A860

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

HPR6 R 3% B BRI M EICA:

Fl exVPN- HUB( confi g) #crypto pki enroll FLEX-TP-1
%
% Start certificate enroll nent

% Create a chall enge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.

Pl ease nmake a note of it.

Passwor d:
Re-enter password:

% The subject nane in the certificate will include: cn=flexvpn-hub. exanpl e.com

% The fully-qualified domain name will not be included in the certificate

% I nclude the router serial nunber in the subject nane? [yes/no]: no

% I nclude an I P address in the subject nane? [no]: no

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose FLEX-TP-1'" comrandwi || show the fingerprint.

May 21 16:16:55.922: CRYPTO PKI: Certificate Request Fingerprint MD5: 80B1FAFD 35346D0OF
D23F6648 F83F039B

May 21 16:16:55.924: CRYPTO PKI: Certificate Request Fingerprint SHAl: A8401EDE 35EE4AF8
46C4D619 8D653BFD 079C44F7

KRECALHFALBIERER , ARIEEARE T



Fl exVPN- HUB#show crypto pki server ROOT-CA requests
Enrol | ment Request Dat abase:

Subordinate CA certificate requests:
Reql D State Fi ngerpri nt Subj ect Nane

RA certificate requests:
Reql D State Fi ngerpri nt Subj ect Nane

Router certificates requests:
Reql D State Fi ngerpri nt Subj ect Nane

1 pendi ng 80B1FAFD35346D0FD23F6648F83F039B cn=f | exvpn- hub. exanpl e. com

SBR7 A ERBReqIDRFIES :

Fl exVPN- HUB#crypt o pki server ROOT-CA grant 1

FIRHBFBFBERILES (RELEE , eNEHREIOR) . EXRREATHEER

May 21 16:18:56.375: %Kl -6- CERTRET: Certificate received fromCertificate Authority
RIFUPRECRE !

FI exVPN- HUB#show crypto pki certificates FLEX-TP-1
Certificate
Status: Available
Certificate Serial Nunmber (hex): 04
Certificate Usage: General Purpose
| ssuer:
cn=RO0T- CA. exanpl e. com
Subj ect:
Nane: flexvpn-hub. exanpl e.com
cn=f | exvpn- hub. exanpl e. com
Validity Date:
start date: 16:18:16 UTC May 21 2018
end date: 18:12:07 UTC Mar 26 2021
Associ ated Trustpoints: FLEX-TP-1

CA Certificate
Status: Avail able
Certificate Serial Nunmber (hex): 01
Certificate Usage: Signature
| ssuer:
cn=RO0T- CA. exanpl e. com
Subj ect :
cn=RO0T- CA. exanpl e. com
Validity Date:
start date: 18:12:07 UTC Mar 27 2018
end date: 18:12:07 UTC Mar 26 2021
Associ ated Trustpoints: FLEX-TP-1 ROOT-CA
St orage: nvram ROOT- CAexanp#1CA. cer

B2 — FANBERIUEH



Fl exVPN- HUB(config)# crypto pki inport FLEX-TP-2 pkcsl12 ftp://cisco:cisco@.O0.48.30.130/ password
ci scol23

% | mporting pkcsl2...

Address or nanme of renote host [10.48.30.130]7?

Source fil enane [ FLEX-TP-2]? fl exvpn-hub. exanpl e.com pl2

Reading file fromftp://cisco@O. 48. 30. 130/ fl exvpn- hub. exanpl e. com p12!

[OK - 4416/ 4096 byt es]

% The CA cert is not self-signed.

% Do you al so want to create trustpoints for CAs higher in

% the hierarchy? [yes/no]:

May 21 16:55:26. 344: Y%CRYPTO _ENG NE- 5- KEY_ADDI TI ON: A key naned FLEX-TP-2 has been generated or
i mported

yes

CRYPTO PKI: Inported PKCS12 file successfully.

Fl exVPN- HUB(confi g) #

May 21 16:55:34.396: %Kl - 6- PKCS12| MPORT_SUCCESS: PKCS #12 Successfully | nported.

Fl exVPN- HUB(confi g) #

AR IKEV2

$81. B ERADIUSHRS 88 FMCoA:

aaa group server radius Fl exVPN- Aut hC Server-G oup-1
server-private 10.48.30. 127 key Ciscol23
server-private 10.48.30.128 key Ci scol23

aaa server radius dynami c-author
client 10.48.30.127 server-key C scol23
client 10.48.30.128 server-key Ciscol23
server-key G scol23
aut h-type any

SR2.EE S DRIEMBIIRE

aaa new nodel

aaa aut hentication |ogin Fl exVPN-Aut hC-List-1 group Fl exVPN Aut hC- Server-G oup-1

aaa aut horization network Fl exVPN- Aut hZ-List-1 | ocal

aaa accounting update new nfo

aaa accounting network Fl exVPN-Accounting-List-1 start-stop group Fl exVPN Aut hC- Server-G oup-1

SB3.0IEikev2IBUERRE

crypto i kev2 authorization policy FlexVPNLocal -Policy-1
pool Fl exVPN- Pool -1
dns 10. 48. 30. 104
net mask 255.255.255.0
def - domai n exanpl e. com

S4B BIKEV2ELE U -

crypto i kev2 profile FlexVPN-|KEv2-Profile-1
match identity renpte key-id exanpl e.com
identity local dn
aut hentication |local rsa-sig
aut hentication renote eap query-identity
pki trustpoint FLEX-TP-2
dpd 60 2 on-demand



aaa aut hentication eap Fl exVPN-Aut hC-List-1

aaa aut horization group eap |ist FlexVPN Authz-List-1 Fl exVPN-Local -Policy-1
aaa aut horization user eap cached

aaa accounting eap Fl exVPN- Accounting-List-1

virtual -tenplate 10

SRS B B R & MipsecHl B X4+

crypto i psec transformset FlexVPN-TS-1 esp-aes esp-sha-hmac
node tunnel

crypto ipsec profile FlexVPN-|Psec-Profile-1

set transformset FlexVPN-TS-1

set ikev2-profile Fl exVPN-1KEv2-Profile-1

SIR6. QIR EMERED !

interface Virtual - Tenpl at el0 type tunnel
i p unnunbered G gabit Et hernet 3
tunnel node ipsec ipv4
tunnel protection ipsec profile FlexVPNIPsec-Profile-1

HIRT QI

ip local pool FlexVPN Pool-1 10.20.30.100 10.20.30.200

SR8 A EACLURBIFTERFT IR TIF. ERARSHE , EONREHXERR :

. DNSHE

- B3 w080, 443F18905%ISE PSNIY R E

- CPP[JFPFQDNIERAIISE PSNEYRE

- REBFFAIMESSR (NRFE)
‘*Exﬁﬁ%bikHE’*%%E’JACLE’JT\{’JIJ R TIREBAMME |, A H1710.0.0.0/24M KR E X deny , ACLK
EBEERRX “deny ip any any”

ip access-list extended DENY_SERVER
pernmit udp any any eq donain

pernmit tcp any host 10.48.30.127 eq 80
pernmit tcp any host 10.48.30.127 eq 443
pernmit tcp any host 10.48.30.127 eq 8443
pernmit tcp any host 10.48.30.127 eq 8905
pernmit tcp any host 10.48.30.128 eq 80
pernmit tcp any host 10.48.30.128 eq 443
pernmit tcp any host 10.48.30.128 eq 8443
pernmit tcp any host 10.48.30.128 eq 8905
deny ip any 10.0.0.0 0.0.0. 255

SO BIEBACLUAFENEF,IHKIARE :

ip access-list extended PERM T_ALL
permt ip any any

HR10.FOBERE ( ik )

MANERT Fﬁﬁ IBHRBEIVPNREITER . EORRERELIIEEMS , 7T A fEikev2 RN E
WS S PISEIXER R, W BRI RIE DR AR A B,

crypto i kev2 authorization policy FlexVPN Local-Policy-1



route set renote ipv4 10.0.0.0 255.0.0.0

SR IEBREF iR Internetif @ ( AlE )

ENMNERFREFF IS ERM AL G IEEEE EEFRASENERIPH | BEE
NAT#%#t -

ip access-list extended NAT
permit ip 10.20.30.0 0.0.0.255 any

ip nat inside source list NAT interface G gabitEthernetl overload extended

interface G gabitEthernetl
ip nat outside

interface Virtual - Tenpl ate 10
ip nat inside

AnyConnectZ it il X 4L R

£ A AnyConnectBit E X HmESRELE R P imElE X . Windows 78110 EAnyConnectZ £ B3 &
F‘ﬁﬁ”"ﬁE’\JEEEXCFH%T?E%ProgramData%\Clsco\Cisco AnyConnect Secure Mobility Client\ProfileH

o

SBAZRABHIMEIIFRNINEE, WRFlexVPNEL ST EARZEAnttplRE35 , AnyConnecti Fl
EZIFPRNINBENSBUEREAM, BEE , RBHTTPRSER , CABRS 9953 T4k,

¥ AnyConnect Profile Editor - VPN
File Help

| VPN | Preferences (Part 1)

{‘i} Preferences (Part 1) SR - crn - =
_____ ™ Preferences (Part 2 Profile: ..\Cisco AnyConnect Secure Mobility Client\Profile\FLEXVPN.xml

----- Backup Servers
..... Certificate Pinning Ige Start Before Logon | User Controllable
----- o Certificate Matching

_____ EJ Certificate Enrolment Show Pre-Connect Message

{233 Mobile Policy Certificate Store
----- il Server List L -
macids All -
Certificate Store Override
Auto Connect On Start | User Controllable
| Minimize On Connect | User Controllable
Local Lan Access | User Controllable
User Controllable
| Auto Reconnect User Controllable

Auto Reconnect Behavior User Controllable

ReconnectAfterResume -

SR BEERSERIIK



L\‘i AnyConnect Profile Editor - VPN

File Help
ju VPN | Server List
::[::EZ: f[:: 3 Profile: ...\Cisco AnyConnect Secure Mobility Client\Profile\FLEXVPN.xml
2

Backup Servers Server List Entry
Certificate Pinning
=1 Certificate Matching Server | Load Balancing Servers | SCEP I IMobile I Certificate Pinning|

= Certificate Enrolment

i Mobile Policy Primary Server Connection Information
1@ Server List
a. Display Mame (required)  |FLEXVFN Primary Protocol IPsec - C.
e —
FQDN or IP Address User Group ASA gateway
b. | [fexvpn-hub.example.com Auth Method During IKE Negotiation  [EAP-MDS -
Group URL IKE Identity (I0S gateway only)
example. com

Backup Servers

Host Address Add

oK | | Cancel

- WAE RBEH
- % AFlexVPN= /O BIFQDNES Pt it o
. iERIPsec 1E R E N,

. BUBIE P “ASARI X" E 1% 4E H 15 BEAP-MD51E R B R I 3%, WA SFlexVPNEL S L1
IKEV2EL E X B E £ MEWIKES B (EATREIF | IKEV2EE XHEE T “match identity
remote key-id example.com’ @i %5 , E It A15E EFexample.com A {EIKE & 13).

PR3 FEL & 4R 77 2| %ProgramData%\Cisco\Cisco AnyConnect Secure Mobility
Client\Profile, A /5 E#T/Z z1AC.

Bt B XA HIXMLE R ¢

<?xm version="1.0" encodi ng="UTF-8"?>

<AnyConnect Profile xm ns="http://schemas. xm soap. or g/ encodi ng/ "

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"

xsi : schemaLocati on="htt p://schenmas. xrm soap. or g/ encodi ng/ AnyConnect Profile. xsd">

<Cientlnitialization>

<UseSt ar t Bef or eLogon User Control | abl e="true">f al se</ UseSt ar t Bef or eLogon>
<Aut omati cCert Sel ecti on UserControl |l abl e="true">true</ Aut omati cCert Sel ecti on>
<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>Al |l </ CertificateStoreMac>
<CertificateStoreQverride>fal se</CertificateStoreOverride>



<ProxySettings>Nati ve</ProxySettings>
<Al | owLocal ProxyConnecti ons>f al se</ Al | owlL.ocal ProxyConnecti ons>
<Aut henti cati onTi meout >12</ Aut henti cati onTi meout >
<Aut oConnect OnSt art User Control | abl e="t rue" >f al se</ Aut oConnect OnSt art >
<M ni m zeOnConnect User Control | abl e="true">true</ M ni mi zeOhConnect >
<Local LanAccess User Control | abl e="true">f al se</ Local LanAccess>
<Di sabl eCapti vePort al Det ecti on
User Control | abl e="fal se" >t rue</ Di sabl eCapti vePort al Det ecti on>
<Cl ear Smart cardPi n User Control | abl e="true">f al se</ Cl ear Snart car dPi n>
<| PPr ot ocol Support >l Pv4, | Pv6</ | PProt ocol Support >
<Aut oReconnect User Control | abl e="fal se">true
<Aut oReconnect Behavi or
User Control | abl e="f al se" >Reconnect Af t er Resune</ Aut oReconnect Behavi or >
</ Aut oReconnect >
<Aut oUpdat e User Control | abl e="f al se" >t rue</ Aut oUpdat e>
<RSASecur | DI nt egrati on User Control | abl e="fal se">Aut omat i c</ RSASecur | DI nt egr ati on>
<W ndowsLogonEnf or cenent >Si ngl eLocal Logon</ W ndowsLogonEnf or cenent >
<W ndowsVPNEst abl i shnent >Local User sOnl y</ W ndows VPNEst abl i shrent >
<Aut omat i cVPNPol i cy>f al se</ Aut omat i cVPNPol i cy>
<PPPExcl usi on User Control | abl e="fal se">Aut ormati c
<PPPExcl usi onServer| P User Control | abl e="f al se"></ PPPExcl usi onSer ver | P>
</ PPPExcl usi on>
<Enabl eScri pti ng UserControl | abl e="fal se">fal se</ Enabl eScri pti ng>
<Enabl eAut ormat i cSer ver Sel ecti on User Control | abl e="true">fal se
<Aut oSer ver Sel ecti onl npr ovenent >20</ Aut oSer ver Sel ect i onl npr ovenent >
<Aut oSer ver Sel ecti onSuspendTi me>4</ Aut oSer ver Sel ect i onSuspendTi ne>
</ Enabl eAut omat i cSer ver Sel ecti on>
<Ret ai nVpnOnLogof f >f al se
</ Ret ai nVpnOnLogof f >
<Al | owvanual Host | nput >t rue</ Al | owivlinual Host | nput >
</Cientlnitialization>
<ServerList>
<Host Entry>
<Host Narme>FLEXVPN</ Host Nanme>
<Host Addr ess>f | exvpn- hub. exanpl e. conk/ Host Addr ess>
<Pri mar yPr ot ocol >| Psec
<St andar dAut hent i cati onOnl y>t rue
<Aut hMet hodDur i ngl KENegot i at i on>EAP- MD5</ Aut hMet hodDur i ngl KENegot i ati on>
<I KEl denti t y>exanpl e. conx/ | KEl dentity>
</ St andar dAut hent i cati onOnl y>
</ Pri maryPr ot ocol >
</ Host Entry>
</ ServerLi st>
</ AnyConnect Profi | e>

ISERL B

EERAMCPPIEHE R

AR EREERUEBFEFBI LR EERNT K.

$ 1.3 FAdministration -> System -> Certificates -> Certificate Signing Requests , B
Generate Certificate Signing Requests(CSR):



Identity Services Engine

Home » Context Visibility » Operations + Policy « Administration » Work Centers

- System » Identity Management  » Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing = Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

<]
~ Certificate Management Certificate Signing Requests
System Certificates Generate Certificate Signing Requests (CSR)
Trusted Certificates A Certificate Signing Reguests (CSRs) must be sent to and signed by an external authority. Click "export” to download one or more CSRs so that they may be ¢
"bind" to bind the request to the signed certificate issued by that authority. Once a CSR is bound, it will be removed from this list.
OCSP Client Profile

Certificate Signing Requests Pview  @oexport | X Delete Bind Certificate

Certificate Periodic Check Setti... [ Friendly Name Certificate Subject Key Length Portal group tag | Timestamp

» Certificate Authority No data available

SER2EITANWINEL , ERLENPSNT R , EEXENFE , HESANFEF RN KK
FQDN, enroll.cisco.com, cpp.example.comM T @ IPHbit | RERHER:

Identity Services Engine

Home >onte; ; » Operations » Policy - Administration + Work Centers

+ System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services ¢ Feed Service » Threat Centric NAC

Deployment  Licensing  wCertificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access b Settings

o Usage
~ Certificate Management Certificate(s) will be used for |Multi-Use | s, You can use a single certificate for multiple services, but
~ doing so is not a recommended practice. Rather, you
System Certificates should obtain individual certificates specifically for each
service (for example, one certificate each for Guest
Trusted Certificates Portals, EAP, and pxGrid).
Allow Wildcard Certificates  [] &
OCSP Client Profile
Certificate Signing Requests Node(s)
Certificate Periodic Check Setti... Generate CSR's for these Nodes
» Certificate Authority Node CSR Friendly Name
pustyugo-ise23-1 pustyugo-ise23-1#Multi-Use
[ pustyugo-ise23-2 pustyugo-ise23-2#Multi-Use
Subject
Common Name (CN) | $FoDNS | d
Organizational Unit (OU) | TAC ] d
Organization (0) | Cisco | i
City (L) | |
State (ST) | |

Y —



Subject Alternative Name (SAN) | DNS Name v ‘ ‘ pustyugo-ise23-1.example.com

|
| DNS Name " ‘ enroll.cisco.com ‘
| DNS Name " ‘ cpp.example.com ‘
| 1P Address +| | 10.4830.127 | i
* Key type |RSA h | i
* Key Length |2048 ]
* Digest to Sign With | SHA-256 - |

Certificate Policies ‘

=3 oo
AE  IRTENRSEWPER A, MNP ERAR—IEHS,

EHOMWEOS | BHExportApemi& X IFCSRREFEEI A Hth T4 -

Successfully generated CSR(s)

Certificate Signing request(s) generated:

pustyugo-ise23-1#Multi-Use

Click Export to download C5R(s) or OK to return to list of CSR(s) screen

=3 ()

S EAHFEZEECANCSR , ANCALLKRCAILE R T RS ( RAMAME ) FREUEF X4

DSR4 KR ER — >RE” — >R —>"REMELEH, BHEEA ET-—IMEEP , 2%
Bx# , MEEFERCALEB XN  EERFEWN N UGE" (MRFE ) , ERLENZEEX
RET , RERHREK



Identity Services Engine

Home » Context Visibility » Operations » Policy  Administration » Work Centers

- System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  wCertificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access b Settings

L<]
~ Certificate Management Import a new Certificate into the Certificate Store
* Certificate File | Choose File |PUSTYUGODC1.pem
System Certificates
Trusted Cerlificates Friendly Name ‘ PUSTYUGO ROOT CA 7

OCSP Client Profile Trusted For: @
! |
Certificate Signing Requests
mngikicd [#] Trust for authentication within ISE
Certificate Periodic Check Setti...
Trust for client authentication and Syslog
» Certificate Authority

[¥] Trust for authentication of Cisco Services

(] validate Certificate Extensions

Description | PUSTYUGO ROOT CA

b JEETT

MNEPHABERELES (WRE ) ESRIR.

%53 [B Administration -> System -> Certificates -> Certificate Signing Requests , #ER X EH
CSR , /5% #iBind Certificate:

il Identity Services Engine

Home + Context Visibility » Operations » Policy ~ Administration » Work Centers
~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Setlings

<]
- Certificate Management Certificate Signing Requ&sts
Trusted Certificates A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click “export” to download one or more CSRs so that they may be signed by an exterr
"bind" to bind the request to the signed certificate issued by that authority. Once a CSR is bound. it will be removed from this list.
QCSP Client Profile
Certificate Signing Requests Jview @obxport M Delete |m
Certificate Periodic Check Setti 1| Friendly Name Certificate Subject Key Length Portal group tag  Timestamp ~ Host
» Certificate Authority ¥ pustyugo-ise23-1#Multi-Use CN=pustyugo-ise23-1.... 2048 Sun, 10 Jun 2018 pustyugo-ise

SREEITHWIE L , 2 dChoose File , %EEMCAKZIIEH 4 , AREH AFriendly
Name ( IRFE ) , RAFikRUsage:BER (A% : MRCSREMA“Z AR (Multi-Use)BIZEH |, I
B 423X (Submit) , th A LATEBLAL IR



"tieth: Identity Services Engine Home » Context Visibility » Operations » Policy w Administration » Work Centers

~ System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Deployment  Licensing  ~ Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access b Settings

o
~ Certificate Management Bind CA Signed Certificate

System Certificates * Certificate File Signed CSR.cer

Trusted Certificates

OCSP Client Profile Friendly Name | pustyugo-ise23-1 Admin i

Certificate Signing Requests
Validate Certificate Extensions [ i
Certificate Periodic Check Setti. .

» Certificate Authority
Usage

Admin: Use certificate to authenticate the ISE Admin Portal

] EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling
[ RADIUS DTLS: Use certificate for the RADSec server

[ pxGrid: Use certificate for the pxGrid Controller

I:l Portal: Use for portal

Cs.ome T

SRTEETHHEOTETR'EREA. TEERLEPERXEN T LUFEHRS

Enabling Admin role for this certificate will cause an application server restart on the selected node.

MNote: Make sure required Certificate Chain is imported under Trusted Certificates

MBRENIFEALIWIES  FEESERCPPIIBNS R, HE6LH |, MIFFEA: I, R
BERHEX :



Identity Services Engine

Home » Context Vi » Operations

~System b Identity Management  » Metwork Resources b Device Portal Management  pxGrid Services

Deployment  Licensing  «Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access
—

~ Certificate Management Bind CA Signed Certificate

System Certificates

Trusted Certificates

* Certificate File | Choose File |Signed CSR Portal.cer

» Threat Centric NAC

» Settings

OCSP Client Profile Friendly Name | pustyugo-ise23-1 Portal

Certificate Signing Requests
Validate Certificate Extensions  [] (i
Certificate Periodic Check Setti. ..

} Certificate Authority
Usage

O Admin: Use certificate to authent

[] EAP Authentication: Use certificate for EAP pre

[ rADIUS DTLS:

0 pxGrid: Use certif
Portal: Use for portal

3E Adrr

tificate for the RA

* Portal group tag | Default Portal Certificate Groupw | (;

Portal(s) using this tag  BYQD Portal (default)
Certificate Provisioning Portal (default)
Hotspot Guest Portal {default)
My Devices Portal (default)
Sponsor Portal (default)

EE cneel |
MISEERBHRHIFIEPSNEE LRSI,

EISELBIE A A,

X : FRAEAP-MDSAER | ISEREZEFEAMHF,

Blacklist Portal (default)

Client Provisioning Portal (default)
MDM Portal (default)

Self-Registered Guest Portal (default)
Sponsored Guest Portal (default)

SHR1EIER —>'BHRTEE —>'F6" —>AF", BEFM.

Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration

» System | - Identity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service

~ldentities  Groups  External ldentity Sources  Identity Source Sequences  » Settings
—
o
Network Access Users
Users

Latest Manual Network Scan Results

J Edit obAdd B change Status @oimport Gl Export v | 3¢ Delete ~L1‘_‘-|3'~D| cate

Status MName a  Description First Name Last Name Email Address

» Threat Centric NAC

User Identity Groups Admin

Mo data available

SE2ETTFHNELRARFE, BHANEGXERSE , AREERX



Identity Services Engine Home » Context Visibility

+ Operations » Policy + Administration » Work Centers

» System « ldenlity Management » Network Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

ridentiies Groups External Identity Sources  Identity Source Sequences  » Settings
I
o
Metwork Access Users List » New Network Access User
Users

» Network Access User
Latest Manual Network Scan Results

* Name [ vpnuser

Status Enabled «

Email |

v Passwords

Password Type: Internal Users >

Password Re-Enter Password

* Login Password |nn- | |.-.n | | Generate Password :| i

Enable Password | | | | [ Generate Password |

+ User Information

First Name [ |

Last Name | |

¥ Account Options

Description I

Change password on next login CJ

» Account Disable Policy

O pisable account i date exceeds | 2018-07-27 (yyyy-mm-dd)

» User Groups

£ [ALL_ACCOUNTS (default) )
)

FFFlexVPN HUB il Radius & F i

SRR THEPL —>RE —>"MFRE” , LT R,

csco  ldentity Services Engine Home » Context Visibility

» Operations » Policy » Administration « Work Centers
b Metwork Access  » GuestAccess  » TrustSec  » BYOD  » Profiler | = Posture | » Device Administration  » PassivelD

Cwverview  Network Devices  » Client Provisioning » Folicy Elements  Posfure Policy  Policy Sefs

Troubleshoot  Reports » Setlings

Network Devices

ﬁ-?’ Edit :ﬂ:Add |:|"_1-| Duplicate | @almport g Export O Generate PAC | 3 Delete

MName a | IP/Mask Frofile Name Location Type Description

Mo data available

Ster 2. AW RE L , MAREEWN, IPHUMEMLEEE , EPEIRERADIUSEHRIER
B MAREERY K ARRTRNHEBHER,



csco  ldentity Services Engine Home: » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access » Guest Access b TrustSec » BYOD » Profiler « Posture » Device Administration » PassivelD

Cwerview  Network Devices ¢ Client Provisioning » Policy Elements  Posiure Policy  Policy Sefs  Troubleshoot  Reports ¢ Sefiings

Metwork Devices List » New Network Device
Network Devices

* Name | FlexVPN-HUB |

Description | FlexVEN HUB |

[ Paddess  +| *IP: [10.48.71.183 N E

@ IPvS is supported only for TACACS, At least ane IPv4 must be defined when RADIUS is selected

* Device Profile | g Cisco » | &

Software Version :l

* MWetwork Device Group

Location [a)| Locations © | | Set ToDefault |

IPSEC [IsIPSEC Device @ | [ SetToDefault |

Device Type [all Device Types © | | Set To Default |

~ RADIUS Authentication Settings

RADIUS UDP Settings

Frotocol  RADIUS

* Shared Secret

T | | Show |

Use Second Shared Secret []

Show
CoA Port | 1700 | [ Set To Default ]
RADIUS DTLS Settings (7
DTLS Required [ i
Shared Secret | radiusidils i
CoA Port | 2083 | [ set To Default |
Issuer CA of ISE Certificates for CoA |Se|ect if required (optional) v | i
DNS Name | |
General Settings
Enable KeyWrap O
* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format ‘= ASCI HEXADECIMAL

| » TACACS Authentication Settings
L1 |y sNMP Sattings

LIy Advanced Trustsec Seftings

(o)




EFw kR

LA 2% AnyConnectBl B 55,
FIR1. T HAnyConnectX 8. AnyconnectiiFBAEFFAIMISEERE TH , At , B2 60

, BFRRACH

WPCLA A, LA ATACTE — http://cisco.com/go/anyconnect, 1E4~3L

R4 | fF Fanyconnect-win-4.5.05030-webdeploy-k9.pkg ¥ 4.

S| EFACE LEBISE , EEMETFEHD — >RE —>FFARBE —>FF , AERKTE
Add. WA BEEZRAREBRER. EHEQT , REEREMNG , LHEEXHHEEPCLEN

ACE,

sl gentity Services Engine

Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

¥ Network Access ¥ Guest Access b TrustSec » BYOD » Profiler ~ Posture » Device Administration » PassivelD

COverview  Network Devices

Client Provisioning Policy
Resources

Client Provisioning Portal

~ Client Provisicning b Policy Elements  Posture Policy Policy Sets  Troublesheot  Reports  » Setflings

Agent Resources From Local Disk > Agent Resources From Local Disk

Agent Resources From Local Disk

Category Cisco Provided Packages

Choose File | anyconnect- _ploy-kS pkg

v AnyConnect Uploaded Resources

Mame - | Type Version

AnyConnectDesktopWindows 4.5.503...  AnyConnectDesktopWindows — 4.5.5030.0

m | Cancal

B EHSubmit TS A, RIFHFESHLE , AEEEI,

Description

AnyConnect Secure Mobility Clien...

SIS ERUIN EZBISE, EE—T(TEHO->RE — >EF wHE — >KiR)+ £ 5500
, RIEMCiscoti RHFEZERERR,. EHERIIRTD , CHRESIEEMBRH BHRE. N T A

AnyConnectComplianceModuleWindows 4350 08 L HEREIR,


http://www.cisco.com/go/anyconnect

r

Download Remote Resources

MName

AgentCustomizationPackage 1.1.1.6
AnyConnectComplianceMaduleCSX 3.6.11682.2
AnyConnectComplianceModuleCSX 4.3.290
AnyConnectComplianceModuleWindows 3.6 116822
AnyConnectCompliance MaduleWindows 4.3.50.0
CiscoTemporaldgentOSx 4.5.02036
CizcoTemporaldgentWindows 4.5.02036
ComplianceModule 3.6.11510.2
MACComplianceModule 3.6.11510.2
MacOsXAgent 4.9.4 3

MacOsXAgent 4953

MacOsxXSPWizard 1.0.0.18

MacCsxXSPWizard 1.0.0.21

MacOsXSPWizard 1.0.0.27

MacOsXSPWizard 1.0.0.22

MacOsXSPWizard 1.0.0.30

DOo00ooooooooxrOoooodg

FY

Description

This is the NACAgent Customization Package v1.1.1.6 for Wir
AnyConnect OS5 X Compliance Module 3.6.11632.2
AnyConnect OSX Compliance Module 4.3.29.0

AnyConnect Windows Compliance Module 3.6.11682.2
AnyConnect Windows Compliance Module 4.3.50.0

Cisco Temporal Agent for OSX With CM: 4.2.1019.0 Works wi
Cizco Temporal Agent for Windows With CWM: 4.2.1226.0 Work
NACAgent CompliancelModule v3.6.11510.2 for Windows
MACAgent ComplianceModule v3.6.11510.2 for MAC QSX
MNAC Paosture Agent for Mac OSX w4 894 3-1SE1.2  ISE1.1..
MNAC Posture Agent for Mac OSX v4.9.5.3 - 1SE 1.2 Patch 12,
Supplicant Provisioning Wizard for Mac OsX 1.0.0.13 (ISE 1.1
Supplicant Provisioning Wizard for Mac CsX 1.0.0.21 (for ISE
Supplicant Provisioning Wizard for Mac CsX 1.0.0.27 (for ISE
Supplicant Provisioning Wizard for Mac ©sX 1.0.0.29 (for ISE

Supplicant Provisioning Wizard for Mac Csx 1.0.0.30 (for ISE

>

hitp:ffcisco.comigofanyconnect

o JEETN

d

SBWADIE LTI EBACRSE B XM, #HAdd RBIEENACRESHAnyconnect in R £ 4 E

B3 #o

cisco  ldentity Services Engine Home + Context Visibility » Operations + Policy (N~ Worle Centers

» Metwork Access b Guest Access » TrustSec » BYOD » Profiler | « Posture » Device Administration » PassivelD

Cverview  MNetwork Devices  + Client Provisioning ¢ Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Repords  » Seftings

<]
BT B ISE Posture Agent Profile Settings > New Profile
Resources Posture Agent Profile Settings
Client Provisioning Portal a. |Any€onnect d
. * Name: AC-4.5-Posture
Description:

IEREESHER, AnyConnectRI A TFItn S,

- BEREXHEH. SHERRXARESHIE D



Parameter Value Notes

PRA retransmission time 120 SeCs

Discovery host | |

need to be blank by default o force admin to enter a

* Server name rules | * | a o e :
value. "*" means agent will connect to all

List of IP addresses, FQDMs with or without port must be
comma-separated and with colon in betwaen the IP

Call Home List | pustyugo-ise23-1.exampl | b. address/FQDN and the port. Example:
|IFaddress/FQDMN:Fort (Port number should be the same,
specified in the Client Provisioning portal)

) Enter value of back-off imer in seconds, the supported
Back-off Timer 55 range is between 10s - 600s.

Note: It is recommended that a separate profile be created for Windows and OS8X deployments

==

EERSESREAN | LFRTENE, ZRULEETEEREMFVFQDN |, ZBEAPHACKRESE
RMWEZHN A ZEREZIPSNIER, MENAFEMFQDN , HWMARS,

- WA EENBHRMIPERS RN E2M R(FSHISE 2. 20 WIRER G W E145) R, &A
DBEEEKSREEN , B EFQDN/IPERNKOS , AT S.

SROBERREE, SMEIEPL —>RE —>FFRRER — >R, AGEHFM , ATk
£AnyConnectBl &

csco  dentity Services Engine Home » Context Visibility » Operations » Policy (NN E I~ Vork Centers

» Network Access  » GuestAccess  » TrusiSec  » BYCD » Profiler | - Posture » Device Administration » PassivelD

Overview  Network Devices = Client Provisioning  » Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reports v Settings

[ ]
AnyConnect Configuration > New An t Confi ti
Client Provisioning Policy - o v AnyConnect Configuration
Resources
Client Provisioning Portal * Select AnyConnect Package]| anyConnectDesktopWindows 4.5.5030.0 v| a.
* Configuration Name:| AnyConnact Configuration | b.
Description:
P

DescriptionValue
* Compliance Modu|e| AnyConnactCompliznceModuleWindows 4.3.50.0 MRS

AnyConnect Module Selection
ISE Posture v
VRN
Network Access Managed |
Web Security ]
AMP Enabled_]
ASA Posturel ]
Network Visibility_]
Umbrella Roaming Security[J
Start Before Logon[_]
Diagnostic and Reporting ToolJ

Profile Selection

* ISE Posturel AC-4.5-Posture - d.
VEN -
Metwork Access Manager -
Web Security| -
AMP Enablen -
Netwark Visibility] -
Umbrella Roaming Security| -
Customer Feedback] -



https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc9

EBRAIERRRA
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SRBEFFIMBARKE, EMNETHEPD —>RE —>EFRRE, EOBKRES , BN E
MAREHREREATZE, NRFZHRENANZATRSRET , FERETESRANRE
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cisco’ 1dentity Services Engine Home  » CondextVisibiity s Operabons  » Polcy  + Administration [EESIUSSIRRREStY

HERBAPERERXRBEE,
R R MR

ERRERRSRE, ISEEENRELIRRBFREEEXMHFCA\TEST txto MKIZRATREEME S
, B—REELSRMEE,

S BBEREEZ M. REAFHFNTIERALD —>RE —>KEBTE — >R, ERMREFZHHE
B AEETHAAD. BEELEEE K AFLEHRE, £TH , EAUUKIBRSEZETA |, Z 68
EEK#C:\TEST.txt%E‘ﬁEo



sttt |dentity Services Engine Home  » ContextVisibiity  » Operatons  » Policy  » Administration [ Re e

b Metwaork Access b (Guest Access b TrustSec » BYOD » Frofiler | = Posture » Device Administration » FassivelD

Owverview  Network Devices ¥ Client Provisioning = Policy Elements  Posiure Policy  Policy Sefs  Troubleshoot  Reports v Seftings
|

o
File Conditions List = TEST_txt
~ Conditions ) .
File Condition
Hardware Aftributes Condition + Name | TEST bt |
Application Description | |
Firewall Condition . -
* Operating System | Windows All
Anti-hMalware
Compliance Module Any version
Anti-Spyware
, *File Type | FileExistence M
Anti-Virus
Compaound * File Path | ABSOLUTE_PATH '| | CA\TEST.bt i
TR R * File Cperator | Exists M
Dictionary Compound - e
Save EEGEEES

Disk Encryption
File

Fatch Management
Reqistry

Sernvice

UsSB

SE2MRBEREE, SMEITEPD —>RE —>KBETE —>ER, UTREXHTEST.txtH R
i -

Hoel Windows A using - | using [ anyconneat » ] metit | TEST_txt < | then ‘L‘essane Done
!

Note: Supported Remediation Actions are filered based on the Operating Systems and Stealth Mode selectons.
Remediation Aztons are not applicadle for Hardware Conditions and Applcation Conditions configured using the Provision By Category or Frovision By Everything cotions. Action | Message Text Only
Messape Shown to Agent User | Craate TEST.out file on disk C: ] e

| s QEES

FERT B R PIA R BHRS M F 8 EX IR

TRIRERHEE, SMEIERL —>RE —>REERM. ETH , ETLIRIAT AN
KEROl, RER XA FEBEREENSER , RS EEMEMBERSE,

et jgentity Services Engine Home  » ContextVisiniity — » Operalions  » Folicy  + Administration [ENGLEuEGS

» Network Access b GuestAccess  » TrusiSec  » BYOD b Profiler  ~Posture | » Device Administration  » PassivelD

Overview  Network Devices  » Client Provisioning  » Policy Elements  Posture Policy  Policy Sefs  Troubleshoo!  Reporis  » Seftings
——

Posture Policy
Define the Posture Policy by configuring rules based on operating system andior other condions,
-

Status  Rule Name Igentity Groups Operating Systems Compliance Module Posture Type Other Conditions Requirements

> | File Policy | [ Any | | Wingows A1 < | 4% o Jater - AnyConnect -] | (Owtional) Dictionar. File Exstarce o

AEEEFwEE S~

NFEEEGMHRS , BAREBFFRBFEIFOEE. SHETHEPO — >RE — >FEFREE
SEFRRE S, SRERARAFRZASHITT



" ldentity Services Engine Home + Context Visibility » Operations » Policy » Administration

*» Metwork Access  » GuestAccess » TrustSec  » BYOD  » Profiler | ~Posture | » Device Administration  » PassivelD
Overview  Network Devices  + Client Provisioning  » Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reports b Settings
——
o
Client Provisioning Policy
PO ¥ Portal Settings

Client Provisioning Portal HTTPS port® | 8443
(8000 - 8999)

Allowed Interfaces:® For PSNs Using Physical Interfaces For PSNs with Bonded Interfaces Configured

¥ Gigabit Ethemet 0 ¥ Bond 0

Gigabit Ethemet 1
Gigabit Ethemet 2
Gigabit Ethemet 3
Gigabit Enemet 4
Gigabit Ethemet 5§

Certificate group tag: * | pefaul: Portal Certificate Group ¥
Adm}ﬁlsl;ﬂlon » -Systern > Certificates >
System Certificates

Authentication method: * | Al User ID Stores v I a.

> Identity
Identity Source Sequences

Configure authorized groups
fer account with Super agmin o joge G ERS admin priviiege will have access fo the porta
e E

4Dz - /BuiltinfAdministrators I ALL_ACCOUNTS (default) I b.
AD: /Builtin/Users
2D /

AD: f / o
AD: [Users/VPN Admin

ADiecee .on-. /USSIS/VPN User °
Employee

GROUP_ACCOUNTS (default)
OWN_ACCOUNTS (default)

# Choose all * Clear all
Fully qualified domain name (FQDN): | cpp.example com I €.
Idle timeout: | 10 1-30 (minutes)

XERENAEIFEEMZRNTFEEPRE
- EEHRWIED | IEESSORTEAF G RERN S HRF.
- REFEFTENTRASHRFINRER, et , EREEEAENERIIFNA,

- BAEER P iRIBE ] RAIFQDN, tLFQDNA AT###T A ISE PSN IP, REERAFEBEXRZ
2R FE WebRI 5T 85 F7 #8 EFQDN,

IC R 452 A5 I R ST 4 T SR
HRSTHAN , FERHFFRONKBIER. XTEE SR XKW

- Radius Filter-ld — SEALEMY , ATLUFZENAD LA E L WACLD B RS AKANAF. BT
XRIRERFCEMY , Rt 5 ERGER TR ANADS R,

. B® : cisco-av- palr = ip:interface-config — JEEFE L FRADIUSTEESID , ATLUFENAD L&
HENWACLD BARSAKANAF, BERY

cisco-av-pair = |p.|nterface-config=ip access-group DENY_SERVER in
SR BEERNEE X

53E %8 R2TEEEFRIBENEE XK. BENSSEMEBENMEHRERE, B4
Tﬁﬁ?hMT%$AMMEﬁLﬁO%_Aﬁﬂmﬁiﬁﬂﬁaaﬁﬁﬁﬁﬁ,%Hﬂﬁﬁ?%
BETHRBENRIE,



B ERNEENH

=1
1B=r

Elements)->“$% 1% Bt & 3 4" (Authorization Profiles).

i FARadius Filter-1d#Y 32 PR 1/ [7) B & X 44 7~ -

Identity Services Engine

b Metwork Access
COwverview  Metwork Devices

= Conditions

Hardware Atiributes Condition
Application

Firewall Condition
Anti-halwarg
Anti-Spyware
Anti-Winus

Compound

Dictionary Simple
Dictionary Compound
Disk Encryption

File

Fatch Management
Registry

Service

LUsSE

» Remediations

Requirements
Allowed Protocols
Autharization Profiles

Downloadable ACLs

{8 F cisco-av-pairty 3%

b Gues! Access

Home » Context Visibility ¥ Operations

b TrustSec » BYOQD » Profiler | - Posture

= Palicy Elements
e

¢ Client Provisioning Pasture Policy

Authorization Profiles = LIMITED_ACCESS

Authorization Profile

v Policy
» Davice Adminsiration

Policy Sets Troubleshodt

* Name | LIMITED _ACCESS

¢ Administration

ZE“ T (Work Centers)->“tR75"(Posture)->“S€ & 7t 3= "(Policy

- Work Centers

b PassivelD

Repors

» Sattings

Description |

" Accese Type [ACcESS_ACCERT

Network Device Profile e Cisto | =

Senvice Template
Track Movement ;

Passive ldentity Tracking i

+ Common Tasks

DACL Name

o ACL (Filter-ID)

DENY_SERVER

Security Group

WLAN

» Advanced Attributes Settings

- [selectan item Ol =|

el

+ Attributes Details

Access Type = ACCESS _ACCEPT
Filtar-ID = DENY_SERVER.In

BR 15 =) Ee B SR



'::ll":él:"- Identity Services Engine Hame » Context Visibility » Operations P

» Network Access b GuestAccess b TrusiSec  » BYOD ¢ Profiler  ~Posture | » Device Administration  » PassivelD

Owerview  Network Devices  » Client Provisioning  ~ Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reporls ¢ Settings

[ <]
Authorization Profiles > LIMITED_ACCESS
~ Conditions L.
Authorization Profile
Hardware Attributes Condition * Name | LIMITED ACCESS |
Application Description | )
Firewall Condition * Arress TFDB I-E“:EESS_ o7 = I
Anti-Matware
el ] vl B
Anti-Spyware Network Device Profile ak Clsco 4]
Anti-virus Service Template )
Compound Track Movement [ ;
Dictionary Simple
3 o Passive Identity Tracking [ ;
Dictionary Compound
Disk Encryption
File
+ Common Tasks
Paich Management
Regisiry [ paCL Name
Semvice
use L ACL (Filter-1D)
r Remediations
- Security Group
Requirements

Allowed Prolocols
) wvian
Authorization Profiles

Downloadable ACLs

+ Advanced Attributes Settings

|Cisco:cisco-av-pair [+] =|ip:inl:erfa|:e-conﬁg-i|: ACCESS-]... OI

» Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = ip:interface-config=ip access-group DENY_SERVER in

{85 FARadius Filter-1dfy 7z BR 1 (A1 B i& 34 7~ -



cisco €MLY Services Engine Ome -ontext Visibility erations » Policy » Administration ~ Work Centers

b Metwork Access b GuestAccess  p TrustSec  » BYOD  » Profiler | = Posture | » Device Administration  » PassivelD

Qverview  Network Devices  » Client Provisioning  wPolicy Elements  Posture Policy  Policy Sets Troubleshoot  Reports  » Settings

o Tame | UNLIMITE D_ACCESS |

= Conditions Description [ 4!
*Access Type [4ccess ACCERT -]
Hardware Attributes Condition
Application Network Device Profile as Cisco| | (23]

Firewall Condition
Service Template )

Anti-Malware
Track Movement [ ;
Anti-Spyware
Passive Identity Trackin v
T ‘assive Identity Tracking [ ;
Compound
Dictionary Simple
Dictionary Compound ~ Common Tasks
Digk Encryplion
) DACL Name
File
Patch Management )
¥ ACL (Filter-1D) IPERMIT_ALL ]-ln
Registry
EERLED ! Security Group
USB
+ Remediations ) WLAN
Requirements

Allowed Protocols

Authorization Profiles v Advanced Attributes Settings

Downloadable ACLs

£ [select an item Q] =| =l

w Attributes Details

Access Type = ACCESS_ACCEPT
Filter-ID = PERMIT_ALL.in

{# A cisco-av-pairfd To BR 5 A1 Bt B ST R 61



'::I.'g'.':ll;' Identity Services Engine Home » Context Visibility + Operations » Policy » Administration ~ Work Centers

b Metwork Access b GuestAccess » TrustSec  » BYOD  » Profiler = Posture | » Device Administration  » PassivelD

Overview  Network Devices  » Client Provisioning = Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reports  » Seftings

o ame | UNLIMITED_ACCESS |
~ Conditions Description | 4
. *Access Type [aCCESS_ACCEPT *]
Hardware Aitributes Condition
Application Network Device Profile s Clsco | » | &

Firewall Condition ;
Service Template

Anti-Malware
Track Movement i
Anti-Spyware
Passive |dentity Tracki ;
Anti-Virug ) o :
Compound

Dictionary Simple
Dictionary Compound + Common Tasks
Digk Encryption

DACL Name
File

Patch Management
ACL (Filter-ID)

Registry
Senvice Security Group
UsB

+ Remediations VLAN

Requiremenis
Allowed Protocols
Aulhorizaion Profles w Advanced Attributes Settings

Downloadable ACLS

Cisco:cisco-av-pair i)| = |i;|:interface-corrﬂg=-ip access-g... &

w Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsinterface-config=ip access-group PERMIT_ALL in

SR BERDREE, FULRT , NOERNMRENRE. — A THNGESORIEFRERAR
DHTEER , Z—MATEZETEREERDE D BT 2T RNR.

AROIPRE T ERE RPN RO

¥ Authorization Policy (12)

Resulls

Stalus  Rule Name Conditons Profiles Security Groups Hits  Actions
B netwon_access_aumestcaton_Passed

@  Unknown_Compkarce_Redrect  AND ~LIMITED_ACCESS + - - 5 &
B  compiante_uninown_Devices
B metwor_access_puthenticaton_Passed

@  MonComplian_Devices_Redinect  AND = LIMITED_ACCESS - -+ 3 .3
B Non_Compant_Davices
B Metwor_scess_Authentcaton_Passed

&  Compian_Devices_Access AND = UNLIMITED_ACCESS - ~ == a -3
B compiant Devices

FORIERMHEESRAXEN—82 , BEMIEE , SORIEFEERDRBIET B2 /K
i

L4

RNERRIEAREF=ATESR :



SR AEFlexVPNEEL 2R LI IERA VPNL1E ¢

show crypto session username vpnuser detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |IKE Fragnentation

R - I KE Auto Reconnect, U - IKE Dynanic Route Update

Interface: Virtual - Accessl
Profile: FlexVPN-|KEv2-Profile-1
Uptime: 00:04: 40
Sessi on status: UP-ACTIVE
Peer: 7.7.7.7 port 60644 fvrf: (none) ivrf: (none)
Phasel i d: exanple.com
Desc: (none)
Session I D 20
| KEv2 SA: local 5.5.5.5/4500 renote 7.7.7.7/60644 Active
Capabilities:DNX connid:1 lifetine:23:55:20
| PSEC FLOW permt ip 0.0.0.0/0.0.0.0 host 10.20.30.107
Active SAs: 2, origin: crypto nap
I nbound: #pkts dec'ed 499 drop O life (KB/ Sec) 4607933/ 3320
Qut bound: #pkts enc'ed 185 drop O life (KB/ Sec) 4607945/ 3320

show crypto ikev2 sa detail
I Pv4d Crypto I KEv2 SA

Tunnel -id Local Renot e fvrfl/ivrf St at us
1 5.5.5.5/4500 7.7.7.7/ 60644 none/ none READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:5, Auth sign: RSA, Auth

verify: EAP
Li fe/ Active Tinme: 86400/ 393 sec
CE id: 1010, Session-id: 8
Status Description: Negotiation done
Local spi: 54EC006180B502D38 Renot e spi: C3B92D79A86B0ODF8
Local id: cn=fl exvpn-hub. exanpl e.com
Renote id: exanple.com
Renote EAP id: vpnuser

Local req nsg id: O Renote req nsg id: 19
Local next nsg id: O Renote next nsg id: 19
Local req queued: O Renote req queued: 19
Local wi ndow. 5 Renot e wi ndow. 1

DPD configured for 60 seconds, retry 2
Fragnentati on not configured.

Dynam ¢ Route Update: disabled

Ext ended Aut hentication confi gured.
NAT-T is detected outside

Cisco Trust Security SGT is disabled
Assi gned host addr: 10.20.30. 107
Initiator of SA: No

IPv6 Crypto | KEv2 SA
S22 B MHEILHRRIE ( Radius3Eat B &
)

Time Status Detalls Iddentity Posture Status Endpoint 1D Authentication P...  Authorization Policy Authorization Profiles

x

3

[ <]
=]

@
b

1.

<
o

1. B EHEIE. NTHPR , BARFERIECSNANENEEX 4. MRNATEANER

IP Address



BEXH , FEEFANSORIEREG. REHFAEE IPHRRETTFLRE. BN
FEFASFOHRIERETHNEESEIRBEPHFELRENFERITLR.

2. 2FEBFEER , FUBFERBG , 2FHRAEMNotAppliable E 2k 3 Compliant,

3. COARIM K IGH1R %, tCOARIBERL I #E %K ENADIKM 3T & BRI MISERMNFRIUKRIE D

B, MNERCOARM , WA LAITFHFFAR S LB ERRA, COAMNKRENRFAIEER : COARERM
— EXFERT , ERZEERHPSNAEE NNADIKHICOAR iR , S ECOAERERIRF
WELHEHR. COATEHIA — R INADEIWEICOA , BERTELERR , TERIACOARE
o NTFFS , FARENTEFIFM A,

HTETIOS XEMEHEEEAEARSIBINAD , Rt BREREAFNEESHRIEER, XRHT

ISEXI0S XEffEFICOA#EIE ( BEVPNIRS HHT ) » EXFERT , COAXEBTEFHRNSE

, AT EEEH S BRI,

SERIRBH/ERIE — SMERE —>HE —>HE —>KHAAF — >BRRBRLME (BREH

4l dentity Services Engine

» RADIUS  Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot  » Adaptive Network Control Reports

Posture Assessmen it by Endpoint € + MyReporis | ZExpotTo~ | O Schedule
Audi From 2012-06-07 00:00.00.0 to 2018-06-07 19.52.48.0
0
» Device Administration
» Diagnestics v O Re «
" " i E d
Eadootet — Logged At Status Detalls PR Action O Identity @ Endpoint ID IP Address
Tod:
01 a
-] -]
- L} a
| Cert P B a
;;;;;;;;; 1D a
Posture Assessment by C P

BEA DAL T BNMEESHNERRE  URERREMBENSEID, ISEHNRmERNEL
REERARBNERBRE.

R HERR

RO RE T THTHEERITHREHRROER.
1. EMNKIRKENIKEV2E !

debug crypto ikev2

debug crypto ikev2 packet
debug crypto ikev2 internal
debug crypto ikev2 error

2. AAATREE , EFN/SIZEREN D E

debug aaa aut hori zation
debug aaa aut hentication
debug aaa accounting

debug aaa coa

debug radi us authentication



w

debug radi us accounting

. DART,
N TRSHBRE R |, XEISEA ST TR RERSHENISET SEVFRAFER

: client-webapp — AT RERE WA M. B AEXHguest.logMlise-psc.log. guestaccess
— AREFFHARTFEAGNXEMEEERNAYSF ( HERIEIRMPSNET ) . BIREE
X - guest.log, Tl — AMEFF IHTAEEEAENAL. BB EXH- guestlog. posture
— FEERSHEXNEHS. BARHEEH-ise-psc.log

X TFEFIRHRFEDERR , A LM  AnyConnect.txt — tE X4 AT EDARTEHRH X E , AT

VPN EHERR, acisensa.log -f1REFis EWEFEFIRIAER AW , Ntk XHENSATHRENE
— XK FAEIE ( WindowstI T BXIEE ) , AnyConnect_ISEPosture.txt — Bt 34 A1 £
Cisco AnyConnect ISEA I Z £ 1118 B FWDARTEH P KRB, BXISEPSNAHMZ S
TEREN — RS ROFTEE BB R B X P,
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