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1. WFISE 2.xhRA , S ZE Administration > System > Logging > Debug log configuration, 21 B Flf 7R :

‘tute’ Identity Services Engine Home  » NetworkVisibility  » Operations  » Policy [ER-IGIEIEID) » Work Cenlers

- System » Identity Management  » Network Resources » Device Portal Management  pxGrid Services » Feed Service » PassivelD » Threat Centric NAC
Deployment  Licensing » Certificates  ~Logging » Maintenance Upgrade Backup & Restore  » Admin Access  » Setfings
—
<]
Local Log Settings Node List
Remote Logging Targets

J Edit  [£]) Reset to Default

Logging Categories
MNode Mame a  Replication Role

Message Catalog O I1SETest STANDALONE

Debug Log Configuration

Collection Filters

XN FISEMA3.x , S ZE Operations > Troubleshoot > Debug Wizard > Debug Log Configuration, 1B Fff 7R

= Ghco

Debug Wizard

Node List

2ERZHMASHRBENT R, RELE edi.

SEHIUWEHATEUENTIR , BT,

Debug Level Configuration

Component Name Log Level Bescription Log file Name

LEFHIIRFTE , BT RELERSH BER B AN RNEMTHERNTE BEERE
A SMIE L BERTIRE. AT EEENXEPINEE T,

HE , XN TFISE 3. xixAs , oJLLkERT18e 8 AR , L W LAFE operations > Troubleshoot > Debug Wizard
> Debug Profile Configuration #ﬁ?%%@ﬁﬁﬁ%ﬁﬁtﬂ’ﬂ*ﬁﬁ ) WTRAAR :
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Debug Profile Configuration

2[Eenn ]

1] 8 seioen i ]

Dobug Wizerd

Debug Nodes
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AEHNUATETHNBERBEREHNFRG , BIEHCIERE,

512 T RIBEHRAY BT A B,

6.2 TR i 0 & 3ID ( MACHESE ) SIPHbL,

7R RRE Mt B S B ERBRE N BRIAE Reset to Default.

8.5/ ZE operations > Troubleshoot > Download logs. & S AU EE B EM T M.

9. X EMHLTF operations > Troubleshoot > Download Logs > [ &) B # & #l/ Z T T 2o
10. A TETUA T AR -

[12REEREREE
XEFEFREE
[XBIEAH B &
[12FE&%LXH



XBREEEMNREAE
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IEREH R/ RDAEW (HEEE ) R
M EBREZEFRHA D , FK T download

Support Bundle

* Note: Log bundle may contain senstive dats. Ensurs it is anly distritanted o authorized personnsl.

WMEMR , NI XSRS aNEMFEAEE LA RREP,
B oA
ERENARRAINNEML

- profiler(profiler.log)

- runtime-AAA(prrt-server.log)
- nsf(ise-psc.log)

- nsf-session(ise.psc.log)

AR CFETRAAARENBEN , EESRprt-JNIRERFIRL R, XRAHER, MR
BREBETHAR , FARRENFATARSHIATENMRE, BNEATACRELT &
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. Y[ (ise-psc.log)
. BRI (ise-psc.log)


https://cloudsso.cisco.com/as/authorization.oauth2?response_type=code&client_id=wam_prod_ac&redirect_uri=https%3A%2F%2Fmycase.cloudapps.cisco.com%2Fpa%2Foidc%2Fcb&state=eyJ6aXAiOiJERUYiLCJhbGciOiJkaXIiLCJlbmMiOiJBMTI4Q0JDLUhTMjU2Iiwia2lkIjoiNzQiLCJzdWZmaXgiOiJkNDNqRkkuMTY1ODc3MDAwNyJ9..ZcvB64_bOdZzIGjjEbWsOA.E0vQEk2ZjPLtSbWk8rGaMNVwd0JX5bVv51qmxnDGymUlYeac_8MHrPPGZyKfZU6CnGi28ZDSt6BrcMdi9J8NYlXthO9308nDTrJilezPJRI.5KA-IpSAviR1a6mYVIQyzQ&nonce=eShKWBtbAboYg7i1zKvsceja7f0pAWULlHy_HHEIF_Y&acr_values=stdnomfa&scope=openid%20profile%20address%20email%20phone&vnd_pi_requested_resource=https%3A%2F%2Fmycase.cloudapps.cisco.com%2F&vnd_pi_application_name=CAEAXprod-mycase.cloudapps

B : RE
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- posture(ise-psc.log)

- "1 (guest.log)

- AEL (ise-psc.log)

- runtime-AAA(prrt-server.log)
- nsf(ise-psc.log)

- nsf-session(ise-psc.log)

- swiss(ise-psc.log)

- client-webapp(guest.log)

& BEIF
ERERNFRRANNEM -
. TF&E$Z A (guest.log)

- guest-admin(guest.log)

- guest-access-admin(guest.log)

- profiler(profiler.log)

- runtime-AAA(prrt-server.log)

. saml(guest.log) ( X E £ Fsaml&d /5 A LLTHEE )
- nsf(guest.log)

- nsf-session(guest.log)

@/ : dot1x/mab
ERENBAFINNEM
- runtime-AAA(prrt-server.log)

- nsf(ise-psc.log)
- nsf-session(ise-psc.log)

A .

ZRENRARANAEMKE
. E5IERE ( replication.logHlise-psc.log )
- Replication-JGroup ( replication.log#lise-psc.log )
. B HlERERER (tracking.log)

- hibernate(hibernate.log)
- JMS(replication.log)

@) : SAMLAEX [

BRENARRIEN



- opensaml(ise-psc.log)
- saml(ise-psc.log)
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- org-apache(appserver/catalina.out)
- org-apache-cxf(appserver/catalina.out)
- org-apache-digester(appserver/catalina.out)

| : ERAIF
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- sponsorportal(ise-psc.log)

- "1 (guest.log)

- runtime-AAA(prrt-server.log)
- nsf(ise-psc.log)

- nsf-session(ise-psc.log)

B : BYODI1// B
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- client(guest.log)

- client-webapp(guest.log)

- scep(ise-psc.log)

. ca-service(ise-psc.log)

- admin-ca(ise-psc.log)

- runtime-AAA(prrt-server.log)
- nsf(ise-psc.log)

- nsf-session(ise-psc.log)

- profiler(profiler.log)

@& : MDM
EiREATRACEL M EH :

- [T (guest.log)

- mdmportal(ise-psc.log)

. external-mdm(ise-psc.log)

- runtime-AAA(prrt-server.log)
- nsf(ise-psc.log)

- nsf-session(ise-psc.log)

R : EHIREF
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- ca-service(caservice.log)
- admin-ca(ise-psc.log)

- BEFuw B (ise-psc.log)
- [T (guest.log)

[ RERRETIF
ZRENBIARANAELE
- [T (guest.log)

- mydevices(ise-psc.log)
- profiler(profiler.log)

B : TrustSec
EiRENFARNEMN

- sxp(sxp_appserver/sxp.log)

- sgtbinding(sxp_appserver/sxp.log)
- runtime-AAA(prrt-server.log)

- nsf(ise-psc.log)

- nsf-session(ise-psc.log)
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- va-runtime(varuntime.log)

. va-service ( varuntime.log#lvaggregation.log )

- TC-NAC(ise-psc.log)
- anc(ise-psc.log)
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- odbc-id-store ( prrt-management.log®lprrt-server.log )
A& : RBAC[HE
BERENBFARINEM :

. 7R3 E 85 (ise-psc.log)

B : pxGrid
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- pxgrid(pxgrid/)
A . &S
ERENBARINNEME
- cpm-mnt(ise-psc.log)
. ¥k & (ise-psc.log)
- cisco-mnt(ise-psc.log)

- runtime-logging(prrt-server.log)

- W g2 (collector.log)

[/ : Active Directory
ERENTRACELFINEM :
- Active Directory(ad_agent.log)
- identity-store-AD(ad_agent.log)
- runtime-AAA(prrt-server.log)

- nsf(ise-psc.log)
- nsf-session(ise-psc.log)
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- #3ID ( #301D* )

- runtime-AAA(prrt-server.log)

- Active Directory(ad)_agent.log)

. collector(collector.log)(#£PassivelD, MnTH R EMEEFpxGrid T KL (MRKXFE XM )
- pxGrid(pxgrid/) ( EHBIMNTHIEZIpxGrid T K £ , MRSFE XMW )
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. ers(ise-psc.log)
R : TACACS
BERENBFARINEM :

- runtime-AAA(prrt-server.log)

B8 : ki
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. wirelesssetuphelper(/wifisetup)
B AR
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- vcs(ise-elasticsearch.log)
- vcs-db(ise-elasticsearch.log)

B : RabbitMQiH B 453X
. ise-messaging(ise-messaging/)
i BRESFEF
. Light-Session-Directory(lsd.log)
B : SSEZE#£RR/Smart Call Home
. sse-connector(connector.log)
=& : UDN
- UDN(udn.log)
5 =S i1 S
. IR (ise-psc.log)
LDAP

- runtime-aaa(prrt-server.log)
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- "1 (guest.log)

- portal-session-manager(guest.log)

- portal-web-action(guest.log)

- previewportal ( 8N IFEER TR EES ) (Quest.log)
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- RuleEngine-Policy-IDGroups(ise-psc.log)
- RuleEngine-Attributes(ise-psc.log)

. K BE 5| % (ise-psc.log)

- epm-pdp(ise-psc.log)

. epm-pip(ise-psc.log)
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