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Mame

@ [el@Eed e e ek

%)

|| InstallService.Action

BEDBTools
ClientTools
data
Idifdata
Readme
replica

run
schemna
SECUTE
SQL
ucdata
4758 cca.dll
aep.dll
atalla.dll
capi.dll
chil.dll
cswift.dll
gmp.dll

5 gost.dll

hs_regex.dll

krb5.ini

% libeay32.dll
|%| libsasl.dll

L
%)

mawxcrc. |dif

nuron.dll

|%| padlock.dll
=] slapacl.exe

FRIEEUTHEANE F

FIt £ RRINBILDAPEIEFE

Date modified

6/3/2015 5:06 PM
6/3/2015 5:06 PM
6/4/2015 9:09 PM
6/4/201511:03 AM
6/3/2015 5:06 PM
6/3/2015 5:06 PM
6/4/2015 9:09 PM
6/3/2015 5:06 PM
6/3/2015 5:06 PM
6/3/2015 5:06 PM
6/3/2015 5:06 PM
272272015 5:59 PM
2/22/2015 5:59 PM
2/22/2015 5:59 PM
272272015 5:59 PM
2/22/2015 5:59 PM
2/22/2015 5:59 PM
272272015 5:59 PM
2/22/2015 5:59 PM
5/11/2015 10:58 PM
5/11/2015 10:59 PM
6/3/2015 5:06 PM
2/2272015 5:59 PM
2/5/2015 9:40 PM
2/5/2015 9:40 PM
2/2272015 5:59 PM
2/2272015 5:59 PM
5/11/2015 10:59 PM

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

Application extens...
Application extens...
Application extens...
Application extens...
Application extens...
Application extens...
Application extens...
Application extens...
Application extens...

ACTION File

Configuration sett...
Application extens...
Application extens...

LDIF File

Application extens...
Application extens...

Application

« ClientTools — It B @& —4A A THRELDAPEIEE R 3 &304,

* |difdata — X2 N7 EBLDAPX KAV ARV E

Size

158 KB
15 KB
13 KB
29 KB
21 KB
20 KB

& KB

To KB
35 KB
81 KB

1 KB
1,545 KE
252 KB
1 KB

11 KB
TKB
3,711 KB



# | LDAPExplorerTool 2

-ohjectClass
- has5ubordinates

File Tools
=~ Root-dc=maxcrc,dc=com El--
é..gu:gﬂjupE (- subschemaSubentry
[ --mndif}rTimestamp
é...;.uzpe.;.me - gidNumber
é....uid:thﬂ.ljDE -- structuralObjectClass
5....uid:_ian.knwa|5ki --m-:u:lifiers.l"-lame
ﬁuenhyCSN
-- creatorsMame
.
=

- memberllid
?uMd;mhndnauu:penNadc:wmxu;dc:cnm
uid=jan.kowalski,ou=people de=maxcre,dc=com

- entryDM

- €n

- createTimestamp

- entryIUID

| Y R ey O |
[ ILm Ll |

ERootAXT , M MEEFRNHLEAI(OU)s OU=groups OUNE —NFH(TEARFIF R
cn=domainusers).

OU=people OUE X & Fcn=domainusersA I H AN F ik o
BEETHIERE , YRR . FIERINEHNZMNAT XGRS

dn: ou=groups,dc=maxcrc,dc=com
changetype: add

ou: groups

description: A1l groups in organisation
objectclass: organizationalunit

dn: ou=people,dc=maxcrc,dc=com
changetype: add

ou: people

description: A1l people in organisation
objectclass: organizationalunit

dn: uid=john.doe,ou=people,dc=maxcrc,dc=com
changetype: add

objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

uid: john.doe

givenName: John

sn: Doe

cn: John Doe

mail: john.doe@example.com
userPassword: password



dn: uid=jan.kowalski,ou=people,dc=maxcrc,dc=com
changetype: add

objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

uid: jan.kowalski

givenName: Jan

sn: Kowalski

cn: Jan Kowalski

mail: jan.kowalski@example.com
userPassword: password

dn: cn=domainusers,ou=groups,dc=maxcrc,dc=com
changetype: add

objectClass: top

objectClass: posixGroup

gidNumber: 678

memberUid: uid=john.doe,ou=people,dc=maxcrc,dc=com
memberUid: uid=jan.kowalski,ou=people,dc=maxcrc,dc=com

ERNRFMEILDAPEIEE |, 56 Aldapmodify Z# & :

C:\OpenLDAP\ClientTools>Tdapmodify.exe -a -x -h localhost -p 389 -D "cn=Manager,
dc=maxcrc,dc=com" -w secret -f C:\OpenLDAP\1difdata\test.ldif
Tdap_connect_to_host: TCP localhost:389

Tdap_new_socket: 496

ldap_prepare_socket: 496

ldap_connect_to_host: Trying ::1 389

Tdap_pvt_connect: fd: 496 tm: -1 async: O

attempting to connect:

connect success

adding new entry "ou=groups,dc=maxcrc,dc=com"

adding new entry "ou=people,dc=maxcrc,dc=com"
adding new entry "uid=john.doe,ou=people,dc=maxcrc,dc=com"
adding new entry "uid=jan.kowalski,ou=people,dc=maxcrc,dc=com"

adding new entry "cn=domainusers,ou=groups,dc=maxcrc,dc=com"

FFOpenLDAPSISEE X
fE AL RIS R IREE S | LEIFLDAPE B HISE LA B B,
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. LOvP IdEI]tH Sounce
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= e Connecton Drnctony Organeanon Eraups Artnbertas

o Lerhfomis aythentostor Frofle
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* e | LDAF_ZRAMPLE

= A
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B ] HADROE Tozer
b T s Senll)

- Fb:hnr'.:ul Custom

T Bunpect Obiectclass | mebOenParson T GmUE Caciclass | il 1 |

* Qubjrit Mame AfTitens | uk " Gru Rap Aibek | remhard |

Certfcsha st | usarCetfisms

(Z} Hubjec Ctpeds Confan Relzence To Craups
() Group Chjectz Contain Reference To Subjeds

Subjeds In Growps e Slered inMember allibule A8 | Detngushed Hzrme T

A LAMGeneralit M FEE TEM :

« Subject Objectclass — L FEEX M FIdif X P APk FHXIRE, BIELDAPEE |, BEEA
AT EZz—

N |
- HRAANR
- InetOrgPerson

- Subject Name Attribute — X2 HISEEAREETER TSR EA - BN BLDAPKR R E 4
o EXMERT , BAHMEEAjohn.doesjan.kowalskifE R Lim LA F B,

- Group Objectclass — Lt FESIif XX AT REI B, FEHFZRF , cn=domainusersé
HI3t § 3K EposixGroup.

- ARFEM — HEHE X NAFAFREFRA, FIdifSXEF M cen=domainusersA T , AT LA
EIERPX N FH SmemberUidE 14,

ISE% 12 fit — LE T B iB A 75 3= (Microsoft Active Directory, Sun, Novell):



{5 Hnma  Opersbors [T Poboy * Fuest boress T ml‘

ol Qystem o Identity Mansgement B feTai Resounces |4 D Portal Maragement |l EeGend Semices |l Feedt Samce L8 preGikd Tdentity Mapping
Hanttis Sroupe Bsmernal Ifentity Sources Tdantly Source Saquancas Settings

E | Identity Sources LOWF Tdenbiy Sources List s LOAWP_EEAMPLE
S LKA Ldentity Souwroe

TR T

= Geqera Connedon Disctory Crperizaticd Geoups Almautes
v B Cortifcats Authenboaton Profic
£ Actfee Directary Primary Sardar Sacondarny |
ot | Enahin 5
i LD ERAMFLE
v [ RADDIS Teken “HosmamalP | (0.61.105,243 | Hashamsar
v o RoaseD " Puit | 353 | Port | 369
Areens () BRONSTIOUS AONEEE Agcoss 5 ANGEYmD
(¥ Auiicmicaled Aocess JAuthenbc
Admm OH | c=Hanegs, de=rmexor doe=com Adimin DM
Password * | sesses “zzraurd
Hecure fwthenhmhon | | Enablz Becure Authenhcshon Boours Ashoracoion . Enakble Sz
ROal DA Cartficzne Sendices Endpeint © Rood G2 Catifoate 5
* Semer Timagul | 20 i Ecconds SGerai Timsodl 10
# Was Admin Cormsdione | 20 i Maz. Admin Sonnecions 20

Test End &

ERELHENIPHHNEREEE , B UTest BindEIIRE 28, et , AT RAERBIEZRE K BF
LRREMEBRHA,

BTN+ BEEFF/ABRRE, XRISEFILDAPHMA R, BLRERRENIMA R FIHY
FEMA,

A

ElmES |, ®EOU=people B EBFOU=groupsHF EIA :

— @ wome  Opestees | T Poky| T Guest aress| T Admnetrior "

desen (It retvok Resurces b Device Portal Heragement. [ perind Services [ reed Senvice &8 g Mentiy Hecpng

Tesritias Gips Firermal Tfentihy Sourres Tolaiity Sourca SAnuUercas Sebtings

LEAP Jeematy Sourres Let = LIWSE_EXAMPLE
| AP Tabennlily Sanuroe

Generzl Connacian Directory Organtation GRops attrinutas

External Idenbity Souroes

Gl

v [ Cartfcabe Authenbicaton frode
0] fectwe Dractory

= e * Subyed Search Base | ou=paaoie, do-mexer,dz-com | [ Haming Contaxts... '|'
S LDAP_rEAeALL * Croup Hearch Bxse | au=groups,cc-maneredo=com | | Haming Conteste., |
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CISCO MONITOR  WlANs COMTROLLER  WIRELESS  SECURITY  MAMAGEMENT  COMMANDS — HELP

WLANs WLAN= > Edit “piborowi_byod'

R | General | Security | QoS | Policy Mapping | Advanced |
Seru
' WiLahs
b Advanced Layer2 | Laver3 | AAAServers |

Layer 2 Security 8 WPA+WPA2 -

MAC Filtering® ||
Fasl Transition
Fast Transitian
Protected Management Frame

PMF Disabled =

WPA+WPAZ Paramatars

WiPA Policy ]
WPAZ Policy-AES Fil

Authentication Key Managamant

B0Z.1% ¥ Enabie




CISCO MONTTOR WLANS  OONTROLLER WIRELESS SECLURITY MANAGEMENT  COMMAMNDS HELF FEEDBACK
WLANs WLANs = Edit "piborowi_byod"
T WLAns  General | Security | QoS | Policy-Mapping | Advanced
F Advanced i Layer 2 | Layer 3 ] AAA SErVers

Select AAA sereers below to override use of default servers on this WLAN
Radius Servars

Radius Server Dvarwrite interface | |Enabled

Authentication Servers Accounting Servers CAP Parameters
[# Enablad [ =nablad Enable: [

Sarvar 1 IP:r10.BE. 145 51, Forti1E12 =  IF:10.62.145.51, Fartr1E13 -

Server 2 pong » Mone -

Sarver 3 MNone » Mone -

Server 4 Mong  Mone -

Sarvar 5 Mone * Mone -

Server & MNone » PMone -

.él|lsl,;|él MONTTOR WLANS  OONTROLLER WIRELESS SECLURITY MANAGEMENT COMMAMNDS HELF FEEDBACK
WLANs WLANs = Edit "piborowi_byod"
T AN  General | Security | QoS | Policy-Mapping | Advanced
F Advanced i Layer 2 | Layer 3 1 AAA SErVers

Select AAA sereers below to override use of default servers on this WLAN
Radius Servars

Radius Server Dvarwrite interface | |Enabled

Authentication Servers Accounting Servers CAP Parameters
[# Enablad [ znablad Enoble: [

Sarvar 1 IP:10.623.145.51, Pors:1E12 = IP:10.6:2.135.51, Fort: 1E12 -

Server 2 Mone » PMone -

Sarver 3 mone = Mlone -

Server 4 Mong * Mone -

Saerver 5 Mone + Mone -

Server & Mone + Mone -

BELiEEAP-GTC

LDAPX 58 B I8 /5 3£ 2 — REAP-GTC, E1ECisco AnyConnect Al i |, {B AL FE M 4% 15 (7]
EEBNEXHRESR T EHEERE XY,

R BIREMEZ BRI EEREE , AR T , ZEREXTUATVE :

C: > ProgramData > Cisco > Cisco AnyConnect Secure Mobility Client > Network Access Manager
> system > configuration.xml file

ERXEREHRENEREL R LEEEAP-GTC:



File Hel

| Network Access Manager
Chent Folcy
I Authenbcaton Polcy

5--:gﬂcmwmmm

(7 Wired (BD2.3) Network
Select a wired netwark if the endstations wil be connecting to the network
with a fraditonal ethernet cable.

@ WiF (wireless) Metwork
Selert a Wik network if the endatations will be connecting ta the netwark
via & wireless radio connection to 2n Access Point,

SSI0 (max 32 chars): piborowi_byad
| Hidkden Network
[ Corparate Hetwork
Assaciation Tmeout 5 | seconds
Common Settings

Soript or applicabion on each user's machine to run when connected,

Connaction Timecut a | seconds

y MNetworks
Profile: ..ility ClientiNetwork Access Managerisystem\configuration.xml
Media Type
Neme: |=w_qh: | Seounity Level
Group Membershio — =
() In group: |Lm:a] netwarks - | Lser Auth
Credentials
@ In al groups (Global)
~Choose Your Network Media




File Help

, Metwaork Access Manager : Metworks

{ﬁ} Client Policy R . )
| Authentcaton Poicy Profile: _.ility Client\iNetwork Access Managerisystem\configuration.xm|

L Networks - Sacurity Level | MediaType |
- hetnorks Groups ) Open Network Security Level |
(Cpen networks have no ssourity, and ars open o anybody within range, This is Connection Type
thee least secure type of network, User Auth
Credentials

(™) Shared Key Netwark
Shared Key Metworks use 2 shared key bo encrypl data between end slations and
nebwork acoess points,  This medium seounty kevel is suiteble for
smal/home offices,

i@ Authenticating Network
B sthenticating netwarks provide the highest level of security and are perfect for
enterprise lewel netwarks.  Authentication netwarks reguire radus servers, and
other network infrastructure.

802, 1% Sattngs |
authPeriod (5ec.) K i startPeriod (sec.) k1] |
heldPeriod (s=c.) El maxStart 3 |

Association Mode
\WPAZEnterpriss (AES]  w |




| Netwark Access Manager | Networks

48§ Clent Policy

|- B Authentication Policy Profile: __.ility ClientiNetwork Access Managerisystemiconfiguration.xm|

i+ mvp Nebwors | Network Connection Type Media Type
b Mebwork Groups () Machine Connectian sarurity Level
Conmecion Type

Thiz should bie used if the end station should hag onto the netwark before the eer Aukh

uger bogs in. Ths is bypicaly used for connecting o domans, 1o g2t GRO's and Credentisls

other updates from the network before the user has acoess.
@ Lisar Cannactian

The user connection should be used when a machine connection is not needed.,

A uger carmection will make the network available after the user haz boged on.
() Machine and Liser Connection

This typ= of connection wil be made sutomatically when the machine boats.

It weil then be brought down, and back up again with different credentials

when the user lags in.




File Help
i Metwork Access Menager ] Networks

{283 Chent Policy .

| & e Py Profile: ...ility ClientiMetwork Access Managerisystemi\configuration.xml

:"ﬁ“ﬂ"ﬂ"iﬁfm E EAP-TLS E PE&AP ml.!“’d

Connection Type
() EAP-TTLS ) EMP-FAST Uzer Auth
— | Cregentals |
|| Extend user connection beyond log off
- EAP-FEAR Setlings

[] Walidate Server Tdentity
|| Erable Fast Reconnect

|| Disable when using a Smart Card

- Inner Methods based on Credentials Source
@ Authenticate wsing a Password

[ EAPMSCHARZ
& EAP-ETC
(7 EAP-TLS, using a Certificate

(7} AuthenBcate using a Token and EAP-GTC




Profile: ..ility ClientiNetwork Access Managerisystemiconfiguration.xml

- Lear Tdentity Media Type
Unprotected [dentty Pattern: fohn.doe | Security Level
Carmecton Typs
Protected [dentty Pattern: jehn.doz | | Usersuth |
Credentias
User Credentials

ERAXERGHRHENEEERSELH S HRIEMBIRR

= -_. — : -
mlv Goboy|® GuetAccmm v Admnetratmn

@.ﬂummthn E Profing E.l‘nd:um E Thent Frovsionimg E TrustSec
H— -_t

# Polcy Eements

Authentication Moebcy

Define the Avtherticton Policy oy selecttng the profocnk that [SE should wse o communicebe aith the nebwork devices, and the idendity scurces that & should use for authentication.
For Pobcy 2epait go b Adminimation = Svstem = Dackud & Restore = Poloy Dot Page

Pobcy Tyor ([0 Smae (@) Ruk-Eased

H 2 : K Wired HAB OR Alowe Probocols @ Defauk Metwork fooess and
Wiralcs MAR
B oefuk ‘usa  Intamral Endanints
H Dokl : F Wired 802X OR #baws Probocas @ Defauk Metwork fooess and
Wirakes AN2.0X
B oefuk ‘usa IMAR EXAMPLE

H Defauk Rule (¥ ne match}  : Abow Protocols - Default Hetwork Access

and use o al User D Stamac



&t Homa  opemtons | T Poky T Guestaccess| T Adminktraton |7

|2y Authenticatin M [y Prcdiimg [ Pesturs |edl Cherk Pruvsoning |5 TiusiSec o Poicy Blenenis

Authortzation Poloy

Defre the Authoncaton Foboy by comfigunng rales bas=d on dentty groups andfor other condiors. Urag and drop ukes to drange the oncer,
Far Fodoy Exoort go to Admnktaton = Syster = Rackun B Restors = Boloy Exoat Faga

Firs Mzionad Rule Aonles -

¥ Excoptions (07

Standard
Slatuz  Ruke Mame Coredtiong CicenTty groups and okher condtong) PeiriEsiing
[} Uzere in LOAP store Wireless_802,10 ANC LDAR_DXAMPLE:DateraiGneups COUALS o PermitAccess
= dumarusers, su=groups, de= ek, de=com
[} Wirakace Black List Dafait Blackilst 210 Wiralass_Scoess Ecehoke_Winakess_ACCRES
u Frofled Cewo [P Phone: Ceco-1P-Phone Jier Cmon_ P ®hones
-] Frafied Hom Clca [F Phones Han Ceco Pafied Phones Mon_Cscn [ Phanes
H Fas_suthenticetes _Acoase Hetwork_acoase_athantaton_Passsd < PermiAcess
[} Defaul ne rmatehes, then  Denyfcoss

®
rﬁ.
i
H
A
R

NMAEER , B8

@Ciscuhnyﬁ:unnect Secure Mobility Client | = || (=] || B4 |

9 Network:

Connected (10.0.13.87)
eap_gtc ol -

56 UF

EWUFLDAPHISEE & , HRRESIRS /AN IAEZN EZMNA



Zind gucrezaiul lo 10051105 242,200

Sasul ot testing this covdguraton |5 as fnlows:
Mumber ol Zusedds 2
Humber ol Sroups 1

Respnnss Hma-i63ems

AT EGEARBISERN ROIRE

I I
mﬂm‘ ooermons | T pomy | Guem Aol M"“_

' Roports K Endzaint Frotection Scrvce “ag Trauzlzshzat
e gurel] Sapphaty © Wemcn lgurs] Helvanh Dssrws © WAL Lropy © Ul Sboppwe] Besounihog 4
| 1] 1305 [

[] Shre i boe Smeene (00 fadt o Bemee S omre ® 405 Rabnech 00 Rt Repast Dot ferted [ Bvery & mowte
— o T | RanesE Cnont %.Lw £ Iﬂpu-l.jh £ Cnilpcnl Bale #JIH"JA’MI Pobey | ‘ autmuean Buky Sl sl Poles
200506 M 2150555 n O 0 ohedon Do A1 s indoasT ekt
2023-06-M 21:53:45.510 n el nhutng CEAADDLANES  iindows? okt Diefauit =2 DoblX > Dafauk Cafzuk o Uszrs in LOAF doe Parmittoc s

Overview
Event 5200 Authentication succeeded
Username 5
Endpoint Id CO:4A4:00:14:3D:48 &
Endpoint Profile Windows7-Workstation
Authentication Policy Default == Dot1X == Default
Authorization Policy Default »= Users in LDAP store
Authorization Result Permitdccess




Authentication Details

Source Timestamp 2015-06-04 21:59:45.509
Received Timestamp 2015-06-04 21:59:45 51

Policy Server ise13

Event 5200 Authentication succeeded

Failure Reason

Resolution

Root cause

Username john.doe

User Type

Endpoint |d CO:4A00:14:3D:4B

Endpoint Profile Windows 7-Workstation

IP Address

Authentication |dentity Store LDAP_EXAMPLE

Identity Group Workstation

Audit Session Id 0a3e9465000010035570D956
Authentication Method dot1x

Authentication Protocol PEAP (EAP-GTC)

Service Type Framed
AD ExternalGroups cn=domainusers,ou=groups,dc=masxcrc,dc=com
ldentityDn uid=john.doe, ou=people dc=maxcrc,dc=com
RADIUS Username john.doe

R BERR

AT AU EBEA — L7 IR R AT HERRIX Lo 48



« Z#OpenLDAPE , MMREIE T 4EIR LIS Rgssapi.dilE %k | 5 EH S 3IMicrosoft Windows.

« TRETCIEEERECisco AnyConnectidconfiguration.xmIX 4, B BREZIHMAIE , R
EERTERIBXH,

- EEORIERED , AU THERER

<tfroot>

Aut henti cation nethod is not supported by any applicable identity store

L8 IRE B REALDAPR X SR 21 75 5%.
HRE-REPHEFORIEDUEREPF —NEZHENAE (EAP-GTC, EAP-TLSZPEAP-
TLS)
- EREMRIERSED  MREIEIESOEFEEPRFEEE , WIREPHIHF L ELDAPEHE
J&E FE4] F 7 89 Subject Name Attribute &S PTEL,
FEARS , KEMHEIRE N, XEWREISEEZIRE KR TE T EHRLDAP A F HuidE.,

- MREREIRSBNAPEREBLREBTMNE , WERENEEFER,
FicE , AN BB Mde ( TZEZS MR ) EELDAPRIRE .

}D BR  EXWLCIHHEAPE IR #H THELERR |, BESH WLANZ &I 25 HIEAP I IF
(WLC) i & TR B R ST#Y,


https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/69730-eap-auth-wlc.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/69730-eap-auth-wlc.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/69730-eap-auth-wlc.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/69730-eap-auth-wlc.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/69730-eap-auth-wlc.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/69730-eap-auth-wlc.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/69730-eap-auth-wlc.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/69730-eap-auth-wlc.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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