ISERZ<1.3 Self @XM EEFI 1B & RH

T EMIRE
BEIPERE

R & DEMRE
HEIRFZANENEIRE
BYODRE

£ B = LAY B
BiE SMS 1 % FiiF
& B

BYOD

VLANE
HXER

st

BB E MRS 5IFE(SE)RA1.3ENUSeEMNBEIFNBEFIISHRE  AFRERFSRAES
free , SR BHRIBIMNEZF RN ITFAREEENEH S8, AR NAEENSE
BREEFE It Th e

KRR

ER

BEREWEEBISEX LB A& MER HIRAY KR



. ISEEBHIAER
. Tk R E MR F 2] (WLC) B E

{35 FH BV A 4
AP ESRETUTHRERES R
- Microsoft Windows 7

. Cisco WLCHRA7.6 1A £
- ISEE# | FRARIAFLL L

AP

I5E

Internet

WILL

S5I0; Gueast

Guest Lser
1T R EME , KAFRRTIZSMNETAANRERF,
XE—MR

FBBRSERIR(SSID)WRERFXE : HF. IREIESRIEMISERIMACH — NI i
& WRIFCEREZISENE - NMENANNENEEXHEEQEHERFEIMVIIS. ISEREE
M Cisco AVXT Y —RADIUS Access-Accept :

- REBNZEE @B url-redirect-acl (MIEWLCE XK 7 ith 177 (8] #2 Hl = (ACL) & #5)

- Ul EFER(EMEEE [RZEBIEREIISE)
B  REAFPEERXNISE, MARFRMEIRN T EM , AP /ifi"Donot have a account"
AREERXNZEF AT UCIRATR, —MNTEBEIMRBERFSANTRERFEIMNBARE
INRZMZEE. ERkFAUEE , AFRRRENERLEEIENEIEAFBMNER)ME %,

PIR3. ISERIERADIUSEIN (CoA)BIRMIEFENFRINWLC, HEIEERNEMERNARADIUS



Access-Request WLCEFHE R AF . ISEEINEWLCE XK A tthAccess-AcceptFlAirespace
ACL , X BB RMFFR(REAFHNRALFRBUR T EREKE).

EEANTT BIIAMEDIUEAP)&IE , ISEATKIECOALIERN TR BRIE , RANEAPREREE
RAEMISEZE, BEEXNFMAB (TEAMAC) , CoABXRKITR E# ;% EFEEDE associate/delf:
ELLRE .

BWP : RRAFFERNMENIHE,

ZNMHEHRBERLIRSMNHRE R S HIRZ(BYOD)ATLE AL E).

ol

WLC
1. AN M Z B FHERADIUSIRSG 85, SiXd Z2£>AAA > Radius>BiE N 7 /8 ARADIUS
CoA (RFC 3576),

]
CISCO MOMITOR  WLANs COMNTROLLER  WIRELESS  SECLRITY

Security RADIUS Authentication Servers > Edit

okl Server Index z

General
* RADIUS Server Address 10.62.97.21

Authentication

Accounting Shared Secret Format ASCII[Tl

Fallback Shared Secret |-"
DNS
P TACACSH Confirm Shared Secret I"'
LOAR
er_;:'ADSIFr:JIf;_Ii':f;'S Key Wrap L] (Designed for FIPS custome
Disabled Clients Port Number 1812

User Login Policies

AP Policies Server Status Enabled [Tl
Password Policies Support for RFC 3576 Enabled [vl

» Local EAP Server Timeout |5_ seconds
» Priority Order Network User Enable

b Certificate Management Enable

b Access Control Lists IFSec [] Enable

EREN—HLUNEE, tBWEBWLCAKEERWUILIDEMRSSID , A FISEE BRIE
SSIDH ZSEMN :



Security RADIUS Authentication Servers

+ AAA

i Z
General Acct Call Station ID Type IP Address [TI
* RADIUS o, Auth Call Station ID Type AP MAC Address:SSID ||
Authentlcatmn

2. EWLANET T |, ERIBLLBENWLAN)FEFBEREFRIED, iREBLayer2Z2X T
EVMACEIE, ERE/MIE, BRMEITAAA)RSEYF | EERIEMZEMNISE P, £
SRIETF, , BB HAAAREH Bi% B M EHEAEH (NAC)RZS ARADIUS NAC (CoAX ##
)o

3. MBI RE>WREEFI H>HRBHNRF BRIR TR X

GuestRedirect , AFREFNZEEAHF BEEEOEMAREER , ARNTRIMEZIEL4L H Al
HibiiF

X ZGuestRedirect ACLH(FE—RAIMNEE@BRE/MISENRE) :

I.Il!'lll
CISCO MOMITOR  Wiahs CONTROLLER W]RELESS SECURITY MAMNAGEMENT COMMANDS HELP EEEDBACK
Security Access Control Lists » Edit
* AAA
Geaneral General
» RADIUS
Authentication Access List Name Guest? edirect
A SE i Eing
Fallb-ack Deny Counters (i}
DNS
¥ TACACS+ Destination
LDAF Seq Aclion Source IPfMask IP/Mask Pralocal Sonirce Parl sk Port DSCP  Direcbion
Local hiet Lisars 10.62.97.21 0.0.0.0
'_'E"'L “Irﬂ'_-'“ 4 Parmit ARy ARy Ay ARy ARY
Cirabled Clisnts 255.255,255.255  0.0.0.0
User Login Palicies -
AP Palicies 0.0.0.0 10529721
gt T 2 Parmit Any Ay Any Any  Any
Password Policies
0.0.0.0 255,255.295.255
b Local EAP

F Priority Order

ISE

1. SN EEGR>ER>BEIS  AEGIBR- NN RE | BHRIRHREIF



Create Guest Portal - Choose Portal Type

Choose the type of portal you want to croabe.
0 spensoreid-Cuest Porkal

[ salr-Registered Cunst Foral

) Hudspol Guest Portal

HYFRE AT BAE o

3. L ERMEENH :

HEEXNFEITF BMHHMACL GuestRedirect) N EE [

SPONECEEE SreRls el AcHounte, Gosls cannol ereats their own soceunls.

Guests prode mfcemabion bo aateraiically ereate an account, with sponsor approvel as an optoeal requetement.

GURELE CAN ACosss the netwerk withowt cradestiala, kot you can add A welcoms messags and AUR

[ continz= R

2. BRFRSERRBENHNI/BR. RAABEMIRERIAN. EAODTEBEELT , #IEX

e ———
-&.I-Im Operations |*  Policy| v GuestAccess | Adminisiration | v

|5 TrustSex

| &) Aurthands s8on |, Aarthcaization |+ Profiling | Fashure |edf Slignt Provisioning
Dectomarias Condiions
Results Authorization Prohles = Guest
[ = ] Authorization Profile
= “Mams | Guest
ar|E- . ==
A =A o~ escriplion I
* [ Autborization “hecoss Type [ACCESS ACCEPT -]

w55 Audhorizaton Prafies
g Biackhole Wireless _Aotess
ﬁnsmj_ﬁmne:
5@ Derrpacoers
i st
@ oot
2 Mer_Ciges_P_Prcnig
g Pemitdrcess
g Peimiiernet

Saniee Template [

* Common Tasks

[ Web Bedirecton (CVWh, MOM, RSP, CES)

i Posre Cantralized Wab Auth d

ACL | GuestRedirect

valug | ExampleselfReglstercues -

» | Dowriosdabie ACLS

- O stase Pmost name
20 Il Posthare Mods Profiles

Permitinternet (FAirespace ACLE T B B W)




it :mi Engine

43" Home  Operations | Policy | »

| Authsenlicabon 3] Autharization [ Profiling I, Posturs jogy Client Previsioning
Authorizatuon Prohles : r
Results Authori |. 1 F 1 Permitinternet
| ) Authorization Profile
- : * Hamsa [ Parmigintarmsat |
=T Y .
v [ Authentication escripton |
* = ML HD = Accass TR [ALE!—.EE ACCEET = I

¥ Aadhorization Profies
b [ | Downioadatie RCLE
B _l Infine Fashare Kode Prafles

Sardce Tamplata [

[ I_;.|1'|:|I'|l.l\.'|¢|

v B3 Posure

v B Chent Provisioning = Commisn Tasks
P Trvalses [ rEar

O wiek Authervseation (Le<al Wb Auth)

Airespace ACL Mame [ intarnat

4. R THIERAAN | FESHRFTRESTBR, BRIAER T EISEMA1.3K M AIMACK IE 55 3%
(MAB) 17 [A] (% R BIFIMACH 1iE ) I UF FY REL R IELE), ENEEFTEFENEAREEERINRIE
U, XABEIFRIEEEAN,

entiby Services Englne ¢y Home  Operations |+ Policy | »  GuestAccess (v Administration | =

|_.;: Authentication B Autharization jﬁ Profiling [ Posture ﬂ Cliant Provisioning J=—‘ TrustSac &, Folicy Elemants

Authorization Policy

Define the Autherzation Policy by configuing rules based on identity groups andier ether condiions. Drag and drop rules to change the order.
For Policy Expor go to Administration = System = Backup & Restore = Policy Export Fage

[ First Matched Rule Applies -

» Exceplions (0)

Satus  Rule Mams Conditions (identity groups and other conditions) Permissions
Guest " GuestEndpoints ~|D Radiug Called-Fation-ID CONTAING Guest f Pemitimiemel
Guesi_Authenlicate U RadiusCalled-Station-1D COMTAINS Guast 1 Cuest

ER & X 15 F SSIDAYHT A P FENEMIRRAN I D . XBBA T AMITEESE =AM | 6
RBERREENHEEGMNIEBHBEI,

ERAPIEKS HAIRRSHES , ISEXXERADIUS CoA , A BWLCHITERIF, XAt |, &
— AN 57EWLC R By B2 X B & ST Permitinternet— #2 PL e 3 B IR EIACL R o

5. I IIWLCAE ) M 4842 A ik & MAdministration >F & & F>MBRE .



Wi

ER AL D ATEIAE BRER ERIZTT.
1. BEE5RESSIDFAEXRKFBRAURLE , AREEERXNERR :

‘(‘ & https://isel 3example.corn:B44 3/ portal/PortalSetup.action?portal=6f48 b7 c0-1967 11 ed - a20e-0050569c 363 & c " Google

CISCO Sponsored Guest Portal

Sign On

Welcome to the Guest Portal. Sign on with the usemame and password provided to you.
Username:
Password:
Passcode:

Cont have an account?

Contact Suppor

2. RRIERBREMAEE , REL vﬁiﬁ#&ﬁ'ﬂi)’*‘ PR ARSI RNFRE. WREM
ﬁﬁﬂﬁlﬁﬁ%ﬁlﬁgPoﬂalﬁﬂﬁT ZMZREERZXFRIEFEBRROIABANATRRTE
%E)o



e = https:/fisel 3. ecample.com:B44 3/ portal/SelfRegistration.actienfrom=LOGIN c E

!l[ll.lll

CISCO Sponsored Guest Portal

Create Account
Please provide us with some information 50 we can create an account for you

Registration Code"

CISCD

Username
guest
First name
michal
Last name
garcarz
Email address
I‘-“IQEM&E@EIM:{) com
Phone number

BE6E6666E

3. MRESEBHAFKENEMEE , ESRXNBEHR>RE>-DEROERREBEHR
>IHE>BERAFRERN T EQRE, R™AWMT :



¢y Home

B Configure B Manage Accounts 1] Settings

» Guest Email Settings
» Guest Locations and S5IDs
» Guest Password Policy

+ Guest Username Policy

Sl

ldentify the SMTP server and specil

specify the locations where you wat

Specify the policy settings that will

Specify the policy settings that will

Configure username requirements that will be enforced for guest usernames. LIsernan

Username Length

Minimum username
lenagth:

4 (1-64 characters)

Username Criteria for Known Guests

If data is available, hase username on:

'E' First name and last name

() Email address

Characters Allowed in Randomly-Generated Usernames

Alphabetic:

Minimum alphabetic:

Mumeric:

Minimum numeric:

Special:

Minimum special:

Allia-z) -
g (0-64)
All0-9) -
0 (0-64)
All supported -
0 (0-64)

4. BRI EIZLE  FRXEXIERBILEZDRBEEKNED)



* = 5 el S eamplecamaE 243 partal Creake ounbasticnram=5ELF F TRATION i

CISCO

Account Created
)56 el Mollowineg informiadan 1o 5ign an 1o ha netenrk
Usermanme: guesti
Password.=_yl
First namemicha
Last name garcan
Emailmgancarziciscd ooHm

Conlad Sappon

5. AREFESH ARMBRIEERREEANLREBLFEREHETF TXRATRIEREA
INRZ BB S — 22,

| Guast Portal

Sign On
Welcoma o the GuestFordal. Sign onowith T usemame and password provided §o vau
Usernamae:
guast

FPasswaord:

Fagscode:

ason

6. UM , tLiFIERX AlikAcceptable Use Policy (AUP) (BE#IREEH I, T). RET4FHRI T
(LAURETHEHEF)ETFEE R,

INIT
CISCD

Post Access
Click Continue 5o connsct b tha natwork

You'ne wery dase la gaining neteark acoess

Cantac Suppord



RfE— TN RN

I
CISCO

FELLBTER

Sponsored Guest Portal

Aunhardication Falcy | Aunthorgation Policy | Ashonastion Protiles  [cantdy Groeup =

Success
Yoau now hiave Inlemel access through $is nebwork
Zonkat Suppor
i AN =
AEDRMET TR T EE#R THEIRNESR
E —— N
il Id .
A 5 AL ] % Home  Gipsralisns | v Palicy | = Gussl Access | v Adminskalion | =
[ Aumamcatans Repors 2 Endpoint Projacion Sanice 2 Troutieshoal
Mmcerdigurad Suppkcarss Macarfigurad Metwork Dewices | AADILYS Draps 4 Client Skepped Resparding
a a 82 4]
[m Show Love Seesices 404 add or Removs Colornz = :5- Aafresh a Repst Bspast Caunse Fafragh Fwary 1 minga | 5

Evart

Time L3 BES ak... Lt || AT :
T caurk ||

20ba-08-0L 1®1%55. a 4 guestl

20040801 131552 [ a el

2ota-onor 13155, @ a

20040800 1318 24.. a et

aoea-of-or 1z1e3L. (@ a B4:E5:A308: 23
XER

Dafaub == MAE Dafauk == Suast Parmitirg armiat

GURSITyRE_D&LY

Default == MAE >= ., Defauk => Guest_... Guest

Usar ldentity Gro...

Seesion State i Started
Authorize-Only succeaded
hramic Authorizabion succeeded
Guest Authercication Fassad

authertication succeaded

. REFFIBEE = AMNERHNI(Guest_Authenticate) ¥ E 7 [6) 44 75 & (“Auhentication &K Zh”).

CFEARFIMEED, EIRFBEF(EHELNIKS)GE , ISERECOABXRKIE , HWLC (‘K

EY B S RAIEIN).

- WLCHITBRIISENEY , # BEACLEHERE(“RIIHFER). BREBFEBMLIHR.
& (BRAE>IRE> ISEHR &> guestBR & HE T B R &> E#) th B IAFS

Master Guest Report

Froe DR 2014 12:00;00 A8 to 08012014 02:4234 PM

Logged At Gusash Usar MAC Address
Marme

0140801 1318499 guestl §4-65-83-08-23-43

20L4£-08401 £3:18:08.7 guast] §4-55-83-08-23-43

#BE A (B EENR)E

IF Acddress Oparatiom Liger Mamea Megsage
10,221.0.218
10,221.0,218 Al Salffagistration

ERIERE M PR Y EPRES.

LRBIEINKFOIE | BERAFMNRBH(ERERER)

Fage

AP Accaptancoe

Cuegl user has accapled Lhe use pol Y



[ LegE:  soonsor, example. com HdL 3 nsarportall ogirEubanit. action? from =LOGIM #managedccount Summary

Welcome spansor

alran]ua
€150 Sponsor Portal

Craake ACCOLNGE Manage Accoums {1) Pendng Accounts (03 Hoticas {0]
Resend Extend Edit Suspand
Delete Reset Password Print
Eirstnams: michal
35 Narre: garcarz
Usemama guest]
= | =_yll
Emeil addrass mgarcarz@cisca. cam
Comparrs
Shoe ke GEEEAEEEE

Par=an baing visitedamal)

T

an i
E DAILY
ar

S Biwaiting Initial Login
From sats: OBIO12014 12:58
|z datba OBMO2I2014 1258

vk on
|
Langusgs Englizh

FOUp Tag
lime lett 02347

CIp-d -

FNFURENNER , TRNEMALEEZ, MELENMEEBEANFREIFEE>EE-HEFA>
PortalName > Edit >[TP{T MR RE. ENEENIREIIE :

MR E
- ERB-ZAERKS RIERN , BELIET, BEF/ORNI®RGX 2 EEEXGNTEA
RS YMISERRZ1.2)
OFMRB-NRER , NREZE2REBRENAFPATRETESR D TUIRMEZE | Hik/F 0028
- AUP -E R TMERR |, S EHKK
. B BIP R T SRAE T HESHUE T E K
BEHERR
CBEARB-MREA , NMRZ2RBRENKREAFPATFESR
- AUP -E R IMER |, S EHAKK
. BB E UL
REBEAER

- BABRT |, REZBBIHIEM



HEREENENER R
- RAFERABN RS
BYODi% ik

- RAWERNFERNGEEMMENIN N ANRBNEFAS

%t Bh i LRV i P

R ERequireEFHEMA B EFRAETUEE , N AMAZBEFR T FCIRAKS, HIhsEHRYF
ER B FERMA T REBAXN BB EKS )

AR R ERAHE R MU (SMTP) RS 2R HERAMNB AN B FEB R BEE |, Nk~ T2z

Account Created

Use the following information to sign on to the network

{ Email send failure ‘

First name:michal
Last name:garcarz
Email.mgarcarz@cisco.com

Mguest.loghy B EH AL FBM A T8 H Y b ik K a5

2014-08-01 22:35:24,271 ERROR [http-bio-10.62.97.21-8443-exec-9][] guestaccess.
f | owmanager . st ep. guest . Sel f RegSt epExecut or -: 7AAF75982E0FCD594FE97DE2970D472F: : -
Cat ch Guest AccessSyst enExcepti on on sending enmail for approval: sendApproval
Notification: Fromaddress is null. A global default From address can be
configured in global settings for SMIP server.

HEBELNETHRFEER |, kel



o Identity Services Engine "E_”‘ Home e

] Configure B Manage Accounts
» Guest Account Purge Policy Specify when to delete expired guest accounts
p Custom Fields Add custom fields that can be used for creating
w Guest Email Seftings Identify the SMTP server and specify the email

SMTF server: outbound.cisco.com

Configure SMTP server at:
Administration = System = Settings = SMTF

Enable email notifications to guests

'E:' Use default email address

Default email address: | ise_notification@cisco.com

() Use email address from sponsor

Account Created
Use the TDI]GWII‘]; infarmation to s1gn on to the network
First name:michal

Last name:garcarz
Email:mgarcarz@cisco.com

£ & FRequire 3 MM B ERFRNETE | AF B NZBZERNEIE B 30 i R T 2381
BIABLOBER. IRENMTL , YEDEHEREFENN | REAFPHERINER TEIETE S
WEEERHMICEEE RKFAE, RMSAAHENE SRS (SMS)RE FRpH4EX M. Eit
AERY BOXRUE 48 A 24 7US B ERE 2 (Fridemail/SMS) |, BEIEIT,

BN e F BB IR LA B BY 7S



- =ise notification{@cisco.com

el ise notification@cisco.com % % Reply| =+ Forward|

wbject Guest Approval Regquest

o Me <mgarcarz{@cisco.coms=

Flaase approve (or deny) this selfregistenng guest. The gusast provded the following nformation:
Usemame: guasiy

Firsl Marme: michal

Last Mame: garcarz

BRI W E BRI AR ALK

Weltame Sponsor

cisco Sponsor Portal

Creats Accounts Manage Accaounts (1) Pending Accawnts (1) Matices (0}

Approve Deny Refresh
Username State First Name Last Name Email address Phone number Company
# guesty Pending Approval michal garcarz mgarcarzEeisco.com

L3

MRS | REMAF AFEF(HFIEERH B FERAFZHSMS),
Bz, BATHRN=/8 7o

BN AR, XERASE MBI R K BRI BERER M ut A - BRI BIR (SR
BHHFMEFFEAEEXNHE, XEEEHER R T>ERR>2E>-HESFBHFRE.

S HREH, XATH T ENEREBR— Mk AREME, XEFEHRTHHEFAER
E>EE>HEI A>T Name> Require 35 5EM M 5 Z>8 FHP 4 #EHER

COFUNTHR. XERXEAFREEIMN. DREHENZXTHENER B FIBEFLEE , 5
IEHFEAER (AP ENED)N B FIHEIEL TR

B SMSHEIXFIE
BEFETUESMS ek, NEMEX LR

1. IEFESMSHRSS IR MM !



|:| SMS Service Provider |:|

Guests can choose from these SMS providers:
~Global Default

[ TT-Mobile

ATT

[ bverizon

[ IciickatelviaSMTP

2. RERRUEHBAELMEER | SMSELAE.

3. RJE , Sl /et , RER FRELERE T AR HNE

(- & https fisel 3.example.com:8443/portal/SelfRegistration.action?from=L0GIN i o

Phone number*

GEG6E6666

Company

SMS provider®
T-Mobile

ATT
| Global Default |

Reason for visit

4. SMSRIEEM SN RN BIFESBALE

Account Created
Use the following information to sign on to the network
First name:michal
Last name:garcarz
Email:mgarcarz@cisco.com
Phone number 666666666
SMS Provider:Global Default



5. 8L B SMS 4RI £ WH>System >R > SMSF T,
W& BEM
MBFAGE LT AU BEESE | EREAPBHH AEFAUPE | CHOIHHLE .

CIsCO Sponsored Guest Portal

Device Registration

Yiou can add a madimurm of Sguest device_Bmits devices. Enbter a devics 1D and denvice desoipion. The device ID is the MAC address or Wi-Fi address of the
device. Itis an alphanumeric 1D in this format A1:B3ES19:6F-BB
Device D

Device Description

=
Cancel, continue

Manage Devicas (1)

B4 BE B3NS 23 A3 Daste

EEREZEFDMELERMT (EManageiREER), XRERNETFRBFREZADMBLERE,

R

MRAERBERFBMEETOEE , WREAFEEFRITRESNRERF(NAC/WebREREF) , #
b1 = bl B ZAUPR (M E FMITIRE EEM), ISELALEZE - im AN R E M 1% 1R B WK
HEREF. AREERSITHRERFNITRERBRSHAN)F BREERXISE , EFERE
CoAE# £ Bl B Al RPURZS

A BERY RN b VF B RRUT L -

b Exceptlons ()

Status Rulg Mameg Conditiens (Identity groups and other condibions) Farmissions

B Guest_Compliant GuestEndpoints Radius:Called-5tation-1D COMTAING Guest Pemmitintzrmet
SeszslonPostureSiatus EQUALSE Compliant

Gues! GuesIEndpoints * 10 Radius Called-S1ation-ID CONTAIMNS Gues! LiriledAccass

Guesl_suthanticate Radius: Callid-Station-iD COMNTAING Gusst Guast

iBF|Guest_Authenticate AN EE QB RHEFEFRBFIIFNE—NHAS, ERAFRHTESRA
BF , COARYERIRBMAFHFREBRFEPITRSNEE, EXNEREEFRE  #A2
R RRREBNBRAITCoOARBEIREN T REFEIX T EEN.

BERBARY BB IERZ EBEE S mELAN



ninlir
CISCO Sponsored Guest Portal

Device Security Check

ISE is not able to apply an access policy to
your log-in session at this time. Please
close this browser, wait approximately one
minute, and try to connect again. if you are
still not able to log-in, please contact your

network aaministrator.

Contact Support

X Al gE th I A R B Eguest.log X (FT R IEISEARA1.3) :

2014-08-01 21:35:08,435 ERROR [http-bio-10.62.97.21-8443-exec-9][] guestaccess.
f | owmmanager . st ep. guest. d i ent ProvSt epExecut or -: 7AAF75982EO0FCD594FE97DE2970D472F: : -
CP Response is not successful, status=NO POLICY

BYOD

R EE A FENetworkiE MM AR ZH AV R TEE |, NERALTAHWERRA - T UBYBYODRH
HiEMANARZ, ¥TRERF , ZREFTERT L.

“BRINMFPIRIERNTE RTLER?
RINBERT , W&/ Bt & 5Guest_Portal_Sequence#riR 771 :



v Portal Settings

HTTPS port: * (8000 - 8999)

Allowed interfaces:* [ Gigabit Ethernet 0

[J Gigabit Ethemet 1
O Gigabit Ethemet 2
O Gigabit Ethernet 3

Ceificate Group Tag.* | CertTagl =

Configure certificates al:
Administration = System = Certificates > System Certificates

Identity source sequence:; ™ |Gum Portal Sequence vI

Configure identily source sequence at:
Administration > Identity Management > Identity Source Sequences

XREEFHRIBAFWASFEIRF(ERZRA/E)

mm Opersscas | v Policy| v
S
el Bysiem m il Hetwork Resources [28) Device Porksl Management

Menlites Geoups Exlemial identily Sources |dandty Zource Saguances Saltings

entily Seares Saquences Lisl = Cuest Partal Sequencs
Identity Source Sequence
w ldenifty Source Sequence
"Mame) Fuest Partal_ Sequence I
Description| & poilt4n Kantity Sequence for the Guest Portal

w Carfifcate Based Authenlicalion

[ select Certificate Anthentication =
Frafile

* Authentication Search List
& gat of idaniify sources Walwill b2 accasead In Saquanca undl Test authemication suiceads

Ioailakla FHH"N’
Intarnal Endpoinis B g mal L5 ars =
-] 5 I Gipegl Usars = I

J All_ALD_Inslancas _._I

HEUMBRERETS  AFR{EASAFFEREX , 7 EBYODEEB AR EMEIL



st
CISCOo Sponzored Guast Portal

ETOD Wealcome
Nalooenie b Be BYOD porta

| want guest accass only

LA XERHAF AHIT M ARZHIBYOD,
AMARATAFEILE , RUEREAFSKIE , ERRHL(XEBYOD),

VLANE &

XE—NHEUETR R IBREITFE ENVLANE RIEISEMRA1.2, ERIFEIZTActiveXs Javaiz
F , i ZDHCP A A MEH. HCoAfIAVLANE XK IR | XREEN, HHEARMAB , LiHT
MEVLANE R, TEENMRRARNERVLAN (DHCPRA/EFAEMNARERF, Z—NMNEWMR
i%ik—ﬁ\EE@IPi&iiﬁiiEMﬁﬁ@E’\Jappleto MRA/CoAZ BRIV EER /EF AT ABL B, LbiETM AR E
PR TE,

HXRfER

. #EEPISE R RZS

- TLBYODA B2 IRSS51 %

- ISE BYODE B R SCEP #

. BRISE1.3EE RIEE

- EWLCHISER: & 7= Fl i A .2 Web % i

- 5FlexConnect AP R :aWebWiF £ 5 ISER B R A —WLC
- BARF M - Cisco Systems



//www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
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