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- SFTP
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- HTTP

- HTTPS
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SEIEEISELBEFMEE , FERKEISE GUIH S ZE Adminisration > System > Maintenance >
Repository. ? ? AR HE T Add, INEFR7R.



‘Gses Identity Services Engine  Home  » ContextVisibilty ~ » Operaions  » Policy » Work Centers

» Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Loggng Upgrade  » Backup & Restore  » Admin Access  » Settings

Patch Management Repository List

Repository

J Edit | SloAdd | <l Generate Key pairs g Export public key = 3€ Delete O Validate

Operational Data Purging

(] Repository Name +  Protocol Host Path

EZH IR repository Name £ Fre AE RPN, SRTEHI A Server Name, Path, User Name, Fll Password, F R T
submit, 20 B T 7K.

'n'.-ﬂ':'ét' Identity Services Engine Home » Context Visibility » Operations » Policy + Administration » Work Centers

b ldentity Management  » Metwork Resources  » Device Portal Management  pxGrid Services
Deployment Licensing  » Certificates  » Logging Upgrade  » Backup & Restore  » Admin Access  » Settings

[ <]
Repository List > Add Repository

Repository Configuration

Patch Management

Repository

Repository Name | FTP-Repo

Operational Data Purging

* Protocol | FTP il

Location

* Server Name | 10.106.37.174 |

*Path |/ |

Credentials

* User Name | ftpuser |

* Password

Submit Cancel

MCLIE BFTP1Z % E

B SSHEFEISET RMICLIHZETHU T HT.

ise/admin#

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# repository FTP-Repo
ise/admin(config-Repository)# url ftp://10.106.37.174/




ise/adminconfig-Repository)# user <Username> password plain <Password>
ise/admin(config-Repository)# exit

ise/admin(config)# exit

ise/admin#

i BSFTPIEME
MGUIELBSFTPEEE

SHEIEBEEISELEEFWE , FERIISE GUIH S ZE Adminisration > System > Maintenance >
Repository. ? ? ARG £ T Add, NEFR 7.

‘thul Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy |BRANL Al * Work Centers
» Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Loggng Upgrade  » Backup & Restore  » Admin Access  » Settings

Patch Management Repository List

Repository
- _,'? Edit cﬂ:Generate Key pairs gl Export public key |~ 3 Delete  JValidate

Operational Data Purging
] Repository Name «  Protocol Host Path

-t 2 Eﬁ% Repository Name prire= o ) 1’!579 o H‘Eﬁlk Server Name, Path, User Name,ﬁ Paswvord,#,‘f-iﬁ
submit, 20 B FT 7.



‘dses |dentity Services Engine  Home ) Context Visibilty  » Operations  » Policy » Work Centers

» |dentity Management  » Network Resources  » Device Portal Management  pxGrid Servicas

Deployment  Licensing  » Certificates  » Logging | ~Maintenance | Upgrade  » Backup & Restore  » Admin Access  » Seltings
<]

Patch Management Repository List > Add Repository

Repository Configuration

Repository

* Repository Name | SFTP-Repo
Operational Data Purging '

* Protocol || SFTP = |

Location

* Server Name| | 10.106.37.34

“Paty [/

Credentials

* Enable PKI authentication [

* User Name] pan

* Password] sessssse

oo ]

B=F B ZRcRT simita REFETRRHHES . HERTFEEMACLININSFTPARS 2RH M
=, WEMR.

Host key of sftp server must be added through CLI using 'crypto host_key add' exec command before this
repository can be used. Also ensure that the host key string matches the host name used in the URL of the
repository configuration.

YL BESSHEFKISET R BICLIFHEF T crypto host_key add host <ip address of the server> s il 3 H1 2540

o

ise/admin# crypto host_key add host 10.106.37.34
host key fingerprint added
Operating in CiscoSSL FIPS mode

# Host 10.106.37.34 found: Tine 1
10.106.37.34 RSA SHA256:exFnNITDhafaNPFr35x6kC1lpR0OiTP6xS+LBmtIXPfnk
ise/admin#

MCLIE BSFTPZf

Y SSH & & E| ISE T K/ CLI HE1THUTET :



ise/admin#

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# repository SFTP-Repo
ise/admin(config-Repository)# url sftp://10.106.37.34/

ise/adminconfig-Repository)# user <Username> password plain <Password>
ise/admin(config-Repository)# exit

ise/admin(config)# exit
ise/admin#

BLENFSTEEE
MGUIEL ENFSTZ % E

SHRIBEISELEEFWE , FERIISE GUIH S ZE Adminisration > System > Maintenance >
Repository. SR fG REHAAD , BNEFTRo.

‘thuh Identity Services Engine Home ) ContextVisibiity  » Operations  » Policy |BRA Al * Work Centers
» Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Ceriificates  » Loggng Upgrade  » Backup & Restore  » Admin Access  » Settings

Patch Management Repository List

Repository
- __'° Edit cﬂ:Generate Key pairs gl Export public key |~ 3 Delete  JValidate

Operational Data Purging
] Repository Name «  Protocol Host Path

L IR rRepository Name 1EIR NFS FER M. ARBHI A Server Name Fl path, 2T submit, 20 B FT 7.



‘dies' Identity Services Engine Home » Context Visibility » Operations » Policy » Work Centers
b |dentity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Logging | ~Maintenance I Upgrade  » Backup & Restore  » Admin Access  » Settings
<]

R itory List > Add R it
Patch Management epository List > epository

Repository Configuration
Repository

* Repository Name | NFS-Repo

Operational Data Purging

* Protocol | NFS v

Location

* Server Name | 10.106.37.200 |

*Path | /nfs-repo |

mb Cancel |

MCLIE BNFSTZ 1% E

B SSH B FEH| ISE WRM CLI HBITUTHT .

ise/admin#

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# repository NFS-Repo
ise/admin(config-Repository)# url nfs://10.106.37.200:/nfs-repo
ise/admin(config-Repository)# exit

ise/admin(config)# exit

ise/admin#

BB ISEA b 70
MGUIB B 2 it 77 fik B

SHEIEEISELEEFWE , FERIISE GUIHSAZE Adminisration > System > Maintenance >
Repository. ? ? A T Add, NE PR 7.



"thailie Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy |BRENL LAl  Work Centers

¢ ldentity Management  » Metwork Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Loggng Upgrade  » Backup & Restore  » Admin Access  » Settings

Patch Management Repository List

Repository

J Edit ok Generate Key pairs (- Export public key | 3¢ Delete 0 Validate

[] Repository Mame +  Protocol Host Path

Operational Data Purging

F = : 1R Repository Name 1E#E Disk ER M. AEH A Pah FH 2T submit, IR FT7R.

‘tes  Identity Services Engine Home » Context Visibility » Operations » Policy » Work Centers

» Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Logging Upgrade  » Backup & Restore  » Admin Access  » Settings
<]

Repository List > Add Repositol
Patch Management P i Pt

Repository Configuration
Repository

* Repository Name | Local-Repo

* Protocol | DISK v|

Location

Operational Data Purging

*Path |/

EZ0) o)

MCLIEL & 7 77 % FE

B SSH & F 2| ISE 2 CLI HIZTU TS :

ise/admin#

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# repository Local-Repo
ise/admin(config-Repository)# url disk:/
ise/admin(config-Repository)# exit

ise/admin(config)# exit

ise/admin#
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EE%GUIE@E#{%JE , %%ﬂﬁf: Administration > System > Maintenance > Repository , Jﬁ?¥ﬁ{%f§ , %Eifﬁ
validate, 1B FIT 7.

‘tueh' Identity Services Engine Home » Context Visibility » Operations » Policy » Work Centers

» Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment Licensing » Certificates  » Logging Upgrade » Backup & Restore  » Admin Access  » Settings

(]
Patch Management Repository List

Repository
/! Edit =f=Add ==Generate Key pairs (§> Export public key 3¢ Delete| ; 'Validate

Operational Data Purging

|| Repository Name a Protocol Host Path
FTP-Repo ftp 10.106.37.174 /

RiEfE vaidae , BATIRBY Repository validated successfully guiJ:E’\Jﬂlﬁ]m , B PR,

Server Response

Repository validated successfully

A CLIRIE

EMCLIRIEFM#E |, HBNSSHERISET R HIZITHT show repository <name of the repository>. & 5 BY 41
ST 7 ERFENXHE,

ise/admin#

ise/admin# show repository FTP-Repo
Config-Backup-CFG10-200307-1043.tar.gpg
ise/admin#

HEHEER

EHRISELFRAFHEE , BEAUTER



<#root>
ise-1/pan#

debug copy 7
ise-1/pan#

debug transfer 7

ise-1/pan#

ise-1/pan# 6 [25683]:[info] transfer: cars_xfer.c[220] [system]: ftp dir of repository FTP-Repo request
7 [25683]:[debug] transfer: cars_xfer_util.c[2017] [system]: ftp get dir for repos FTP-Repo
[25683]:[debug] transfer: cars_xfer_util.c[2029] [system]: initializing curl

[25683]: [debug] transfer: cars_xfer_util.c[2040] [system]: full url is ftp://10.106.37.174/1ISE/
[25683]: [debug] transfer: cars_xfer_util.c[1928] [system]: initializing curl

[25683]: [debug] transfer: cars_xfer_util.c[1941] [system]: full url is ftp://10.106.37.174/1ISE/Config
[25683]: [debug] transfer: cars_xfer_util.c[1962] [system]: res: 0

[25683]: [debug] transfer: cars_xfer_util.c[1966] [system]: res: 0----- filetime Config-Backup-CFG10-20
[25683]: [debug] transfer: cars_xfer_util.c[1972] [system]: filetime Config-Backup-CFG10-200307-1043.t
[25683]: [debug] transfer: cars_xfer_util.c[1976] [system]: filesize Config-Backup-CFG10-200307-1043.t
[25683]:[info] transfer: cars_xfer.c[130] [system]: ftp copy out of /opt/backup/backup-Config-Backup-
[25683]:[info] transfer: cars_xfer_util.c[787] [system]: curl version: 1libcurl/7.29.0 OpenSSL/1.0.2s
[25683]: [debug] transfer: cars_xfer_util.c[799] [system]: full url is ftp://10.106.37.174/1ISE/Config-

NO O NNNNNNNN

HIRAEER , TR :

ise-1/pan#

ise-1/pan# no debug copy 7
ise-1/pan# no debug transfer 7
ise-1/pan#

ERRISEECEENFHERS R ZAERBRE , BMISE GUIREHIEITHIR
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“"'::u' Identity Services Engine Home ¥ Context Visibility + Operations » Policy » Administration » Work Centers

» RADIUS  Threat-Centric NAC Live Logs  » TACACS | ~ Troubleshoot | Reports

~ Diagnostic Tools | Download Logs

<]
= General Tools TCP Dump
RADIUS Authentication Trouble.... Monitor the packet headers on the network and save to a file (up to 5 Minutes)
Execute Network Device Comm... Stalus H Stopped Start
Evaluate Configuration Validator
" Host Name ise-1 j
Posture Troubleshooting
EndPoint Debug Network Inteface | GigabitEthernet 0 j
TCP Dump
Session Trace Tests Promiscuous Mode @ On o
» TrustSec Tools Filter ip host 10.106.37.174

Example: 'ip host helios and not iceburg’

Format Raw Packet Data j

Eﬁﬂﬁ%gwﬁﬂ’ﬂﬁ{%lﬂ’ﬂ—&;ﬁi , "Lﬁ%ﬂﬁfz Administration > System > Maintenance > Repository , ﬁj%'ﬁ-{%
JE , ?’Uﬁifﬁ Validate.%)ﬁ%ﬂﬁf: Operations > Troubleshoot > Diagnostic tools> TCP Dump , ifﬁ Stop , #T;JZ?&
=EamiR , mEMmR.



il Identity Services Engine Home » Context Visibility » Policy » Administration » Wark Centers

» RADIUS  Threat-Cenfric NAC Live Logs  » TACACS | ~ Troubleshoot] Reports

+ Diagnostic Tools | Download Logs

o
~ General Tools TCP Dump
RADIUS Authentication Trouble... Maonitor the packet headers on the network and save to a file (up to 5 Minutes)
Execute Network Device Comm... Status B Stopped m
Evaluate Configuration Validator
Host N ise-1 -
Posture Troubleshooting eSS = J
SERIORE Bty Network Interface GigabitEthernet 0 j
TCP Dump
Session Trace Tests Promiscuous Mode Gn o
» TrustSec Tools Filter ip host 10.106.37.174

Example: 'ip host helios and not iceburg'

Format Raw Packet Data j
Dump File
Last created on Tue Apr 21 07:37:24 IST 2020
I FileSize : 9062 bytes I
Format : Raw Packet Data
Host Name : ise-1

Network Interface :  GigabitEthernet 0
Promiscuous Mode :  On
Filter : ip host 10.108.37.174
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