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adm n@our cefire3D: ~$ cat /var/log/messages

HERFFERUATESZ—

Sour cefire3D SF-1MS[ 2004] : [2011] d oudAgent: | PReputati on [ WARN] Cannot downl oad
Sourcefire_lntelligence_Feed

Sour cef i re3D SF-1 MS[ 24085] : [24090] C oudAgent: | PReputation [ WARN] Downl oad
unsucessful : Failure when receiving data fromthe peer
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1. Bﬁift intelligence.sourcefire.com Wj,ﬁﬂ?;ﬁﬁ”j{?&o T:I_:/XULLIC%%':FTE’J-ME
https://intelligence.sourcefire.coms,
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2. B 225\ (SSH) 5 A FirepowerZE B /O ICLI,

3. ping intelligence.sourcefire.com MFirepowerZEH s :

adm n@our cef i re3D: ~$ sudo ping intelligence.sourcefire.verifyyou receive an output simlar
to this:

64 bytes fromx (xxX.XXX.xx.X): icnp_req=1 ttl=244 time=4.05 ifyou do not receive a
response simlar to that shown, then you can have an outbound connectivity issue, or you do
not have a route to intelligence.sourcefire.com.

4. BT ENA intelligence.sourcefire.com:

adm n@Fi repover : ~$ sudo nslookup intelligence.sourcefire.com

WOUE U RIS A W B

Server: 8.8.8.8
Addr ess: 8. 8. 8. 8#53

Narme: intelligence.sourcefire.com
Addr ess: XXX.XXX.XX. X

AR . EiR%H L Google/t H13& R4 (DNS) RS 28 il % B EUR F System > Local >
Configuration Pt EAIDNSIZE. Network B MREEBWEI ST REL L , FHR
DNSIEBIEH, X : RSEFFEARAIPHU HFRREZAAKE., REMEEETHE. B


https://intelligence.sourcefire.com

L, IPbut A LAE SR , BRI XIBEER cNaME TR 2IPHbLE,
. BEE intelligence.sourcefire.com f A Telnet:

adm n@i repower: ~$ sudo telnet intelligence.sourcefire.com 443

RIERWFRCUL T AR S

Tryi ng XXX. XXX. XX. X. ..
Connected to intelligence.sourcefire.com
Escape character is '"]'.

X NMBETURIITERE = , B EBE L TelnetiF 8] intelligence.sourcefire.com 181 i M
443 | &0 LA A BA X S H0 I Sk B L i% A 44389 H 3 intelligence.sourcefire.com.

. §#nZEISystem > Local > Configuration , 3 1F Manual Proxy EEi& Network %o

AE . NRERBHRITLEEZEFESSLRN , N AH0KE ST IR 55N
intelligence.sourcefire.com.

MR IR R B EBEHIT HTTP GET B3R intelligence.sourcefire.com:

adm n@i r epower : ~sudo curl -vvk https://intelligence.sourcefire.com
* About to connect() to intelligence.sourcefire.comport 443 (#0)
* Trying 198.148.79.58. ..

* Addi ng handl e: conn: 0xec5630

* Addi ng handl e: send: O

* Adding handle: recv: O

* Curl _addHandl eToPi peline: length: 1

* - Conn O (Oxec5630) send_pipe: 1, recv_pipe: O

* Connected to intelligence.sourcefire.com (198.148.79.58) port 443 (#0)
* SSLv3, TLS handshake, Cient hello (1):

* SSLv3, TLS handshake, Server hello (2):

* SSLv3, TLS handshake, CERT (11):

* SSLv3, TLS handshake, Server key exchange (12):

* SSLv3, TLS handshake, Server finished (14):

* SSLv3, TLS handshake, Cient key exchange (16):

* SSLv3, TLS change cipher, dient hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSLv3, TLS change cipher, dient hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSL connection using DHE- RSA- AES256- SHA

* Server certificate:

* subject: O=Sourcefire Inc.; OUVRT Department of Intelligence;
emai | Addr ess=vrt-systenms@ourcefire.com L=Col unbia; ST=MD;, C=US;
CN=i ntel i gence. sourcefire.com

* start date: 2016-02-29 22:50:29 GMI

* expire date: 2019-02-28 22:50:29 GVI

* jssuer: O=Sourcefire Inc.; OU=VRT Department of Intelligence;
emai | Addr ess=vrt-systems@ourcefire.com L=Col unbia; ST=MD;, C=US;
CN=i ntel i gence. sourcefire.com nsCaRevocationUrl =
https://intelligence.sourcefire.comvrtca.crl

* SSL certificate verify result: unable to get |ocal issuer certificate
(20), continuing anyway.

>GET / HITP/ 1.1

>User-Agent: curl/7.31.0

>Host: intelligence.sourcefire.com

>Accept: */*

>

<HTTP/ 1.1 200 OK

<Date: Tue, 01 Mar 2016 13:06:16 GMI

* Server Apache is not blacklisted



<Server: Apache

<Last-Modi fied: Tue, 09 Dec 2014 20: 08: 06 GVl
<ETag: "9da27-3-509cel9%9e67580"

<Accept - Ranges: bytes

<Content - Length: 3

<Cont ent - Type: text/htm

<

:)
* Connection #0 to host intelligence.sourcefire.comleft intact

EE NTRERENKE con TRERTIEZERD. T2 . IREHEHARE , cnmDE
ERFE., tHHNour -U <user> -vvk https://intelligence.sourcefire.com., ttok , WMAGHE
, AR LR RNEMARERD,

RIITAT FHELZEBRFENHTTPSRERBEISSLARRE, ERITFAKESSLEAR , FRIIS
BoEPHRS[IUEBERE. NRRSH[HIEREUTRIPRIERHANBTFTTHE , NERTEALE
—NSSLBZRZNIEPHTEHNZER., MEREBISSLERRE A NARMEIFAERONRE

intelligence.sourcefire.com.

adm n@i repover: ~$ sudo curl -vvk https://intelligence.sourcefire.com
* About to connect() to intelligence.sourcefire.comport 443 (#0)
* Trying 198.148.79.58. ..

* Addi ng handl e: conn: 0xec5630

* Addi ng handl e: send: O

* Adding handle: recv: O

* Curl _addHandl eToPi peline: length: 1

* - Conn O (Oxec5630) send_pipe: 1, recv_pipe: O

* Connected to intelligence.sourcefire.com (198.148.79.58) port 443 (#0)
* SSLv3, TLS handshake, Cient hello (1):

* SSLv3, TLS handshake, Server hello (2):

* SSLv3, TLS handshake, CERT (11):

* SSLv3, TLS handshake, Server key exchange (12):

* SSLv3, TLS handshake, Server finished (14):

* SSLv3, TLS handshake, Cient key exchange (16):

* SSLv3, TLS change cipher, dient hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSLv3, TLS change cipher, dient hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSL connection using DHE- RSA- AES256- SHA

* Server certificate:

* gsubject: O=Sourcefire Inc.; OU=VRT Department of Intelligence;
emailAddress=vrt-systems@sourcefire.com; L=Columbia; ST=MD; C=US;
CN=intelligence.sourcefire.com

* start date: 2016-02-29 22:50:29 GMT

* expire date: 2019-02-28 22:50:29 GMT

* issuer: O=Sourcefire Inc.; OU=VRT Department of Intelligence;
emailAddress=vrt-systems@sourcefire.com; L=Columbia; ST=MD; C=US;
CN=intelligence.sourcefire.com; nsCaRevocationUrl=
https://intelligence.sourcefire.com/vrtca.crl

* SSL certificate verify result: unable to get local issuer certificate
(20), continuing anyway.

>GET / HITP/ 1.1

>User-Agent: curl/7.31.0

>Host: intelligence.sourcefire.com

>Accept: */*

>

<HTTP/ 1.1 200 K

<Date: Tue, 01 Mar 2016 13:06:16 GMI

* Server Apache is not blacklisted

<Server: Apache

<Last-Modi fi ed: Tue, 09 Dec 2014 20: 08: 06 GVl

<ETag: "9da27-3-509cel9e67580"


https://intelligence.sourcefire.com

<Accept - Ranges: bytes
<Content - Length: 3
<Cont ent - Type: text/htm
<

:)
* Connection #0 to host intelligence.sourcefire.comleft intact
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https://www.cisco.com/c/zh_cn/support/docs/security/firesight-management-center/118791-technote-firesight-00.html
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https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
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