BiE, EuFFirepoweris & F M H Xt E 1T FEHE
B

B3 sftunnel3 ZEE?

sftunnel B+ L /w0 2

sftunnel Y 7 Z DA EREE ?

Hie HENBE ?
EE
A ELAE AR

%2 1.FMCHIFTDERZSIP i 3
13 2 : FTD DHCP IPithit — FMCEEZSIP 3
%% 3 : FTDERZSIP#hiit — FMC DHCP IPithiib

HESFTDE M AM
52 6. FTDEE
HEBRE I [7] B
1. FTD CLIEMiBHETRKR
2. FTD - FMCZ [E|#9 ¥ Mt Z4A T

3. FTD - FMC 2 [ #93 [A]

4.FTD - FMCZ M T3 A

5. FTDFIFEMC 2 (8] #9 B 8] 2=

6. sftunnel#t 2 3¢ A 5 22
7. FTIDE S EHBIFMC At
S.HTFEEMTU . FMEM

&g

A RS B Firepower B D B 4 (FTD) MFirepower® B fiA\(FMC) 2 R FE Z M BB HE RS 12,



TR

=R
AR BEAEENER,
R

AXEPHEEETUTHREMBE AR

« FTD%#6.6.xF16.5.x
« FMC%#:446.6.x

ANHEPHNEEHRETREXRERNEFHNRFEEN, AXEFEANARRZRAERAR
(BN ) BE. MRENMBLTEIRS , FERRETRAERSHIBERRE,

HFRER
AN BREEFTDAMITEFMCZ B HEEE (sftunnel) U IR/E, RIFFBELERTE,

FEEMRHAETFTID , EXAZH B TLEHRFTNGIPS ( 7000/8000R %1% ) ERASA55xx LY
FirePOWER#&E R,

FIDXEFHETEEEES -
« BEFMCHATHN — A ZRERE
« @I Firepoweri& & & 25 (FDM)H/=Cisco Defense Orchestrator(CDO) ( th#i R A i EE
) BITH L EE
EZEEENERLT , FIDEEE T EMBEAB N REZIMEIERHIFMC,
SERCEME , FIDMFMC&E I B Asftunnel ( B IR B Sourcefiref3E ) W Z£B3E,

BiHET
MR BERE , FTD - FMCAI BT E -3 FM A :



FMC

-. sftunnel (encrypted) |

e 100
192.168.0.x/24

100

192.168.0.x/24 192.0.2.0/24

192.0.2.0

) E:sftunneltB AT LLBNFTDA S, FEWEA I RIT, REZFTDEYE T E R & Al fE 4 i
FTDMFMCZ B REE,

FTD

sftunnel

192.168.0.x/24 50 |

B sftunnel | ALEE ?
LIRS EE T sftunneltE 5B K& 2 E B
8% /O Bk(keepalive)

. EEES(NTP)
o B (EE. ARNPS, X, SSLE)



- BERHER

s BITWRSBH/ER

- AFNAEE (BATEHRER)
- FIDETAMRSER

® FTD%%'H{/L,\'L:A_,\

- Z2EESNVEREH

« Threat Intelligence Director(TID){E /&4
o HIRA XM

- MEZRINEH

- REGAH D (KB )

- REARBSS

- BT RS

« VDB

« SRU

sftunnelfiE BB 1+ 4 i/

sftunnelf£ A TCPix 08305, E/EimaTLSREE

Source Destination ocol  Length  TCP Segment  Info

59 16.62.148.75 18.62.148.42 8 47769 + 8305 [ACK] Seq=286@8693631 Ack=279535378 Win=29312 Len=0 TSval=1176730658 TSecr=55847291

68 18.62.148.75 18.62.148.42 TLSv1.2 229 163 Client Hello

61 18.62.148.42 18.62.148.75 TP 66 @ 8305 » 47709 [ACK] 5eq=279535378 Ack=2860693794 Win=30088 Len=0 TSval=55847291 TSecr=1176730851
6210.62.148.42 19.62.148.75 TlSvl.2 1514 1449 Server Hello |

63 18.62.148.75 18.62.148.42 TCP 66 8 47769 » 8305 [ACK] Seq-286@693794 Ack=279536826 Win=32128 Len=8 TSval=1176738853 TSecr=35847292
64 16.62.148.42 16.62.148.75 TLSvl.2 803 ?37}(er‘tificate, Certificate Request, Server Hello Done ]

65 18.62.148.75 18.62.148.42 TP 1] 9 47709 » 8305 [ACK] Seq=286@693794 Ack=279537563 Win=35072 Len=8 TSval=1176730853 TSecr=55847292
66 19.62.148.75 18.62.148.42  TLSvl.2 2581 2515|(er~ti€icate, Client Key Exchange, Certificate Verify, Change Cipher SpecJ Encrypted Handshake Message
67 18.62.143.42 18.62.148.75 TCP 66 @ 8385 » 47709 [ACK] Seq=279537563 Ack=2868696389 Win=35072 Len=8 TSval=55847292 TSecr=1176730056
68 18.62.148.42 18.62.148.75 TLSwl.2 1284 1218{New Session Ticket, Change Cipher Spec, Encrypted Handshake Message |

69 18.62.148.75 16.62.148.42 TLSv1.2 364 298 Application Data

7@ 18.62.148.42 18.62.148.75 TLSvl.2 364 298 Application Data

7118.62.148.42 18.62.148.75 TLSv1. 2 1e3 37 Application Data

7210.62.1428.75  10.62.148.42  TCP 66 8 47789 + 8305 [ACK] Seq-2860606607 Ack=279539116 Win=40832 Len=8 TSval=1176730859 TSecr=55847292
73 18.62.148.42 18.62.148.75 TLSv1.2 367 381 Application Data

74 18.62.148.75 18.62.148.42 TLSv1.2  1e3 37 Application Data

75 18.62.148.75 18.62.148.42 TLSv1.2 367 301 Application Data

WA EHRFTD LA Sftunnel TCPiE O ?

<#root>
>
configure network nmanagenent-port 8306

Management port changed to 8306.

% ITE  EXHERT , BEXNERFMC LA O (Configuration > Management Interfaces >
Shared Settlngs)° XeFmEEMEIR—FMCHAMBEEMIEE. BREIIBNERET
Hig OMBRIAMRE , ENREBIKEOSRE LN HEMBERF PR , BUUEFRHMRO, ZZI]%E



N wEERD AR SEFEEHAERENF RS EREERO.,

sftunnelBiL 7 Z D NEE ?
sftunnelZ2 2N EHE ( BE )

- BHIEE
- EHEE

Control channel
Event channel

192.168.0.x/24 192.0.2.0/24

WERBLBHBNEE ?

XEURT B4R, RETHMERES PREHT R
BLE

SE A EL A FIR

FTD CLI

EFTDL | REIMAESRIEFEN :

> configure manager add <FMC Host> <Registration Key> <NAT ID>

NE P

XATLAR -
s - WA

* ipv6 address
+ DONTRESOLVE




XERATRBFIMIAEZEZHFEIRFFRS

JE T R 4H (2Z1361FHF ) « MATFERAFRHT, EF
(). FRIZOMIK()o
H—IRAREEIPH AR , FFMCHIIRF 2 AIRYE

NAT ID MEIEPEANFRIRFFRE, EFMCLERE

FMEIMINAT ID,

AxHAMEMES | iEEECisco Firepower B G S5 &

FMCAF R E

EFMC L |, $MZlDevices > Device Management, %#Add > Device

Q. Search Device

Device

High Availability
Stack

>



https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp7633350870%20
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp7633350870%20



/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/device_management_basics.html#ID-2242-0000069d
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/device_management_basics.html#ID-2242-0000069d
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/device_management_basics.html#ID-2242-0000069d
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/device_management_basics.html#ID-2242-0000069d
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/device_management_basics.html#ID-2242-0000069d

FTD CLI
> configure manager add <FMC Static IP> <Registration Key>

flan -

<#root>
>
configure manager add 10.62.148. 75 Ci sco-123

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

WMAFTDHMS/E , FIDAF20W = REREIFMC , BRATRAEEFMC , Rt ©4£EETCP RST:

<{froot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - ethO
1 - Global

Selection?

0

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 10.62.148.75

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on ethO, 1ink-type EN1OMB (Ethernet), capture size 262144 bytes
18:53:33.365513 IP 10.62.148.42.46946 > 10.62.148.75.8305: Flags

[S]

, seq 2274592861, win 29200, options [mss 1460,sackOK,TS val 55808298 ecr 0,nop,wscale 7], Tength O
18:53:33.365698 IP 10.62.148.75.8305 > 10.62.148.42.46946: Flags

[R]



, seq 0, ack 2274592862, win

0, length 0

18:53:53.365973 IP 10.62.148.42.57607 > 10.62.148.75.8305: Flags

[S]

, seq 1267517632, win 29200,

options [mss 1460,sackOK,TS val 55810298 ecr 0,nop,wscale 7], length 0

18:53:53.366193 IP 10.62.148.75.8305 > 10.62.148.42.57607: Flags

[R]

, seq 0, ack 1267517633, win

0, length 0

18:54:13.366383 IP 10.62.148.42.55484 > 10.62.148.75.8305: Flags

[S]

, seq 4285875151, win 29200,

options [mss 1460,sackOK,TS val 55812298 ecr 0,nop,wscale 7], length 0

18:54:13.368805 IP 10.62.148.75.8305 > 10.62.148.42.55484: Flags

[R]

, seq 0, ack 4285875152, win

BEIFAIRE -
<#froot>

>
show nanagers

Host
Registration Key
Registration

RPC Status

Type

Host
Registration

FTD{l¥ri% O TCP 8305:

<tfroot>

admin@vFTD66:~$

netstat -na | grep 8305

tcp 0
8305
0.0.0.0:*

LI STEN

0, length 0

: 10.62.148.75
: pending
: Manager

: 10.62.148.75
: Pending

0 10.62.148.42:



EMCH /=

EXHERT , HiEE :

. X4 ( FTDHIIPhiL )

- ZRBWN

o AMEZA ( MMSFTDLEEAZACHE )
o T5[R)E I SR BE

. 15

- EEETFAER



Add Device o
Host s
1062 14E 42

Display Mame:
FTD1

Regeiration Key:*

Diormain:
Glabal \ mzafeiro ’

Group:
. =

Access Control Polcy:*
FTD_ACP r

Smart Licensing
Matware
Thireat

3 URL Filtering
Advanced
Linicqueer MAT 104

E Transfer Packats

Register




1% F Register
PEi i pUR Pl = I

Please Wait...

Adding device. ..

FMCFF 3 {01 %ri% B TCP 8305:

<#root>
admin@FMC2000-2:~$
netstat -na | grep 8305
tcp 0 0 10.62.148.75:
8305
0.0.0.0:%

LI STEN

FMCHEE BB TCPEE :

<ftroot>

20:15:55.437434 1P 10.62.148.42.49396 > 10.62.148.75.8305: Flags [S], seq 655146775, win 29200, options
20:15:55.437685 IP 10.62.148.75.8305 > 10.62.148.42.49396: Flags [R.], seq 0, ack 655146776, win 0, Tlen
20:16:00.463637 ARP, Request who-has 10.62.148.42 tell 10.62.148.75, length 46

20:16:00.463655 ARP, Reply 10.62.148.42 is-at 00:50:56:85:7b:1f, Tength 28

20:16:08.342057 1P

10.62. 148. 75
.50693 > 10.62.148.42.8305: Flags

[S]



, seq 2704366385, win 29200, options [mss 1460,sackOK,TS val 1181294721 ecr 0,nop,wscale 7], length 0
20:16:08.342144 IP 10.62.148.42.8305 > 10.62.148.75.50693: Flags

[S]
, seq 1829769842,
ack

2704366386, win 28960, options [mss 1460,sackOK,TS val 56303795 ecr 1181294721,nop,wscale 7], Tength O
20:16:08.342322 IP 10.62.148.75.50693 > 10.62.148.42.8305: Flags [.],

ack

1, win 229, options [nop,nop,TS val 1181294722 ecr 56303795], length 0O
20:16:08.342919 IP 10.62.148.75.50693 > 10.62.148.42.8305: Flags [P.], seq 1:164, ack 1, win 229, optio
20:16:08.342953 IP 10.62.148.42.8305 > 10.62.148.75.50693: Flags [.], ack 164, win 235, options [nhop,no

2 2 ¥ sftunnel #1358 &

<#root>
admin@FMC2000-2:~$

netstat -na | grep 8305

tcp 0 0 10.62.148.75:8305 0.0.0.0:%* LISTEN
tcp 0 0
10. 62. 148. 75: 50693 10. 62. 148. 42: 8305

ESTABLI SHED

<{froot>
>

sftunnel - st atus

SFTUNNEL Start Time: Sat Apr 18 20:14:20 2020

Both IPv4 and IPv6 connectivity is supported
Broadcast count = 4

Reserved SSL connections: 0

Management Interfaces: 1

ethO0 (control events) 10.62.148.42,

**RUN STATUS****ksec-fs2k-2-mgmt.Cisco.com? i
C1pher used = AES256-GCM-SHA384 (strength 256 bits)

Channel A Connected: Yes, Interface ethO



Channel B Connect ed: No

Registration: Completed.
IPv4 Connection to peer '10.62.148.75' Start Time: Sat Apr 18 20:16:08 2020

PEER INFO:
sw_version 6.6.0
sw_build 90
Management Interfaces: 1
eth0 (control events) 10.62.148.75,

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.62.148.75" via '10.62. 1/

Peer channel Channel-B is not valid

NotE , SHBEEERY. SHEENREETURMIR, A6+ , ERFMC:

<#froot>
20:21:15.347587 IP 10.62.148.75.43957 > 10.62.148.42.8305: Flags
[S]

, seq 3414498581, win 29200, options [mss 1460,sackOK,TS val 1181601702 ecr 0,nop,wscale 7], length 0O
20:21:15.347660 IP 10.62.148.42.8305 > 10.62.148.75.43957: Flags

[S]
, seq 2735864611,
ack

3414498582, win 28960, options [mss 1460,sackOK,TS val 56334496 ecr 1181601702,nop,wscale 7], length 0
20:21:15.347825 IP 10.62.148.75.43957 > 10.62.148.42.8305: Flags [.],

ack

1, win 229, options [nop,nop,TS val 1181601703 ecr 56334496], length O
20:21:15.348415 IP 10.62.148.75.43957 > 10.62.148.42.8305: Flags [P.], seq 1:164, ack 1, win 229, optio

BEALR G O RN EERET

<#root>

admin@FMC2000-2:~$

netstat -na | grep 10.62.148. 42
tcp 0 0 10.62.148.75:
50693

10.62.148.42:8305 ESTABLISHED
tcp 0 0 10.62.148.75:



43957

10.62.148.42:8305

ESTABLISHED

R Event channel HFTD/E 30 , M%H 7 -

<tfroot>

admin@FMC2000-2:~$%

netstat -na | grep 10.62.148.42
tcp 0 0 10.62.148.75:
58409

10.62.148.42:8305

tcp 0 0 10.62.148.75:8305
46167
ESTABLISHED
MFTDi#
<#root>
>
sftunnel -status

SFTUNNEL Start Time:

ESTABLISHED

10.62.148.42:

Sat Apr 18 20:14:20 2020

Both IPv4 and IPv6 connectivity 1is supported

Broadcast count = 6

Reserved SSL connections:

Management Interfaces: 1

0

ethO (control events) 10.62.148.42,

R R R R L A R A o R R R AR T

**RUN STATUS**
Cipher used =
Channel A Connect ed: Yes,
Interface ethO
Cipher used =
Channel B Connect ed: VYes,

Interface ethO
Registration: Completed.
IPv4 Connection to peer

'10.62.148.75"'

**ksec-fs2k-2-mgmt.cisco.com* e dede e dededed
AES256-GCM-SHA384 (strength 256 bits)

AES256-GCM-SHA384 (strength:256 bits)

Start Time:

Sat Apr 18 20:16:08 2020



PEER INFO:
sw_version 6.6.0
sw_build 90
Management Interfaces: 1
ethO (control events) 10.62.148.75,

Peer channel Channel-Ais valid type (CONTROL), using 'ethQO', connected to '10.62.148.75" via '10.62.]
Peer channel Channel-B is valid type (EVENT), using 'ethQ', connected to '10.62.148.75 via '1(

<tfroot>
>

show nanagers

Type : Manager
Host : 10.62.148.75
Regi stration : Conmpl et ed

#%%= 2 : FTD DHCP IPi#hiit — FMCE S|Ptk

ElH=R+ , FTDEEE O MDHCPARS 2RIREVE Pt

FMC

' sftunnel (encrypted) —

DHCP Address -
(10.62.148.45) 10.62.148.0/25

FTD CLI

DIIEENAT ID:

> configure manager add <FMC Static IP> <Registration Key> <NAT ID>
Bl

<#root>



>
configure manager add 10.62.148.75 Cisco-123 nat 123

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

>

FTDEMIRE :
<{froot>

>

show nanagers

Host : 10.62.148.75
Registration Key D

Regi stration : pending

RPC Status :

Type : Manager

Host : 10.62.148.75
Registration : Pending
FMCAFRE

EXMERT , BEE :

. EREWH

. SEME ( XASFTD LR EBHHATE )

. TR

. 15

. BEUAEL

. NAT ID(IR K EHost , MEEHID, SHASFTD LR BHATE)



Add Device 9

Diomain:

" Global \ mzafeiro .
Group:

. MNone L

Access Confrol Policy:*
. FTD_ACP1 v |

Smart Licensing
Malware
Threat

%3 URL Filtering

Advanced

poyuse PAT Ik ¢
'

Transfer Packets




EXMERT , BifEFshsftunnel?

FTDEBZIHMNBEER :

<#root>

ftdl:/home/admin#

netstat -an | grep 148.75

tcp 0 0 10.62.148.45:
40273

10.62.148.75:8305 ESTABLISHED
tcp 0 0 10.62.148.45:

39673

10.62.148.75:8305 ESTABLISHED

= 3 : FTDEAIP#iit — FMC DHCP Pt

10.62.148.42 DHCP Address
10.62.148.0/25

<#root>
>

configure manager add DONTRESCLVE Ci sco-123 nat 123

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

>



) X : (EAIDONTRESOLVERY , EENAT ID,

EMCH /= R

EXMERT , HiEE :

- FTD IP#thi

- EREW

o AMEZE (MIMSFTDLEEANZATHE )
o 5 [R)$% I SR BE

. 15

- BEEFTER

. NAT ID ( #AS5FTD LB BHHEE )



Add Device o

Mt |

10.62 148 42

Domain:
| Global \ mzafeiro -

Group:
| None v

Access Conirol Policy:®
| FTD_ACP1 v |

Smart Licensing
B Malware

Bg Threat

LIRL Filtefirg

Advanced
Uinigque NAT ID:+

M Transfer Packeis




« FMCE a2 FEE,
- EHEETULHRE-RmAL,

<#root>
root@FMC2000-2:/VoTlume/home/admin#
netstat -an | grep 148.42

tcp 0 0 10.62.148.75:
50465

10.62.148.42:8305 ESTABLISHED
tcp 0 0 10.62.148.75:

48445

10.62.148.42:8305 ESTABLISHED

s 4 FTDEMBIFMCE 7] At

BFTD L{REESEZFMC:

<#root>
>
configure nmanager add 10.62.184.22 ciscol23

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

L[

10.62.184.22

o _4
FMC (Standby)
10.62.148.42

I N,




N EE - BERAFTCPIE 083057 BMNFTDEHSIFHAFMC,

B, BAuEEZIFMCHsftunnel:

<#root>

>

show nanagers

Type : Manager
Host :

10. 62. 184. 22

Regi stration : Conpl et ed

L% fE , FTIDFREMEIZ AFMC:

Updates Licenses v Health » Monitoring v Tool

Dismiss

Register

Registration
Started registration of FTD1

<tfroot>
>

show manager s

Type : Manager
Host :

10. 62. 184. 22

Regi stration : Conpl eted

Type : Manager



Host
10. 62. 148. 249

Regi stration : Conpl eted

HEFTDEWmY , B 72N 2HEE ( 8IMFMC— ) F2ANSBH/EE ( BIMFMC—1 ) -

<#root>
ftdl:/home/admin#

netstat -an | grep 8305

tcp 0 0 10.62.148.42:8305 10.62.184.22:36975 ESTABLISHED
tcp 0 0 10.62.148.42:42197 10.62.184.22:8305 ESTABLISHED
tcp 0 0 10.62.148.42:8305 10.62.148.249:45373 ESTABLISHED
tcp 0 0 10.62.148.42:8305 10.62.148.249:51893 ESTABLISHED

FESFTIDEAAM
N FFTD HA , B AREHAEIIFMCHIH I BE

- FTD (Active)

LA (7D (Standby) o
= “

EINSEMBANFTD , RIEMFMCIZERFTD HA, BEXEZFAEER | 5EE
E F|reoower 1§E§_EEL; FTD =0 AH

FE 6. FTDER

X FFTDER , #8RZHAIFMCHIMIIFEE, M6.3 FMCHRATF 18 , BRAFNFTDEREI £ TE
MEIFMC. RJE , FMCAEHRRETH BB RI+EMEA.


https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/high_availability_for_firepower_threat_defense.html
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/high_availability_for_firepower_threat_defense.html

Slave

Slave

of of of

Slave

~ AEE  BRMNBUGAINEZES 2 Tt URBHREMRE , BETLUMIEFENTME T, BXREMIFEH
S8 , FRE : t8l3EFirepower BB £ B

BERRE DU [a] @
1. FTD CLILWiEETRK

WMRFTDEMEZEEN , AREMZHKK , WFMC UL ERIERE —REVEIRER


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/clustering_for_the_firepower_threat_defense.html#id_78597
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/clustering_for_the_firepower_threat_defense.html#id_78597
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/clustering_for_the_firepower_threat_defense.html#id_78597

Error

Could not establish a connection with device,

Verify the following and retry:
- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device

have connectivity

- Device Registration Key is correct

- Use NAT ID if either FMC or Device is behind NAT
- Time on FMC and Dewvice is in sync

HEhGeST , REFkeyREMBE4A |, Mcisco1232NAT ID, ERAR EFREFEXBER |, HNK<E
FENBEREBEER

<#root>
>
configure nanager add 10.62.148.75 key cisco0l23

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

BUURE

ERAEBNEEL, TEEATFENXET.

<#root>
>
configure nmanager add 10.62.148.75 ciscol23

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.



2. FTD - FMC 2 [al 89 £ it 23 48 1~ P g

FMC UIE R :

Error

Could not establish a connection with device,

Verify the following and retry:
- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device

have connectivity

- Device Registration Key is correct

- Use NAT ID if either FMC or Device is behind NAT
- Time on FMC and Dewvice is in sync

BIURE
£FTD L , ®&E/ngfw/var/log/messages X 2B EE F B RIE R,
FE1—RESENAER

<#root>

>

system support viewfiles

Type a sub-dir name to 1list its contents:

S

Type the name of the file to view ([b] to go back, [Ctr1+C] to exit)
>



nessages

Apr

19 04:02:05 vFTD66 syslog-ng[1440]: Configuration reload request received, reloading configuration;
Apr 19 04:02:07 vFTD66 SF-IMS[3116]: [3116] pm:control [INFO] ControlHandler auditing message->type 0x9
w/usr/bin/per1 /ngfw/usr/local/sf/bin/run_hm.p1 --persistent', pid 19455 (uid 0, gid 0)

[ aut henti cate

Apr 19 20:17:14 vFTD66 SF-IMS[18974]: [19131] sftunneld:sf_ss1 [WARN] Accept:

Failed to authenticate peer '10.62.148.75 <- The problem

FE2 —REXNBE

<{froot>
>

expert
ftdi: ~$

sudo su

Password:
ftdl::/home/admin#

tail -f /ngfw var/l og/ nessages

EFTDL |, ®B&E/ete/sf/sftunnel.confSIHHRE , ABFRIMBHAER :

<{froot>
ftdl:~$

cat /etc/sf/sftunnel.conf | grep reg_key
reg_key

ci sco-123

3. FTD - FMCz [8] B9 % # A] &

/-

FMC UI& R :



Error

Could not establish a connection with device,

Verify the following and retry:
- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device

have connectivity

- Device Registration Key is correct

- Use NAT ID if either FMC or Device is behind NAT
- Time on FMC and Dewvice is in sync

HEERIRE

- BRBERPEEMILREMNRE (Hlp X% ) (TCP 8305), X TFFMC HA , EHERAITFE
TCP3% 0830589 R &R [ HNFMC,

- WIRBBEBURBNEEES, EFTDL , FHcapture-trafficii . BREFEETCP=XEF , Bi%
BTCP FINSIRSTHIES,

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:

0 - ethO
1 - Global
Selection?

0

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 10.62.148.75

HS_PACKET_BUFFER_SIZE is set to 4.



tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on ethO, 1link-type EN1OMB (Ethernet), capture size 262144 bytes
20:56:09.393655 IP 10.62.148.42.53198 > 10.62.148.75.8305: Flags

[S]

, seq 3349394953, win 29200, options [mss 1460,sackOK,TS val 1033596 ecr 0,nop,wscale 7], length 0
20:56:09.393877 IP 10.62.148.75.8305 > 10.62.148.42.53198: Flags

[R]

, seq 0, ack 3349394954, win 0, length 0O
20:56:14.397412 ARP, Request who-has 10.62.148.75 tell 10.62.148.42, length 28
20:56:14.397602 ARP, Reply 10.62.148.75 is-at a4:6c:2a:9e:ea:10, length 46

IR, FEFMC L3 TR LB (R R BB -

<#root>
root@FMC2000-2: /var/common#

tcpdunp -i ethO host 10.62.148.42 -n -w sftunnel. pcap

BB pcapE RS HBRHREHBINS -

<#root>
ftdl:/home/admin#

tcpdunp -i ethO host 10.62.148.75 -n -w tunnel.pcap

HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: Tistening on ethO, Tink-type EN1OMB (Ethernet), capture size 262144 bytes

AJRER R EA:
« FMCHRRIMFTDIR%Z

BBEPHIRE (Sl KE ) 2R EHESRE.
BIEOEBREPRFERER,
FTDZFMC LK sftunneli#ZE XA ( KEHZO6 )
BEPREFEEMTURIE (REZR ) .

N TR, BB -
2 ¥ Firepower Bh X 15 53R LA G 30k BR P 4% (7] 7%

4. FTD - FMCZ BB T HRA


https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html

FMC UIE R :

Error

Could not establish a connection with device,

Venfy the following and retry:
- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device
have connectivity

- Device Registration Key is comrect
= Use NAT ID if either FMC or Device is behind NAT
- Time on FMC and Dewvice is in sync

K EFTD /ngfw/var/log/messages 3 4 :

<#root>

Apr 19 22:08:
Apr 19 22:08:
Apr 19 22:08:
Apr 19 22:08:

FMC( manager)

Apr 19 22:08:
Apr 19 22:08:
Apr 19 22:08:

09
09
09
09

10.

09
09
09

mzafeiro_vFTD66
mzafeiro_vFTD66
mzafeiro_vFTD66
mzafeiro_vFTD66

62. 148. 247 send

mzafeiro_vFTD66
mzafeiro_vFTD66
mzafeiro_vFTD66

K EFirepowerF R AR

Cisco Firepower¥ B 4i5E

SF-IMS[12730]: [12830]
SF-IMS[12730]: [12830]
SF-IMS[12730]: [12830]
SF-IMS[12730]: [12830]

unsupported version 10.

SF-IMS[12730]: [12830]
SF-IMS[12730]: [12830]
SF-IMS[12730]: [12830]

sftunneld:
sftunneld:
sftunneld:
sftunneld:

10.0. 4

sftunneld:
sftunneld:
sftunneld:

sf_connections [INFO] Need to send SW
sf_channel [INFO] >> ChannelState do_d
sf_heartbeat [INFO] Saved SW VERSION f
ss1_mac [WARN]

sf_connections [INFO] <<<<<<<<<<<<<<<<
stream_file [INFO] Stream CTX destroye
sf_channel [INFO] >> ChannelState Shut


/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html

5. FTDRIFMC z [&] R B[R] &=

FTD-FMCEENMAIRZ AN EZIFEHR, FTDMFMCHE —NTPRSFBRRIL R —TRITE
Ko

BHERY | YFTDREEIIXXRIBKET AR | EMRHFE(FXOS)KEET HR B .

BUURME

AR EESRFCM)MFMCHEBHERRIETEIR ( NTPERSS 8 )

6. sftunnel# &< [ e £

EFTDL |, sftunnelHEALEBIMIRE. XREEBEAREINNRERS :

<tfroot>
>

pmt ool status

sftunne
(system) -

Wi ting
Command:

/ngfw/usr/local/sf/bin/sftunnel -d -f /etc/sf/sftunnel.conf
PID File: /ngfw/var/sf/run/sftunnel.pid

Enable File: /ngfw/etc/sf/sftunnel.conf

CPU Affinity:

Priority: O

Next start: Mon Apr 20 06:12:06 2020

Required by: sfmgr,sfmbservice,sfipproxy

CGroups: memory=System/ProcessHigh

EARE

<#froot>

>

show nanagers



No managers confi gured

AlEEIEES

<#root>
>
configure manager add 10.62.148. 75 ci scol23

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

REZLRERT :

<#root>
>

prmt ool status

sftunne
(system) -
Runni ng

24386
Command: /ngfw/usr/Tocal/sf/bin/sftunnel -d -f /etc/sf/sftunnel.conf
PID File: /ngfw/var/sf/run/sftunnel.pid
Enable File: /ngfw/etc/sf/sftunnel.conf
CPU Affinity:
Priority: O
Next start: Mon Apr 20 07:12:35 2020
Required by: sfmgr,sfmbservice,sfipproxy
CGroups: memory=System/ProcessHigh(enrolled)

HEEERRT  #EATRSKXAREA :

<#root>

>

pmt ool status
;%tunne

(system) -



User Disabled

Command: /ngfw/usr/Tocal/sf/bin/sftunnel -d -f /etc/sf/sftunnel.conf
PID File: /ngfw/var/sf/run/sftunnel.pid

Enable File: /ngfw/etc/sf/sftunnel.conf

CPU Affinity:

Priority: 0

Next start: Mon Apr 20 07:09:46 2020

Required by: sfmgr,sfmbservice,sfipproxy

CGroups: memory=System/ProcessHigh

EEBRRSEERLER :

<tfroot>
>

show manager s

Host : 10.62.148.75
Registration Key R

Regi stration : pending

RPC Status

BF—HHE, ®RFEMRWY :

Error

Could not establish a connection with device,

Venfy the following and retry:
- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device

have connectivity

- Device Registration Key is comrect

- Use NAT ID if either FMC or Device 15 behind NAT
- Time on FMC and Dewvice is in sync




FEFTDL , /ngfw/var/log/imessages® K & RHEREE
BUURE
WEFTDMBEHERR X HEXRERTAC

7. FTDE4FE M BIFMC L 3E A

EREERT , YIAFTDEMEIFMC HARE R , FTDIRZE R LR MEIFHBIFMC,
BIURE

ERAREFNBHSER

A B85 WEREEEAY  RATESREIE M. XAFWUFTDREEE ( ©EHHB
) o BIWREMBFTDEMARERAFEAMIE. EFEHERT , WEFTDFMFMCHFEHERR
VB REBRTAC,

8. TFEREMTU , FEMAK

1£Cisco TACHAILAE F | sftunnelREMSMAR T EF/ PMTUMEERNIE R, sftunnelBiizE@EE
Don't fragment bit Set , FtF R F 2 E -

Source Destination Frotocol  Length TCF Segment | Don't fragment || Info

[ACK] Seq=2868693631 Ack=279535378 Wins

59 18.62.148.75 16.62.148.42  TCP 66 alSet 47709 » 8305

60 10.62.148.75 10.62.148.42  TLSv1.2 229 163)Set Client Hello

61 18.62.148.42 16.62.148.75 TCP 66 2lSet 8305 » 47789 [ACK] Seq=279535378 Ack=2860693794 Win=
62 10.62.148.42 16.62.148.75 TLSv1.2 1514 1448|Set Server Hello

63 19.62.148.75 16.62.148.42 TCP 66 Blset 47789 » 8385 [ACK] Seq=2860693794 Ack=279536826 Win=
64 18.62.148.42 16.62.148.75 TLSvl.2 883 737)5et Certificate, Certificate Request, Server Hello Done
65 10.62.148.75 10.62.148.42 TCP 66 Blset 47709 » 83085 [ACK] Seq=2860693794 Ack=279537563 Win=
66 10.62.148.75 10.62.148.42 TLSv1.2 2581 2515)5et Certificate, Client Key Exchange, Certificate Verify
67 19.62.148.42 16.62.148.75 TCP 66 Blset 8385 » 47709 [ACK] Seq=279537563 Ack=2868696309 Win=
68 10.62.148.42 16.62.148.75  TLSwl.2 1284 1218)Set New Session Ticket, Change Cipher Spec, Encrypted Ha
69 18.62.148.75 16.62.148.42 TLSv1.2 364 298|Set Application Data

70 19.62.148.42 16.62.148.75 TLSv1.2 364 298|5e Application Data

WA | fE/ngfw/var/log/messages X |, WAILLBEIMTEE -

MSGS: 10-09 14:41:11 ftd1 SF-IMS[7428]: [6612] sftunneld:sf_ss| [ERROR] Connect:SSL#E F %k
5


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 

BUURE
ERIMREHTORMELBIES , FHIRFTD, FMCLEHMHEE A RIFHEREERFNEE. BRE
E:E:UWT%%B:U ﬁﬂ"]?ﬂlﬁ@o

RFTDLE , BEFTDEEE O LHMTU, BINMEH 1500 FT, EEZOMNZAEN1500 , B4
A/ R AEN000, ZEFTFIEFTD 6.6kRAH R0,

Cisco FirepowerB i 65 &

Bl

<#root>
>
configure network ntu 1300

MTU set successfully to 1300 from 1500 for ethO
Refreshing Network Config...
Interface ethO speed is set to '10000baseT/Full'

;1IN

<#froot>

>

show net wor k

[ System Informat1on ]

Hostname : ksec-sfvm-kali-3.cisco.com
DNS Servers : 192.168.200.100
Management port : 8305
IPv4 Default route

Gateway : 10.62.148.1

Netmask : 0.0.0.0

[ eth0 ]

State : EnabTled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
Mru ;1300
MAC Address : 00:50:56:85:7B:1F
—————————————————————— [ IPv4 J----—————-mmm -
Configuration : Manual
Address : 10.62.148.42
Netmask : 255.255.255.128
Gateway : 10.62.148.1


https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp4065528957
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp4065528957

EMFTDRIEREMTU , B LMERAULTHS :

<#root>
root@firepower:/home/admin#

ping -Mdo -s 1472 10.62. 148. 75

doi& TR EICMPEIE B Hdon't fragmentfil, AL , HERIEE 14728 , RFE KIE1500F T
 (IPIR3k=20F%7 ) + ( ICMPRk=8F T ) + ( 1472FTICMP%IE )

EFMCL | A HEMRBREFMCERE O LHMTUE -

AtiE&FirepowerE B/ O EEEDQ

O. FIDENAEERVUIFN I SEFEXRGEEH

IX5E A FFP41xxFIFPO3xxF & , 1B % Cisco Bug ID CSCvn45138H

—HRKRU , BRIFMITRERE , BN FEMNEEERR(FCM)RITEISEFER.

BUURME

MRRITTEISEFERFELCE T4 (FTD-FMCEE I , MFTDESISEFEXREE3
), T RAZTU BR H EFH B FMCEMFTD,


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/system_configuration.html#ID-2241-00000370
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/system_configuration.html#ID-2241-00000370
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/system_configuration.html#ID-2241-00000370
https://tools.cisco.com/bugsearch/bug/CSCvn45138
https://tools.cisco.com/bugsearch/bug/CSCvn45138

10. FTDEH FICMPEE [a75 B M1 2k Z X FMCHY 7 [E] A R
It ) 8 7] BE SN X A IE 2 AR SR S M FTD-FMCI&(E,

EXFERT , AIBETRNERESFICMPEEMEE R IZBIFTDEEEZOMEBRFTD-FMCEE

o

AAART B TE At B

FEABIH |, 10.100.1.12FMC IPi#isit, ZFTDLE , B FFTDEEE#EO LRFIWICMPEERE R
, FEEFEH

<#root>
ftdl:/ngfw/var/common#
ip route get 10.100.1.1

10.100.1.1 via 10.10.1.1 dev brl src 10.10.1.23

cache

BUURME

1%
HERIZETHIRE (flm, L3RR, BHRE ) EEAICMPEEM,
HIR 2

MFTD CLIBFRFTDERHETF

<#root>
ftdl:/ngfw/var/common#

ip route flush 10.100.1.1



MRREER , MWATFRR

<#root>
ftdl:/ngfw/var/common#
ip route get 10.100.1.1

10.100.1.1 via 10.62.148.1 dev eth0 src 10.10.1.23
cache mtu 1500 advmss 1460 hoplimit 64

- THEICMPEERDEE
« Cisco Bug ID CSCvm53282 FTD : HICMPEE AN H R KT HFBERBARERES

HXER
- NGFWELEEmE


https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://tools.cisco.com/bugsearch/bug/CSCvm53282
https://www.cisco.com/c/zh_cn/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
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