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Pre-6.3 (e.g. 6.2.3) Post-6.3

MWew Metwork Objects

Marra hast]
Mame I [hesoripbion
Dhetripionm:
Tl H Fla oy
[aFT, -]
Metwnoric:
i mati
Format: fpasar or \Dador/ ven oF Wing 286 wdd FOON heteerk sbleot in Sicedd i prelitel rabed Sily
FEgE (I ar=Ar )
ange (ipaddr=-ipadalr) L sk Rasalvs - & =
Az O
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e Caeniced Save Canctl

« MRFMCETIRA6.3HESA , BFTDIEITE T6.30MRA , N REAVEREFFE R THEIR



Errors and Warnings for Requested Deployment X

IEmhﬂupﬂllﬂmﬂhmﬁuhﬁdHﬂummpﬂmﬂnﬁﬂlﬂﬂﬂmﬁ

i Erros 10.106.17 act Access Control Policy
186 ruleel; This rule containg the follawing FODN objects;
Wﬂlﬂﬁuﬂ iqmur“ FQON objects are supparted only on

p 1, devices running &t least wersion 6.3,

o AL, MRBEIFlexConfigEt EDNSXH R , M HMATES

Errors and Warnings for Requested Deployment ®
One or more selected devices have warnings. You can still proceed with deployment.

i, Waming 10.10.0.14 fic-01 Flex Config Policy
2-FTD fe-01: FlexConfig objects Default_DNS_Configure_Copy are not
allowed to be selected because this functionality is natively
configurable via FMC.

fre-01 2 FlewConfin nhiacks trn bwnass are nat allowerd tn be

Bl
) 5



FMC

Lina CLI Snort Config FID

HH-ER

« DNSH#HT ( DNSE/IP ) X4 TELINAFF
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- FODNIYEEATIM FE AN EHEE
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- DNSHRSFBRA BT BEBT 63N FAF

- EZEHIHED  WREHEHBERERPLTNRE—N. REATLURNEHEEA L LEEETH
T RB IR IR

« BIAE (WE ) ATHMEBEREE£RENENE

« BRiAWRetriesMTimeoutE B FIE R,

- Retries -R & AR W R 8+ FiIXDNS RS 25 P RAXE ( MOZEI10) o BRIAER 2,

- Timeout -5 —PMEIAEET — N DNSIRFBFZ LT W E , M1FI30, BRIARES 2
B, BRAREEWHRSHFIIKREN , LB EHSME.

« BAEMALARNDNSERS 2R, XALRES 2 REMNIPVATIPVEIE
- DNSIRSHREATHENE FARE FEREN — MRS MEONR
« X#REST API for DNS Server Group object CRUD

£  BEDNS ( FAIRE )

ARP [rapectaan N5 Resolution Selfings
Barfer Specily DNS sencers Jroup and denos inlen sies 1o resch tham.
Rl

¥ Enable DRE name resoluton by devoe

Exierna’ Suthenticabsen

Fragment Setbngs NG Sercer Group™: | DMNS Tedt il
HTTE
ICHF Expiry EraAry Timer 1 Ranpe; 1-6553% minutes
Sepure Thell
ST Sérser Pl Romier T4 REnge: 1-hagada mruted
SNHE
Interface Objecis
- -
55 Devices will use specified interface cbgects for cornecting with DS Sarvers
Svslog
TAgad Avallable Interface Oblects & Selected Interface Objact
Teme Sy nelagnizabee O
o Db

ICARLACC Comiphanios

(AIiE ) ERBHRE TR SRME W ITEIERE (AP N EN )



expiry entry timeri& 5 & 7£ 4 76 B (TTL) 2 HA /5 M\DNSZE #% 2k 7 il Bk E ## 4T F QDNHRY 1P ith 31k 49 B
EIFRE, WRFEFEENRFR , RUMERRSEMNRZ ELNHBEAR, HIREXRELT R
TTLo

poll imer& BE E AT E R , B LETEE |, iR B EMDNSHRSS 85 AT E R X REA P E LW
FQDN., HEHITHHRELHHETNIPEKENTILED M ( ASLHAENE ) , 2ERBN
FQDN,

o (AR ) MNATASIRAFERMEFENEONSFFEFMEFHEZONR IR , ABHERATLLE
13 Firik 2 O 15 RIDNS AR 55 25

Xt FFirepower BB 1H6.3.018 % , IR REFED , HEZRAZHEOHITONSEK , NIDNSH#E
MBS BIEY W E O M E[E O # 4T ( A dnsdomain-lookup any@i < ) o

MRREEEAEO-HABEREZMHED L SADNSER , NIFTDREAKERBRBEZED, MR
RA B, N 6EAEERHK,

« ( A% ) #E#Enable DNS Lookup via the diagnostic interface also& & 4E

WRBA , Firepower B i B 4868 F AL 2z 5 O M2 M i O 3 1 TDNSHEAMT. #{RTEDevices >
Device Management > edit device > Interfaces 71 H £ 7 12 Wi OB & 1Pt

B=H . BRENRMEFQDN
S B &K (Objects) >3 KREE (Object Management) , £ M & XS & A 38 EEFEFQDNIEI,

Edit Network Object

Mame: obj-talesntedsgence. com

Diescription:

' Hosk Harge

talesntelbgence, com

.ﬂ Mate:

You can use FODN network ohjects in scoass and prefiter rules only
Loobup: Resplee within [Ped and 1PvE w

Allow Overrides:




AP Rl FQDNXY &Rt 4 K 32/ —ID
LEIDMFMCHEA ZILINAFISnort

ELINAF | lIDEF RAER<EL
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| Show fafe Conlets & | ) 43 Cotegery | ) Add Ruig | oo Fuics
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R BRI BFQDNI RET | K S FQDNRAT i) 5 — 32l
B UE
ERAANS TRERBESEREST,

« XZEFQDNEEZBWFTDHMKEE :

aleescob# show run dns
DNS server-group DefaultDNS



« LUTRFODNEEFHEE :

aleescob# show run dns
dns domain-lookup wan_1557
DNS server-group DNS_Test
retries 3
timeout 5
nhame-server 172.31.200.100
domain-name aleescob.cisco.com
DNS server-group DefaultDNS
dns-group DNS_Test

« LU EFQDNX RIELINAFRBYSAIL :

object network obj-talosintelligence.com
fgdn talosintelligence.com id 268434436

- MNREHF , WA T RFQDNHEFIRELINAFAIAIN

access-1list CSM_FW_ACL_ remark rule-id 268434437: ACCESS POLICY: Aleescob_ACP - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268434437: L4 RULE: FQDN-ACL
access-1list CSM_FW_ACL_ advanced deny 1ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.co

« Snort (ngfw.rules) FEI IR PR :

# Start of AC rule.
268434437 deny 1 any any 2 any any any any (log dcforward flowstart) (dstfqdn 268434436)
# End rule 268434437

« WRikHFshow dnsFlishow fadndn s , IR BUEE FNZ AL B FF 14 & Hrtallosintelligence I IP :

aleescob# show dns
Name: talosintelligence.com

Address: 2001:DB8::6810:1b36 TTL 00:05:43
Address: 2001:DB8::6810:1c36 TTL 00:05:43
Address: 2001:DB8::6810:1d36 TTL 00:05:43
Address: 2001:DB8::6810:1a36 TTL 00:05:43
Address: 2001:DB8::6810:1936 TTL 00:05:43

Address: 192.168.27.54 TTL 00:05:43



Address:
Address:
Address:
Address:

192.168.29.54
192.168.28.54
192.168.26.54
192.168.25.54

aleescob# show fqdn

FQDN IP Table:

ip = 2001:DB8::6810:1b36, object
FQDN-ID = 268434436

ip

ip

ip

ip

ip

ip

ip

ip

ip

= 2001:DB8::6810:1c36, object
FQDN-ID = 268434436

= 2001:DB8::6810:1d36, object
FQDN-ID = 268434436

= 2001:DB8::6810:1a36, object
FQDN-ID = 268434436

= 2001:DB8::6810:1936, object
FQDN-ID = 268434436

= 192.168.27
FQDN-ID

= 192.168.29
FQDN-ID

= 192.168.28
FQDN-ID

= 192.168.26
FQDN-ID

= 192.168.25
FQDN-ID

FQDN ID Detail:
FQDN-ID = 268434436, object =
ip = 2001:DB8::6810:1b36, 2001:DB8::6810:1c36, 2001:DB8::6810:1d36, 2001:DB8::6810:1a36, 2001:D

o MBIBIELINAFEFshow access-list

.54, object
= 268434436

.54, object
= 268434436

.54, object
= 268434436

.54, object
= 268434436

.54, object
= 268434436

= obj-talosintelligence.

= obj-talosintelligence.

= obj-talosintelligence.

= obj-talosintelligence.

= obj-talosintelligence.

firepower# show access-Tlist

access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine

10
10
10
10
10
10
10
10
10
10
10
10

obj-talosintelligence.

obj-talosintelligence.

obj-talosintelligence.

obj-talosintelligence.

obj-talosintelligence.

advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced

R

y 70N

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

=
9
/.

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

com,

com,

com,

com,

com,

com,

com,

com,

com,

com,

domain

domain

domain

domain

domain

domain

domain

domain

domain

domain

talosintelligence.

talosintelligence.

talosintelligence.

talosintelligence.

talosintelligence.

00:05:43
00:05:43
00:05:43
00:05:43

talosintelligence.

talosintelligence.

talosintelligence.

talosintelligence.

talosintelligence.

com

com

com

com

com

obj-talosintelligence.com, domain = talosintelligence.com

com

com

com

com

com

BRENMET MG PRBNETRE

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556

any
any
any
any
any
any
any
any
any
any
any
any

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557

object obj-talosintel

fqdn
host
host
host
host
host
host
host
host
host
host

talosintel
2001:DB8::
2001:DB8::
2001:DB8::
2001:DB8::
2001:DB8::
192
192
192
192
192

.168.27
.168.29.54
.168.28
.168.26.54
.168.25

Tigenc
6810:1
6810:1
6810:1
6810:1
6810:1
.54

.54

.54



- WMEFFTR , Xtalosintelligence.comit{TpingiREXM , R R iAE) 5 RAFQDNFELTE., H
TFFTDRELE TICMPEIESE , DNSEMTEE N,

el dndows g gt W E ::'|| inyg talosintall :;l_|r'I|| F ]

Pinging talosintelligence.com [1%2.168,.27.54] with 32 bytes of data:
H-|'||_|||".r i il LT .
out .
out .

oue .

Regquest timed
Heguest € 1 ree el

Regquast timed

Fopr 192_168.27_54
Sanmt i .

F*img
Packats Reee 1 ued A, Lagt i C10f: lassd.

e slindowswsystendd 3

« ZEIRIEMICMPEIESZH M ITHKALINA :

access-1ist CSM_FW_ACL_ 1ine 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 object

access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine

10
10
10
10
10
10
10
10
10
10
10

advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556

any
any
any
any
any
any
any
any
any
any

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557

fgdn
host
host
host
host
host
host
host
host
host
host

obj-talosintelTi

talosintelligenc

2001:DBS8:
2001:DBS8:
2001:DBS8:
2001:DBS8:
2001:DBS8:
192.168.27.54
192.168.29.54
192.168.28.54
192.168.26.54
192.168.25.54

deny 1ip any

s ICMPERASBHRHEAOAZOFPE RREF -

aleescob# show cap in 13 packets captured 1 : 18:03:41.558915 192.168.56.132 >
172.31.200.100 icmp : 192.168.56.132 udp port 59396 unreachable 2 : 18:04:12.322126
192.168.56.132 > 172.31.4.161 icmp request : echo request 3 8:04:12.479162 172.31.4.161 >
192.168.56.132 icmp : M&4 : 18:04:13.309966 192.168.56.132 > 172.31.4.161 icmp : EINIER
5: 18:04:13.462149 172.31.4.161 > 192.168.5 6.132 icmp : M &6 : 18:04:14.308425
192.168.56.132 > 172.31.4.161 icmp : M&7 : 18:04:14.475424 172.31.4.161> 192.168.56.132
icmp : RIE8 : 18:04:15.306823 192.168.56 32 > 172.31.4.161 icmp : echo request 9 :
18:04:15.463339 172.31.4.161 > 192.168.56.132 icmp : echo reply 10 : 18:04:25.713662
192.168.56.132 > 192.168.27.54 icmp : echo request 11 : 18:04:3 .704232 192.168.56.132 >
192.168.27.54 icmp : EIRiE3K12:18:04:35.711480 192.168.56.132 > 192 2.168.27.54 icmp : [
MIER13:18:04:40.707528 192.168.56.132 > 192.168.27.54 icmp : [E f &R aleescob# sho cap
asp | £192.168.27.54 162 : 18:04:25.713799 192.168.56.132 > 192.168.27.54 icmp : EI 5K
165 : 18:04:30.704355 192.168.56.132 > 192.168.27.54 icmp : EIMER168 : 18:0 4:35.711556
192.168.56.132 > 192.168.27.54 icmp : [EINiEK176:18:04:40.707589 192.168.56.132 >

:6810:1
:6810:1
:6810:1
16810:1
:6810:1



192.168.27.54 icmp : BRI iER

o T RtraceEHUTICMPEIEZ2Z2—MER :

aleescob# sho cap in packet-number 10 trace
13 packets captured

10: 18:04:25.713662 192.168.56.132 > 192.168.27.54 1icmp: echo request
Phase: 1
Type: CAPTURE
Subtype:
ResuTt: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access 1ist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.57.254 using egress ifc wan_1557

Phase: 4

Type: ACCESS-LIST

Subtype: Tlog

Result: DROP

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny 1ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.col
access-1list CSM_FW_ACL_ remark rule-id 268434437: ACCESS POLICY: Aleescob_ACP - Mandatory

access-1list CSM_FW_ACL_ remark rule-id 268434437: L4 RULE: FQDN-ACL

Additional Information:

Result:

input-interface: lan_v1556

input-status: up

input-Tine-status: up

output-interface: wan_1557

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow 1is denied by configured rule

o MR FREHIH N AR R Allow , X Zsystem support firewall-engine-debug#Y % i = 4l



> system support firewall-engine-debug

Please specify an IP protocol: icmp
address:

Please specify a client IP
Please specify a server IP

Monitoring

192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.

56.
56.
56.
56.
56.
56.
56.
56.

firewall engine

132-8
132-8
132-8
132-8
132-8
132-8
132-8
132-8

iab_mode Off

# Start of tunnel and priority rules.

>
>
>
>
>
>
>
>

192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.

address:

debug messages

29.
29.
29.
29.
29.
29.
29.
29.

54-0
54-0
54-0
54-0
54-0
54-0
54-0
54-0

1
1
1
1
1
1
1
1

AS
AS
AS
AS
AS
AS
AS
AS

PR RPRRPRRRRR
HoHHHHHH H

192.168.

56.132

0 new firewall session

0 DAQ returned DST FQDN ID: 268434436

0 Starting with minimum 2, 'FQDN-ACL', and SrcZone first wi
0 Match found for FQDN id: 268434436

0 match rule order 2, 'FQDN-ACL', action Allow

0 MidRecovery data sent for rule id: 268434437,rule_action:
0 allow action

0 deleting firewall session

« HFQDN#BE N T JE 2R (Fastpath) Rl — & 2 &t , EENgfWH RIS T, AN :

# These rules are evaluated by LINA. Only tunnel tags are used from the matched rule id.

268434439
268434438
268434438
268434438
268434438
268434438
# End of tunnel

Phase:
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced trust ip any object obj-talosintelligence.com rule-id 268434439 event-
access-1list CSM_FW_ACL_ remark rule-id 268434439: PREFILTER POLICY: Prefilter-1

access-1list CSM_FW_ACL_ remark rule-id 268434439: RULE: FQDN_Prefilter

Additional Information:

fastpath any any any any any any any any (log dcforward both) (tunnel -1)
1025-65535 any any 3544 any 17 (tunnel -1)

3544 any any 1025-65535 any 17 (tunnel -1)

any any any any any 47 (tunnel -1)

any any any any any 41 (tunnel -1)

any any any any any 4 (tunnel -1)

allow
allow
allow
allow
allow

B HERR

any
any
any
any
any
and

1. AFMCEL &

any
any
any
any
any

priority rules.

- NRERHEFEIHLINABERE :



- RIFRAEHEE 7 RIENDNSRSHFIRE
- WUFERERE R

2. EFTDLHERE

+ iz1Tshow dns#Hlshow access-list , LEE R E B #BHTFQDNFIACH N

« J&21Tshow run object network , 12 TEX RXEHID ( Hlan , XK EKIR )
« iz {Tshow fqdn id XA ZEFQDNRE B ER T N IRIP

o WiEngfw.rulesX 2 & EH LLFQDN ID X¥ERIRRIACH N

« = {Tsystem support firewall-engine-debug & & Snort& R

WEEFMC R FE HERBR ST 4+

FTEEMFTE A S MFMCEFEHEBR P I E., EMFMCIWEMBEERZE , BMFMC GUIE1THFESE
Bro &N , EMFMC LinuxiBR&FiZ1Tsf_troubleshoot.plo MREXIMEE , HE EREAZIFSH
MTAC) IR RFMCHEIPEHERR R R o

FMCH®E
A& B /AE BRY

/opt/CSCOpx/MDC/Tog/operation/vmsshareddsvcs.log  |[FrEAPIE B

/var/opt/CSCOpx/MDC/Tog/operation/usmsharedsvcs. log|Fff & APIE

/opt/CSCOpx/MDC/1og/operation/vmsbesvcs. Tog CLIERBZE
/opt/CSCOpx/MDC/tomcat/Togs/stdout. Tog TomcatB &
/var/log/mojo.log Mojo B &

/var/log/CSMAgent.log CSMAIDC2Z Bl FYREST Y




/var/log/action_queue.log

DCHYRIEBA I B &

MJIL: |\E.I il E -Li/ﬁ oy

LT RFQDNAIDNS RS EBAXN RAMDNSIZEERNUIF S RINEIR/ZES -

g EE 178 5k

“ ' )= A AIE A
N e Jo /\/\\ﬁib . —

BHARLNER. BB o e om0 231 SRR A,

TRETHEFL  HEH TR
BEZEREETEG, (- _

+, )

[ p Invalid default domain value J

MINEETHK

RPEETHRES

REFNEBEHAF AN ERFNR
KEHE,

ARr A SBEEAEORTEESE

HHAFDNS

, WRLBRREAEAZE
“DNS’HIDNSHR S5 2844

AN FARE # B 25 3848 C LI 52
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and objects. If problem persists after retrying,
contact Cisco TAC.
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