F+ & Firepoweriz & LR FTD HAXY
H %

Ba
FRFM
ER
ERMAH
EE
ReEE
1R AZRM
E52. b ERAEBE
{53 HR B — MEXOSHLEE
£ 54 S TD R IR
{5578 5 = MNEXOSHISE
{E%56 FHRFMCER#E
{E57 FRFTD HAR
{58 HHEMIMETFTD HAXE

AN AFirepoweri &1 & 1] A (HA)E R T3 1TFirepower & i B 1 (FTD) A R BV T 12

FRSAF
=R

BYUEETHEENMEXHIR

» Firepower Management Center (FMC)
« FTD
« Firepoweri% & (FXOS)

ERREHF

« 2/"FPR4150
« 11N\FS4000
- 18PC

TR BT BY B BR R AR AN

+ FMC 6.1.0-330



« FTD¥6.1.0-330
« FTD#%5B6.1.0-330
« FX0S¥*2.0.1-37
« FXOS#B52.0.1-37

AXHEPNEEHRETREXRENEFHNREZEEN, AXEFEANARERZRAERAR
(BN ) BB, MREHMBLTENRS , FRRETRAERTHBERE,

(=S
& E
inside FPR4150-3 outside
€1/6.201 _ 16505
s N 111
M exos tIP | Blade mgmt IP (¢ 117)—
mgm ade mgm e 168.76.
10.62.148.88 | 10.62.148.89 192.168.76.x/24
e1/8
=101 FMC
= 192.168.75.x/24 So— m——
“ state ‘.@" —
A A
FXOS mgmt IP Blade mgmt IP (e1/7)
10.62.148.124 10.62.148.125
inside _
e1/6.201 _ outside
¥ i il €1/6.202
[EL.! s o 1. | ——
112 FPR4150-4 112
1Tt

FHE1 RIESERY

£552 : NG LA FFMCHISSP

%3 : FHRE—IFXOSHIFE(2.0.1-37 -> 2.0.1-86)
54 : RIFTDHFEY) R

£%5 : ARE=AFXOSHFE(2.0.1-37 -> 2.0.1-86)
1£%56 : FHRFMC(6.1.0-330 -> 6.1.0.1)

157 . FHRFTDRE A AHX(6.1.0-330 -> 6.1.0.1)
£%8 : HRBEMFMCEEEIFTD HARY



E51.RRBERNF
EEFAFXOSHBMIER , UBEU T EMZ HNHEML -

- B#RFTDE IR AFFXOSE R A
« FirepowerfE ¥ & MFXOSE MR AR

Cisco Firepower 4100/9300 FXOS# &1t

N o HSEBRERTFFP2IHERH A,

KE B IRRANFXOSKITHRAERUBEFXOSHRHERE

Cisco Firepower 4100/9300 FXOShr A% BH |, 2.0(1)

N WS EFERTFIP2HERNTA,
ESHFTDEFRRAR TR , UBEFTDH REE -
Firepower& St iR 454 B8 | fRZ<6.0.1.2

E552. LERFRE&

EWINFCML |, EEFXOSHR 5 (fx0s-k9.2.0.1.86.SPA),

FEFMCL , EZAFMCHMIFTDA LS :

o« SNFFMCHZ : Sourcefire_3D_Defense_Center_S3_Patch-6.1.0.1-53.sh
e WFFTDHZ : Cisco FTD_SSP_Patch-6.1.0.1-53.sh

F53.HARE—NFXOSHLFE

N B MBHISFXOSMIAAXFHRTI2x | EE KX MFTDB|/IZE | FRFXOS , AR EH
BT,

N o HSEBRERTFIP2IHNERH A,

HEH :

<#root>
FPR4100-4-A /system #
show firmvare nonitor

FPRM:
Package-Vers: 2.0(1.37)


/content/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
/content/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
/content/en/us/td/docs/security/firepower/fxos/fxos201/release/notes/fxos201_rn.html
/content/en/us/td/docs/security/firepower/fxos/fxos201/release/notes/fxos201_rn.html
/content/en/us/td/docs/security/firepower/601/6012/relnotes/firepower-system-release-notes-version-6012.html
/content/en/us/td/docs/security/firepower/601/6012/relnotes/firepower-system-release-notes-version-6012.html

Upgrade-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

BEHFXOSHLE :
Overview Interfaces Logical Devices Security Engine Platform Settings ENCICN Tools Help admin
Configuration Licensing Updates User Management]
Available Updates G Refresh| | Upload Image | | 1]

fx0s-k9.2.0.1.37.5PA platform=bundie 2.0{1.37) Installed 06/11/2016 ;'j

fx05-k9.2.0.1.86.5PA platform-bundle 2.0(1.86) Mot-Installed 10/15/2016

FXOSHREEZEEH ZHIAE :

Update Bundle Image
9 ) All existing sessions will be
-

terminated and FCM will not be

accessible during the process.It
may take several minutes.Chassis will
reboot after upgrade, please relaunch FCM
after upgrade completes.

Selected version 2.0(1.86) will be
installed. Do you want to proceed?

Yes No

BRI LAMFXOS CLISS#EFXOSH R, FIE=14E4 ( FPRM, RIRIEFFEEEFNFE ) HBLIHAR -



<#root>

FPR4100-4-A#

scope system
FPR4100-4-A /system #
show firmare nonitor

FPRM:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

Fabric Interconnect A:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

N B BIEXOSHEERILSHE | ZIFMEXOS CLIFIGUIMFFFEE, JL4 S
AR,

KA #E , FPRMAHARTHK :

<#root>
FPR4100-4-A /system #
show firmmare nonitor

FPRM:
Package-Vers:

2.0(1.86)
Upgrade-Status:

Ready

Fabric Interconnect A:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

Chassis 1:
Server 1:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng



K100 E , IERFXOSHETI RN —EB2 |, FirepowerR B 2E#H S :

<{froot>

Pl ease stand by while rebooting the system..

Restarting system

EMRIE , ARIEFRE

<#root>
FPR4100-4-A /system #
show firmmare nonitor

FPRM:
Package-Vers:

2.0(1. 86)
Upgrade-Status:

Ready

Fabric Interconnect A:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

Chassis 1:
Server 1:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

HEEHKRA3028E , FXOSHETAK :

<#root>
FPR4100-4-A /system #
show firmvare nonitor

FPRM:
Package-Vers:

2.0(1. 86)

Upgrade-Status:



Ready

Fabric Interconnect A:
Package-Vers:

2.0(1.86)

Upgrade-Status:

Ready

Chassis 1:
Server 1:
Package-Vers:

2.0(1.86)

,2.0(1.37)
Upgrade-Status:

Ready

EF4. RIRFTDH RN HIRTS

N o USEBRERTFFP2IHNERH A,
R REEIRRS 2, ERENE L OFTDERESITH -

<tfroot>

FPR4100-4-A#

connect nodule 1 console

Firepower-modulel>

connect ftd

Connecting to ftd console... enter exit to return to bootCLI

>
show hi gh-availability config

Failover On

Failover unit Secondary

Failover LAN Interface: FOVER Ethernetl/8 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1041 maximum

MAC Address Move Notification Interval not set
failover replication http

Version: Ours 9.6(2), Mate 9.6(2)

Serial Number: Ours FLM2006EQFW, Mate FLM2006EN9U
Last Failover at: 15:08:47 UTC Dec 17 2016



This host: Secondary - Standby Ready

Active time: 0 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)) status (Up Sys)
Interface inside (192.168.75.112):

Nor ma

(Monitored)
Interface outside (192.168.76.112):

Nor ma

(Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0)

stat us

up

slot 2: diskstatus rev (1.0)
st at us
(
up
)

O her host: Primary - Active

Active time: 5163 (sec)
Interface inside (192.168.75.111):

Nor ma

(Monitored)
Interface outside (192.168.76.111):

Nor ma

(Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0)

stat us
(
up

)
slot 2: diskstatus rev (1.0)

stat us
(

up



Stateful Failover Logical Update Statistics
Link : FOVER Ethernetl/8 (up)

Stateful Obj Xmit xerr rcv rerr
General 65 0 68 4
sys cmd 65 0 65 0

RIRFTDE LIRS MIESIFTD CLI:

<tfroot>
>

no failover active

Swi tching to Standby

F55. AR E=INFXOSHLFE
KPTFESR2 , FAREE T HFZAFTDNFX0SER . ERILTEANEEI00 M B E,

N o RSEBRERTFFP2IHE RN A,

E56. ARFMCHAF

FFFMCM6.1.0-330H 4 216.1.0.1,
FE7.HRFTD HAXSE

H R AT -

<#root>

>

show hi gh-availability config
Failover On

Fai |l over unit Prinmary

Failover LAN Interface: FOVER Ethernetl/8 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds



Interface Policy 1

Monitored Interfaces 3 of 1041 maximum

MAC Address Move Notification Interval not set
failover replication http

Version: Qurs 9.6(2), Mate 9.6(2)

Serial Number: Ours FLM2006EN9U, Mate FLM2006EQFW
Last Failover at: 15:51:08 UTC Dec 17 2016

This host: Primary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)) status (Up Sys)
Interface inside (192.168.75.112): Normal (Monitored)
Interface outside (192.168.76.112): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

O her host: Secondary - Active

Active time: 1724 (sec)
Interface inside (192.168.75.111): Normal (Monitored)
Interface outside (192.168.76.111): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : FOVER Ethernetl/8 (up)

Stateful Obj Xmit xerr rcv rerr
General 6 0 9 0
sys cmd 6 0 6 0

MFMC System > Updates3X % , FzHFTD HAF R FE :

Policies Devices

Overview Analysis

Objects = AMP

Deploy System EE[R T[R4
Configuration Users Domains Integration Updates Licenses ¥ Health » Monitoring ¥ Tools »
Rule Updates Geolocation Updates
&) Upload Update
Currently running software version: 6.1.0
Updates
Type Version  Date Release Notes  Reboot
Sourcefire Vulnerability And Fingerprint Database Updates 275 Wed Nov 16 16:50:43 UTC 2016 No i u)
Cisco FTD Patch 6.1.0.1-53  Fri Dec 2 17:36:27 UTC 2016 Yes i
Cisco FTD SSP Patch 6.1.0.1-53  Fri Dec 2 17:37:52 UTC 2016 Yes 2§




# v Ungrouped (1 total)

@ ¥ e FTD4150-HA

o Cisco Firepower 4150 Threat Defense Cluster

@ FTD4150-4 (active)

— 10.62.148.125 - Cisco Firepower 4150 Threat Defense v6.1.0

FTD4150-3

i
* 10.62.148.89 - Cisco Firepower 4150 Threat Defense v6.1.0

Health Policy

Initial Health Policy 2016-11-21 J§ @
12:21:09

Health Policy ~
Initial Health Policy 2016-11-21 @

12:21:09

| Launch Readiness Check Cancel

B, AR E/ZHFTD:

Deployments

admin *

& ?

elp »

e

0 waiting 1 running O retrying O success O failures
¢ Remaote Install im 21%
Apply to FTD4150-HA.
10.62.148.89 : Initiahzing
R AFTDERFEAFRGER B
1 total 0 waitng 1 running O O success O failures
2. Remote Install 7m 50s

Apply to FTD4150-HA.

communication )

10.62.148.89 : Last Message : System will now reboot. (no

A LAMFXOS BootCLIEERIIFFTDIRA :

<tfroot>

FPR4100-3-A#

connect nodule 1 console

Firepower-modulel>

show servi ces status

Services currently running:
Feature | Instance ID |

Up Since

ftd | 001_JAD201200R4WLYCWO6 |




RUNNI NG

| :00:00:33

HBY/EAFTD CLIE RATFFTDERZ BN HKERATEESBNWESHE -

<tfroot>

firepower#
************WARNING****WARNING****WARNING********************************

Mate version 9.6(2) is not identical with ours 9.6(2)4

************WARNING****WARNING****WARNING********************************

Beginning configuration replication: Sending to mate.
End Configuration Replication to mate

FMCERFTDIRZEE KD AL :

s
{1 total) 1 waiting O 0 ret 0 su 0
Hemabn Inskall T 1%

Apply to FTD4150-HA.
10.62.148.89 : Device successfully upgraded

B -ANFTDERE A LRI

(1 total) 0w 1 running O . 0 0

,_:' Eemole Install i7m 32

Apply to FTD4150-HA.
10.62.148.125 : [ 1% Running script 000_start/ 101 _run_prening.pl...

HEZIRERN , FTIDRERAFRESD

Deploy Help + admin

Deployments Health & ?
2 total 0 waiting 1 running O retrying 1 success 0 failures
£ » Remote Install 24m 55s

Apply to FTD4150-HA.
10.62.148.125 : Last Message : System will now reboot. (no
communication)




EEE , FMCERRNE A Fenable 1, KERFTDHBEIIRA |, HE 8T MFTDH I BR i FE LI R Bl &

<#root>
firepower#

show | oggi ng

Dec 17 2016 16:40:14: %ASA-5-111008:

no fail over active

command.

Dec 17 2016 16:40:14: %ASA-5-111010:
Dec 17 2016 16:41:19: %ASA-5-111008:

clear configure failover

command.

Dec 17 2016 16:41:19: %ASA-5-111010:
Dec 17 2016 16:41:19: %ASA-5-111008:
Dec 17 2016 16:41:19: %ASA-5-111010:

disk0:/modified-config.cfg'

firepower#

Swi tching to Standby

firepower#

User

User
User

User
User
User

'enable_1'

'enable_1"',
'enable_1'

'enable_1"',
'enable_1'
'enable_1"',

executed

running
executed

running
executed
running

EARFH , BONFTDAR (MARE ) KAFE30D .

A

HRBIERKRBEEFTDIRERFTD CLIKIE

<#root>
>
show hi gh-availability config

Failover On
Failover unit Primary

Failover LAN Interface: FOVER Ethernetl/8 (up)

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds

Interface Policy 1

Monitored Interfaces 3 of 1041 maximum
MAC Address Move Notification Interval not set

failover replication http

Version: Qurs 9.6(2)4, Mate 9.6(2)4

the '

'N/A' from IP 0.0.0.0, executed 'no failo
the '

'N/A' from IP 0.0.0.0, executed 'clear co
the 'copy /noconfirm running-config diskO
'N/A' from IP 0.0.0.0, executed 'copy /no



Serial Number: Ours FLM2006EN9U, Mate FLM2006EQFW
Last Failover at: 16:40:14 UTC Dec 17 2016

This host: Primary - Active

Active time: 1159 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)4) status (Up Sys)
Interface inside (192.168.75.111): Normal (Monitored)
Interface outside (192.168.76.111): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

O her host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)4) status (Up Sys)
Interface inside (192.168.75.112): Normal (Monitored)
Interface outside (192.168.76.112): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : FOVER Ethernetl/8 (up)
Stateful Obj Xmit xerr rcv rerr
General 68 0 67 0

LRI E RMNEBN/Z BFTDIRZHFTD CLIIRIE :

<#root>

>

show hi gh-availability config
Failover On

Fai | over unit Secondary

Failover LAN Interface: FOVER Ethernetl/8 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1041 maximum

MAC Address Move Notification Interval not set
failover replication http

Version: Ours 9.6(2)4, Mate 9.6(2)4

Serial Number: Ours FLM2006EQFW, Mate FLM2006EN9U
Last Failover at: 16:52:43 UTC Dec 17 2016

This host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)4) status (Up Sys)
Interface inside (192.168.75.112): Normal (Monitored)
Interface outside (192.168.76.112): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)



slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)

O her host: Primary - Active

Active time: 1169 (sec)
Interface inside (192.168.75.111): Normal (Monitored)
Interface outside (192.168.76.111): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : FOVER Ethernetl/8 (up)
Stateful Obj Xmit xerr rcv rerr
General 38 0 41 0

FR8 G FRIEELEBRIFTD HAXE

ARERE , BFERRBEHEIHAN . FMCUIRERUTRRE :

m Help  admin

Deployments Health & ?
2 total 0 waiting O running O retrying 2 success O failures
& Remote Install 28m 14s X

Apply to

Please reapply policies to your managed devices.

LB KR -



Deploy Policies Version:2016-12-17 06:08 PM

—y

¥ 2 Frpaiso-HA

D NGFW Settings: FTD4150

2 Access Control Policy: FTD4150

D | Intrusion Policy: Balanced Security and Connectivity
D [-DNS Policy: Default DNS Policy

'ﬁ Prefilter Policy: Default Prefilter Policy

O Network Descovery

D Device Configuration(Details)

A
MFMC UIEZIHN EFARKIFTD HAXY :

Overview Analysis Policies J»EYLEEE Objects AMP

Device Management NAT VPN QoS Platform Settings

4 ] Ungrouped (1)

4 @ FTD4150-HA
Cisco Firepower 4150 Threat Defense High Availability

FTD4150-3(Primary, Active)
10.62.148.89 - Cisco Firepower 4150 Threat Defense - v6.1.0.1 - routed

@© F1D4150-4(Secondary, Standby)
10.62.148.125 - Cisco Firepower 4150 Threat Defense - v6.1.0.1 - routed

MFCM UIEZIHNEALRMFTD HAX :



System Tools Help admin

Overview Interfaces QECLIIINeEWTSER Security Engine Platform Settings
& Refresh
&« FTD4150-3 standalone Status: ok LA a8
Application Management IP G ¥ il Port Status
=Y FD 10.62.148.89 10.62.148.1  Ethernetl/7 @ .iine Fratied )
Ports: Attributes:
Cluster Operational Status: not-applicable
Data Interfaces: Ethernetl/6 Ethernetl/s Firepowar Management Ip- 1062 148 89
Management URL hittps //fsdk
uuip 13bebB0-c378

EESES)

» Cisco Firepower NGFW
o BAREZEFFNAY - Cisco Systems



https://www.cisco.com/c/zh_cn/support/security/firepower-ngfw/series.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
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