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ANHEPHNEEHRETREXRERNEFHRFEEN, AXEFEANARRZRAERAR
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FMC

FTD

Synchronize Licenses

Internet ———
Cisco Smart
Software Manager

EAFTDIREFMNFELDRFEFNANF AL, FF AU RAFTDIRZMNEEFATIERBIZRE
FTDVF A[UF SR B MR FI o
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ETHRNVANE : B, EERGEMURLTER AEN, EFEASFIIEEAXNYEE , FEGQ
FTDIR % 5 B VF AlE,

EfSFirepowerZE /O ER(FMCY) B FFTDE R , FMCvit EE £ CSSMA f# AFirepower MCvi&
VAT,

FMCvif it @& EH4H , F BRKAV AL,
Sk, ARMAEER M T — LW H B HERR AT sE WAV W VF WHEEAHE R B R

EXRGFAIIMNEZIFMEES , HEE BB FirepowerR S Ih B2 A UE M Firepowerif 7] & I [F] &3
(FAQ)o



https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html#reference_59A9CDED24034CE2B12D2E633C5C7D2D
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html#reference_59A9CDED24034CE2B12D2E633C5C7D2D
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html

FMC# BEVF AT UEE A
SR

1. X FEFETEM , FMCAAARIEBRM, AT IERRBEHTTPSEFMCHEEFAIIERZ
B XY, FRARKREDRE TS SUBEENIRE. (Hlm, i, RE, SSLEFERE
) o

2. THRICSSMHAMNAF=>EM>HMETEBHARHTHEID , TFEAR.

Cisco Software Central > Smart Software Licensing B TAC Cisco Systems, Inc.

Smart Software Licensing Feedback Support Help

Alerts Inventory Convert to Smart Licensing Reporis Preferences Cn-Prem Accounts Activity

Virtual Account:_ - Hide Alerts

General Licenses Product Instances Event Log

Virtual Account

Default Virtual Account No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virual account.

Token Expiration Date Uses Export-Controlled Description Created By Actions

MZRmMWVKYmIZmRI B 2020-Jun-30 18:34 48 (in 16 Allowed ] I
ZmJjODEZYELOTJZi0. B 2021-May-22 00:54:03 (in 34_ Allowed - Actions =

Actions -

EfAENE , EEAEEALSHEEIMN~REATSHEFITIEELED, AL, SRERFEH
o —NEIEFRIC,

3. LEBIETHE,



Create Registration Token g

This will create a token that is used to register product instances, 5o that they can use licenses from this virtual account. Once it's created, go to
the Smart Licensing configuration for your products and enfer the loken, (o register therm with this virtual account

o I—

Descriplion Descriplion
* Expire After: a0 Days

Between 1 - 365, 30 days recommended

Max. Mumber of Uses

The loken will be expired when elther the expiration or the mawmum uses is reached

Allow export-controlled functionality on the products registered wath this token @
Create Token Cancel

FMCE BE1F AT iE S At

S BFMC LA System > Licenses > Smart Licenses , A /GikZERegisteriZ4ll , 21T BT Ro

alie, _Flrepower Management Center Q, Overview Analysis Policies Devices Objects AMP Intelligence

cisco Smart Licenses

Welcome to Smart Licenses
Before you use Smart Licenses, obtain a registration token from
Cisco Smart Software Manager, then click Register

Smart License Status

Usage Authonization: -
Product Registration: Unregistered
Assigned Virtual Account; ==
Export-Controlled Features: -
Cisco Success Network --

Cisco Support Diagnostics: -

EERTAmIMECOPHMATHID , AEERNAEYR , WTEAT.



Smart Licensing Product Registration 9

Product Instance Reqistration Token:

.GWHMEEMTAIHEGW‘I’WG‘!‘WILTWHTktMGM:I“-IGJI"l’mthHDUwL'I'E'lGT{HDTG'S‘JE -
~ DANzc30DBBSnVXc2tPaks4 SESJo25xTDky SnFYempTZnJEWVAVQUISUTNIOWFM - ~

If you do not have your ID token, you may copy it from your Smart Software manager The
under the assigned virtual account. Cisco Smart Software Manager

Management Center establishes a secure connection 1o the Cisco Cloud so that it can
participate in additional service offerings from Cisco. Management Center will establish and
maintain this secure connection at all imes. You can turn off this connection at any time by
disabling Cisco Success Network and Cisco Support Diagnostics. Disabling these services
will disconnect the device fram the cloud.

Cisco Success Network

The Cisco Success Network provides usage information and statistics to Cisco. This
infarmation allows Cisco to improve the product and to make you aware of unused available
features 5o that you can maximize the value of the product in your network.Check out the
sample data that will be sent to Cisco.

Enabla Cisco Success Network

Cisco Support Diagnostics

The Cisco Support Diagnostics capability provides entitled customers with an enhanced
support experience by allowing Cisco TAC to collect essential information from your devices
during the course of a TAC case. Additionally, Cisco will periodically collect configuration
and operational health data from your devices and process that data through our automated

meminl o oo aiinm sgimbamn apmel memea il mbis bl somay ol lmama g sllod o mibo ol T, 1l msar = mommn omlm

Internet connection is required. Cancel | Apply Changes

MRERWAEEMAT , W mERRSFHEREEM , M TEAAR.




i FMC

EI5E0) & (o} Qverview Analysis Paolicies Devices Objects AMP Intelligence Deploy £+ @ Global\ adminv
Smart Licenses

Smart License Status Cisco Smart Software Manager @ ¢
Usage Authorization: Authaorized (Last Synchronized On Jun 15 2020)
Preduct Registration: Registered (Last Renewed On Jun 15 2020)
Assigned Virtual Account: _
Export-Controlled Features: Enabled
Cisco Success MNetwork: Enabled °
Cisco Support Diagnostics: Disabled @
Smart Licenses Filter Devices... ® Edit Licenses
License Type/Device Name License Status Davice Type Domain Group
» Base (5)
Malware (0)
Threat (0)

URL Filtering (0)

EFETHRMNIF IS ESIFTDIRE , HiEEEdit Licenses, REEBRZEIRZHNEFME
Devices with licenseZf 7. &/5 , HIERApplyZH , W TETR.

Edit Licenses &

Malware Threat LIRL Filtering AnyConnect Apex AnyConnect Plus AnyConnect VPN Only

Devices without license Devices with license (1)

Q Search FTD

[

1

3

o ]

HEE R EE R (SSM) i IA
T BUBI CSSMA Y B ™= > B4 B B W INFMC 8 NEEMARLD , MTEFTR.



Message X

The irc:-dur:t instance "UDI_PID:NGFWv; UDI_SN_. " in the Virtual Account -

' connected and successfully renewed it's identity cerificate.

Press cirl + ¢ to copy sefected text to clipboard.

FMCRVUEMPRZS ATLABE B>/ MR B THIN. MEvent Logit T+ R ESH AL, EEFA
UEEM A EARS T B B> LER-FHTRE, BIASEBERMRAET RN T
, FERBARAFAIEF ZWER.

FMC & 8E1F nl it BUE * i
MCisco SSME4FMC

ERNRERRAMFAIESFERAEMTE , FSMEISystem > Licenses > Smart Licenses , ARGk
Ede-registeriZfl , DT B R,

bl FMC . Q Overview Analysis Policies Devices Objects AMP
CISCO  Smart Licenses
Smart License Status Cisco Smart Software Manager&‘

MSSMi il BRE A

R SRR EER(BN SRR EES) , RAEMNE=>FmRAIH | &FEHRFMC LAIMIBR. &
JE R BR 7= mR S5 AR BRFMC H B R o0 ECRY VR RIAE |, 20 S EFRRo

Cisco Software Central > Smart Software Licensing _

Smart Software Licensing Support. Help

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

virtual Account: [N © Vapr @7 Minor  Hide Alerts
General Licenses Product Instances Event Log
Authorize License-Enforced Fealures... [ fmev o,
Mame Product Type Last Contact Alerts Actions
fmev-rabe FP 2022-5ep-13 09:28:40 Actions =
fmevyz1 FP 2022-Sep-12 14:01:45 Artinns -

Transfer...



https://software.cisco.com/#module/SmartLicensing

Confirm Remove Product Instance

If you continue, the product instance “fmcvxyz1” will no
longer appear in the Smart Software Manager and will no
longer be consuming any licenses. In order to bring it back,
you will need to re-register the product instance.

Remove Product Instance Cancel

RMA

MEFREIFMC |, H#RRFMCE REVF AIEBUH E M > M SSMim Ml BREMER 2 s B S RM BB E RERR 4
EIEER(CSSM)BUREMFMC , AR RFMCE 82V AIEEM & 2 T RFFMCEHUEM 2
CSSM,

BB HEER

B 18] [5] 25 IR E

EFMC CLI ( fign , SSH) , BRI BAEHAESEZEENNTPRSREES . HTIEHATERT
WIS BRIE , REtFMCEREBNREEEFEEEE !

<#root>
admin@FMC:~$

date
Thu

Jun 14 09:18:47 UTC 2020
admin@FMC:~$
admin@FMC:~$

ntpg -pn

remote refid st t when poll reach delay offset jitter




*10.0.0.2 171.68.xX.XX

2 u 387 1024 377 0.977 0.469 0.916
127.127.1.1 .SFCL. 13 1

- 64 0 0.000 0.000 0.000

FEFMC UlH , MSystem > Configuration > Time Synchronization¥iENTP RS 88 1E
B RBMEEAT H K E Stools.cisco.comky A 4 (smartreceiver.cisco.com from FMC 7.3+)

H{RFMC A A #TFQDN ¥ 8 B RUEEID CSCWjMFMC 7.3FF 8814 (8]
tools.cisco.com(smartreceiver.cisco.com95397

<tfroot>
>

expert
adm n@MC2000- 2: ~$

sudo su

Password:

root@FMC2000-2: /Volume/home/admin# ping tools.cisco.com

PING tools.cisco.com (173.37.145.8) 56(84) bytes of data.

64 bytes from tools2.cisco.com (173.37.145.8): icmp_req=1 tt1=237 time=163 ms
64 bytes from tools2.cisco.com (173.37.145.8): icmp_req=2 tt1=237 time=163 ms

FEFMC Uls | MSystem > Configuration > Management Interfaces& il & X2 IPAIDNS R E 25 1P,
i MFMCEltools.cisco.com(MFMC 7.3+Z|smartreceiver.cisco.com)fHTTPS (TCP 443)i58]

F A TelnetHcurl S HEHRFMC A LUBIHTTPS 1 [Bltools.cisco.com(MFMC 7.3+ 8]
smartreceiver.cisco.com), HRTCP 443@E M , BRI C AR AIEE L , HFEBREPRE
SSLEBRIE %

<#root>
root@FMC2000-2: /Volume/home/admin#

tel net tools.cisco.com 443

Trying 72.163.4.38...

Connected to tools.cisco.com

Escape character is 'A]'.
ACConnection closed by foreign host.

<--- Press Crl+C

B iR


https://tools.cisco.com/bugsearch/bug/CSCwj95397
https://tools.cisco.com/bugsearch/bug/CSCwj95397
https://tools.cisco.com/bugsearch/bug/CSCwj95397

<ffroot>

root@FMC2000-2:/VoTlume/home/admin#

curl -vvk https://tools.cisco.com

*

Trying 72.163.4.38...

*

AANANANAANAANAANAANAANANANAANYVYV V VYV

TCP_NODELAY set
Connected to tools.cisco.com (72.163.4.38) port 443 (#0)

ALPN, offering http/1.1
Cipher selection: ALL:!EXPORT:!EXPORT40:!EXPORT56:!aNULL:!LOW: !RC4:@STRENGTH
successfully set certificate verify locations:
CAfile: /etc/ssl/certs/ca-certificates.crt
CApath: none

TLSv1.2 (OUT), TLS header, Certificate Status (22):
TLSv1.2 (OUT), TLS handshake, Client hello (1):

TLSv1.2 (IN), TLS handshake, Server hello (2):

TLSv1.2 (IN), TLS handshake, Certificate (11):

TLSv1.2 (IN), TLS handshake, Server finished (14):
TLSv1.2 (OUT), TLS handshake, Client key exchange (16):
TLSv1.2 (OUT), TLS change cipher, Change cipher spec (1):
TLSv1.2 (OUT), TLS handshake, Finished (20):

TLSv1.2 (IN), TLS change cipher, Change cipher spec (1):

TLSv1.2 (IN), TLS handshake, Finished (20):

SSL connection using TLSv1l.2 / AES128-GCM-SHA256

ALPN, server accepted to use http/1l.1

Server certificate:
subject: C=US; ST=CA; L=San Jose; 0=Cisco Systems, Inc.; CN=tools.cisco.com
start date: Sep 17 04:00:58 2018 GMT
expire date: Sep 17 04:10:00 2020 GMT
issuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID SSL ICA G2
SSL certificate verify ok.

GET / HTTP/1.1

Host: tools.cisco.com

User-Agent: curl/7.62.0

Accept: */*

HTTP/1.1 200 OK

Date: Wed, 17 Jun 2020 10:28:31 GMT

Last-Modified: Thu, 20 Dec 2012 23:46:09 GMT

ETag: "39b01e46-151-4d15155dd459d"

Accept-Ranges: bytes

Content-Length: 337

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST, PUT, DELETE, OPTIONS

Access-Control-Allow-Headers: Content-type, fromPartyID, inputFormat, outputFormat, Authorization, Co
Content-Type: text/html

Set-Cookie: CP_GUTC=10.163.4.54.1592389711389899; path=/; expires=Mon, 16-Jun-25 10:28:31 GMT; domain:
Set-Cookie: CP_GUTC=10.163.44.92.1592389711391532; path=/; expires=Mon, 16-Jun-25 10:28:31 GMT; domai
Cache-Control: max-age=0

Expires: Wed, 17 Jun 2020 10:28:31 GMT

<html>
<head>
<script language="JavaScript">

var input = document.URL.indexOf('intellishield');
ifCinput = -1) {



window.Tocation="https://intellishield.cisco.com/security/alertmanager/";

}
else {
window. Tocation="http://www.cisco.com";

1

</script>
</head>

<body>

<a href="http://www.cisco.com">www.cisco.com</a>
</body>

</html>

* Connection #0 to host tools.cisco.com Teft intact
root@rMC2000-2: /Volume/home/adm1in#

DNSE

I iE = & B Th i 4T Eltools.cisco.com(3k B FMC 7.3+ smartreceiver.cisco.com) :

<#root>
root@FMC2000-2: /Volume/home/admin#
nsl ookup tool s.cisco.com

Server: 192.0.2.100
Address: 192.0.2.100#53

Non-authoritative answer:

Name: t ool s. ci sco.com
Address: 72.163.4.38

KEI U

WMREER T apProxy , BREFMCHRIERSFHFWIE. EFMCL , REFMCREEAEHHNNRE
AREE5IPAIR O,

<#root>
root@FMC2000-2:/Volume/home/admin#

cat /etc/sf/smart_call hone. conf

KEEP_SYNC_ACTIVE:1
PROXY_DST_URL:https://tools.cisco.com/its/service/oddce/services/DDCEService

PROXY_SRV: 192. 0. xX. XX

PROXY_PORT: 80



EFMC Uls | aJ L& System > Configuration > Management InterfacesT@ AR IEE,

MRFMCIRELEYW , BRERERSH[HNVEMWG I , MRERERS S A FEMFMC R
tools.cisco.com. MtAh , AFBENKREBNFRENIEH R, FMCHEFIEPH 3T EREVF TEEM).

T HARY S REID

RIEMAMNTSHRIDERASH. NMREY , BEREEKHEEREERAMAFT TR , HEAFS
KEIDE #7EM & BEiF AT .
BERFMCM X

ARELEBRT , ATHFHAERSSLBAZRZNEE , EF IS HRIETEEBNT. WAER
A , IFERFMCEERM A FIAY R R LU S ix ik & |, H E R E eV AlbEM-

KREFMC EHETIRREH
FEFMCL , SMEIRGE>ETRR>EH  REZFE T TIEREERWVRSEEEHEIR, flm, R
EEAT R THAmMAMR ; WFER—MNMEIR , FlEid certificated expired , T E PR,

EXATHITG
No Search Constraints (Edit rch)

Health Monitor Table View of Health Events

Appliance Heartbeat Appliance Heartbeat 2020-06-17 13:48:55 Appliance mzaleirs_FP2110-2 is not sending heartbe... 0 (1] Globa FMC2000-2

RESSMBHEH A &
MBFMCTLUEHFICSSM , BEAF>SH ASPREEFNEH AT, RECSSMPREFELY

KEMHAESHERAET, MEFMCH SWEMRESZERE , HECSSMImEEEHAE , N WJEER
FMCHICSSMZ BV EE A [0 &,

® I [A) &R

EMMBIORASHE

= ESEMPR A R BAURA &5
A, B FMCEERAFEMER , R FI9REE=x, X
’ EFMCZR % /5 5,90 K 1T i ol if 2 23 /B B W1 1R A
B BRI SR ST %
- - FMCE M 2R S a5 - & BB (CSSM)3EM , HEFE

ERAEMITAEMBWFTDIRZ

2 B EH FMCERRHF AN i BEEE0XK.




- - FMCR BRI EHEEM U EE 2 (CSSM)EM , EBFMC LXK

B R SEMFTDIR %
FMCE [ BRI B rEHHEE SR (CSSM)EM , BEEME
BAERATREMBNFTDIRE .

B Tan Bl , FTD (FP4112)i8 & EATHREATITA |, B2%
TFRREREHRHEEER(CSSM) , SRBAT
FP411269 THREATIT .

Weh (90K ) = TEHAIEEFERAS | EREFMC LB FMFTDIRR

VA I G o)
R BT RREY , EMBICSSMATERK (L4108 ) , MTFERR.

sifnan]is FMC

cltea Q, Oherviesy Analysis Policies Devices Objects AMP ntellig

Errar The token you have entered is
invalid.

X

Welcome to Smart Licenses

Before you use Smart Licenses, obtain a registraton token from

, then chck Regisier

Smart License Status
Usage Authorization:
Product Regesiratin Limragistensd
Assigned Virtual Account:
Export-Controlled Featuras:;
Cisco Success Metwork:

Cisco Suppon Diagnostics
BRITE  ERABRTHE,
265 #72. TTHHIDNS

R M EICSSME —EREYE (-25% ) R , N TEFTR.



albal. Firepower Management Center

cl3co L= O rviaw Auralysis Policias Devices Objects AMP

Errar Failed 1o send the message 1o the
8 server, Please verify the DNS 4
Server/HTTP Proxy settings.

Welcome to Smart Licenses

Befors you use Smart LICenses, oilin & regestraisn toiesn from

7. thin chck Bocesbed
Smart License Status
Uszage Authsorization:
Froduct Registratn Lincegsisned

Assigrid Virtual Ascourl

Expor-Contrallesd Feabures:
CI500 SUDCass Notwor K
Cisco Suppon Diagnostics

® & /var/log/process_stdout.logX#. AZIDNS[E :

<#root>
root@rMC2000-2: /Volume/home/adm1in#

cat /var/| og/ process_stdout. | og

2020-06-25 09:05:21 sl1a[24043]: *Thu Jun 25 09:05:10.989 UTC: CH-LIB-ERROR: ch_pf_curl_send_msg[494],
failed to perform, err code 6, err string

"Coul dn't resol ve host nane"

fERTTE . CSSMEN BN RM. BRI EREIEDNS (MRAERE ) , HEBEDNSHE,
=53 #r3. TR AV B (BB
IR SEMEBICSSME —ERATHE (-25% ) BAM , M TFEFR.



alial. Firepower Management Center o
CISCo =

Welcome to Smart Licenses

Balfore wou use Smart Licgnses, obiaemn & regestraison tolen Troims

thain ek Fagei

Smart License Status
Assigned Yirtual scopunk;
Capori-Controllad Faaturas
Cisco Success habwork:

sy Support Diagnosbcs;

#&/var/log/process_stdout.logX #F. K IIEF A :

<tfroot>

2021-06-25 09:22:51 s1a[24043]: *Fri Jun 25 09:22:39.
2021-06-25 09:22:51 s1a[24043]: *Fri Jun 25 09:22:39.
2021-06-25 09:22:51 s1a[24043]: *Fri Jun 25 09:22:39.
2021-06-25 09:22:51 s1a[24043]: *Fri Jun 25 09:22:39.
2021-06-25 09:22:51 s1a[24043]: *Fri Jun 25 09:22:40.

failed to perform err code 60, err string "SSL peer

2021-06-25 09:22:51 s1a[24043]: *Fri Jun 25 09:22:40.
2021-06-25 09:22:51 s1a[24043]: *Fri Jun 25 09:22:40.
2021-06-25 09:22:51 s1a[24043]: *Fri Jun 25 09:22:40.

cert issue checking, ret 60, url https://tools.cisco

KEFMCHEE :

<#root>
root@FMC2000-2: /Volume/home/admin#

dat e

Fri Jun 25 09:27:22 UTC 2021

Analysis Folicies Dewvices Oiecis AMP
L) L

Error Failed to send the message to the
@ server. Please verify the DNS >
Server/HTTP Proxy settings.

716 UTC: CH-LIB-TRACE: ch_pf_curl_request_init[59]
716 UTC: CH-LIB-TRACE: ch_pf_curl_post_prepare[299
716 UTC: CH-LIB-TRACE: ch_pf_curl_post_prepare[302
716 UTC: CH-LIB-TRACE: ch_pf_curl_head_init[110],
205 UTC: CH-LIB-ERROR: ch_pf_curl_send_msg[494],

certificate or SSH renote key was not OK"

205 UTC: CH-LIB-TRACE: ch_pf_http_unlock[330], unl
205 UTC: CH-LIB-TRACE: ch_pf_send_http[365], send
205 UTC: CH-LIB-TRACE: ch_pf_curl_is_cert_issue[51

conlits/servicel/ oddce/ servi ces/ DDCESer vi ce



KP4 FTITH
MEKBREDENFAETA , WFE R TFMCEHE -

Validation Messages: FTD1

UnifiedMGFWRule: ACP1

» I Error; [trust_L3-L4] This rule requires a Base license, but at least one device does not have a Base license,

» I Error; [trust_L7] This rule requires a Base license, but at least one device does not have a Base license,

» I Error: [Block_Migh-Risk] This rule requirés a Base icense, but at keast one device does not have a Base license.
* I Errar: [Inspect] This rulé réequires a Base license, but at least one device does not have a Base license.

» I Errar: [Inspect] This rule requires a Threat license, but at least one device does not have a Threat license,

> IE"'WJI": [Ingpect] This rule requires a Malware license, but at least one device does not have a Malware license,

BRAR . FEMIFFEITAFEENARNRR,
RIS T EH(O0C)
MREBFTDIT AR, MFMCE 8EF AT # AT S H(OOC)IRT -

il Flrepower MEI’IEQEH’IEI"‘It Center Q, Overview Analysis Policies Devices
CISCO  =Sysie ses [ Smart Licenses
Smart License Status Cisco Smart Software Manager € O
Usage Authonzation: (-] Out of Compliance (Last Synchronized On Jun 25 2020 Re-Authorize
Product Registration: Registered (Last Renewed On Jun 25 2020)
Assigned Virtual Account: KRE-MGFW
Export-Controlled Features: Enabled
Cisco Success Network: Disablad '
Cisco Support Dizgnostics: Dizabled i

HECSSMH |, EBERPRIEHIR



General Licenses Product Instances Ewent Log

By Hame Ey Tag

Manage Licansa Tags License Resarvation (3 Search by License Q

License Billing Purchased In Use Balance Alarts Actions.
FPR4A110 Threat Dedense Threat Probecton Frepasd [ 2 + T3 ACHOns «
FPR4110 Threat Defense URL Fillering Prepasd TS i) + Th Actons -
FPR4115 Threa! Defense Mahvare Proechon Prepasd o 1 -1 € Wnsufficient Licenses BActons -
FFPRA4115 Thies! Defense Theeal Probacisn Prepand o 1 1 B Insufficient Licenses Arhong -
FPR4115 Threat Defense LURL Fillenng Frepasd o 1 -1 @ Insufficient Licenses ACHONS -
FPR4120 Theeat Defense Makwvare Protechon Prepasd TS i) + Th Actons -
[] FPR4120 Theeat Deferse Threat Pralection Prepasd 75 i} + Th Actons -

S BIT5R6. 7058 i

MR EAERFAHE , MFAEFTD LINASIZE R 5 EURE INZ PR (DES) N, EXMIERAT , W
L2LEELE AR (VPN)EEEEREENTEQRN

Validation Messages X,

i:leh:::TEIl 1 error 1 warning
Site To Site VPN: FTD_VPN
w | Error: Strong crypio (i.e encryption algorithm greater than DES ) for VPN topology FTD_VPN is not supported. This can

be because FMC is running in evaluation mode or smart license account is not entitled for strong crypto.
MSGE_SEPARATOR IKEVZ PolicyTITLE_SEPARATORAES-GCM-MNULL-5HA MSG_SEPARATORMSG_SEPARATOR

alial. Firepower Management Center o o0 iew Al — O
CISCO vatam 1L MG =mart Licensaes
Smart License Status Cisco Smart Software Manager €
Usage Authorization: Authorized (Last Synchronized On Jun 25 2020)
Product Registration: Registered (Last Renewed On Jun 25 2020)
Assigned Virtual Account: KRK-NGFW
Export-Controlled Features. Disabled Request Export Key
Cisco Success Metwork: Enabled
Cisco Support Diagnostics: Disabled @
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FESSMis , SSMEE F BB A A VRS HEHNHESR TERMF, Hlan , ROV AIIESKVF AERDR
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Smart Software Licensing
Aleris Inventory License Conversion Repaoris Email Notification Satellites Activity

Email Notification
Daily Event Summary
#*| Receive a daily email summary containing the events selected below
Email Address:
Alert Events:
#| Insufiicient Licenses - Usage in account exceeds available licenses
[« Licenses Expiring - Warming that term-imited licenses will be expiring. Sent 90, 60, 30, 14, 7, 3 and 1 day prior to expiration.
|« Licenses Expired - Term-limited licenses have expired. Only displayed if Licenses Expiring warning have nof been dismissed.
|« Product Instance Failed to Connect - Product has not successfully connected during its renewal period
#| Product Instance Failed to Renew - Product did not successiully connect within its maximum allowed renewal period.
|« Satellite Synchronization Overdue - Satellite has not synchronized within the expected time period.
|« Satellite Unregistered and Removed - Satellite failed to synchronize in 80 days and has been removed.
| Licenses Mot Converted - One or maore traditional licenses were not automatically converted fo Smart during Product Instance Registration.
Informational Events:
|« MNew Licenses - An order has been processed and new licenses have been added to the account
I« Mew Product Instance - A new product instance has successfully registered with the account
|« Licenses Reserved - A product instance has reserved licenses in the account
Status Notification

|| Receive an email when a Satellite synchronization file has finished processing by Smart Software Manager
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g Flr?power_ Managerment Center Q Overview Analysis Policies Devices Objects AMP

CIsCo

Active Health Alerts
Configure Health Alerts

Health Alert Name

Smart-License-Syslog-Alert

Severity Module Alert
Critical Realm & syslog_for_IPS (Syslog)
Warning Reconfiguring Detection MySyslog (Syslog)
Normal Security Intelligence
Error Smart License Monitor
Recovered Snort |dentity Memory Usage

Threat Data Updates on Devic...
Time Series Data Monitor

Time Synchronization Status

URL Filtering Monitor

User Agent Status Monitor

VPN Status v

LA 2Health Alertf ;=41 :

2 Warnings G critica

Firepower Management Centear

FMC2000-2

@ Smart License ... Smart License usage is out of compliance

FMCERH RGBT HER :

<#root>
Mar 13 18:47:10 xX.xX.xX.Xx Mar 13 09:47:10 FMC :

HWNOTI FY: Smart License Monitor (Sensor FMC)

: Severity: critical: Smart License usage 1is out of compliance

EXETRRLASERNEMIASE , BSASTRE SR,
B —&gEk~ ENZAFMC

ER &k, LERAZAMFMCE , 8MFMCEN B XA EM -, ECSSMAEERZSNFMCHY
, EX 2 8NMFMC , BNFMCHEN B LR -, XX TETHNFMCERIFIIEEY FEESR


https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/health_monitoring.html

Ao

FMC AT InternetiE %

EME , FMCE30RRE — X BT fiE = MiF DRSS, MBFMCHEIOXRKNTEERE |, FAIThAE
FHLURE |, B RENRIE N Authorization ExpirediR %S, EMEELLIRAT , FMCti &Rl =ikiE
B g iEs.

EBE ZANFMCv

EELREFRFEAFirepowerR KR |, = ( HBF5H ) FZERLTE. S FirepowerEE O EHL
(FMCV)HRME—H K ERAECHABEEERRIEEE., EFEZ/FMCv , DTMNIFHE LELIE

(OVF) X #3ZF —BIZFMCv, BXIURFINFMER |, H55R_CGER FVMware#Cisco Firepower®
B OENEEBHEA TSR o

BB #EE(FAQ)
EFTD HAR | EEZ DGR FANE ?

ESAAEFRERRANFTDE , B8 RFBFIZFIIL. Fla , MREFTD HAN LERARBHEHR
Z(IPS)MELEERABH (AMP)ZhEE |, MFHEEM A R M B /i,

FTD {4 £ A AnyConnectif AJ i ?

FFEMCEMEIEREK /S , BiRAnyConnect¥ AlEE B A, EBMAWHILE , HSMEFMC >
Devices , B RMNIZE |, ARF1EELicense, ERMERIF , B EFERTEEK, PHEFRNE , A
BEBERE,

LEF100MNA PR, At AEREKF H RE —NAnyConnectiF AJiE“IEFE £ ?

XEMHTH , BAERKSSRERALFTIENREHE K MTAREENEIRSHE.
FMCHEL E MBI ZEAVPNE N 4 2 H I Device does not have the AnyConnect Licensefi % ?
BRFMCE EMEI BT it R, MHTHRIFMCHREMRL FiIFEERNA , TEBBERETHF
g}lio MERFMCE XM , BHEARAnyConnectiF AJiEFEE FEMEREKR "+ , HASREPEAIR

EHEWANE, S BIFMCIRE |, EEEMNIRE |, WANE ( HEEN ) EEEKS PR F I
, Rieik# &1z

B ZZEHRIVPNEER , 744 H I Remote Access VPN with SSL cannot be deployed when Export-Controlled
Features (Strong-crypto) are di sabled% x®?

HFTD L HEMNIZRZEHFRIVPNEER A MFEF I, EnEFMCEER TRNBF AL, B
BB MBFAEAVRE , $i B FMCRE>WRIIE> BRI HRIEREE AT S HIEHThEe.


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html

1N 5B Export-Controlled Features# 22 A | 2N4A]j3 A 58 H0 27 15 AT E ?

MREFMCEME EREMk P =Hi R £ AR S hE B /8 A& TAllow export-controlled functions on the
products registered with this token , Ml Bz /5 ALLIhEE, WMRSEREALED |, HEUEEM
FMCH 1 5 AL ET M 1RR T EFEM-

WMRERT B RVFER L REM ™ m EN S HEE TR TH |, RITHLERE?
FELENEREFERAER,

R AL LW E“Strong crypto (is , encryption algorithm greater than DES) for VPN topology s s2 is
not supported”$5i® ?

HFMCHE AT EE XS E REVF AIEIK /- TR G ZVF IR |, BRI R, VRIEFMCRED
SEMBFAHEMAANN |, FERAAVERLSEEMR™ MmO S HIEFTeE, MREEKSFARAVE
FRENBRVFANE , WA R EERBEES TDESH VPN RQEIEREE.

N ARBIFMC LR R EHIRA 2
HHEHA—NSZERZEATTANGF LN , REUELTEBFIEN,

ALY EREARAS ?

#HR (FirepowerBt B /) PR H BRI 1TIRE

1. EENHESNERT LY , BERZEMLEF AL,
2. B E RREWRATHE VL,

3. £ B R E R E 4 B 1 25 (https://software.cisco.com/#SmartLicensing-Inventory) , BiFF AIIE R &
o I AE SR RE BA ik P AR

4. EFMCH | iR RS> vl > e 71k,
5. EFREHEN
SEEIE A fEFirepowerZ & iF Al IR F,

Firepower B B Br I Bt ThEER T4 ?
BRI A R

« BIEFTDIRFAFITRIRMEEE ( ZFEDHCPHRLFINAT ) .
- EETAMEHABER TEEFTDIR® .
« FRLEREE NFirepower 9300HLFEHNERE (NBNEE ) .


https://software.cisco.com/#SmartLicensing-Inventory)
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html

- J¥Firepower 93003k Firepower 4100R 7R % (FTD)ELE N B &K (VFEREE ) -
- EREF AR RS, [ e R s H A i A P A R A A

Zn{a 3R BX Firepower & i B 480 B 5t Th 88 1 AT E ?

IR MK Firepower & i By ) i Firepower B i B EE L iR & 6 , E < B REME AR AIE,
FTDEMEIFMCHY , & Bz EAME R E ek,

FEFMCHIE BEF Wl = 2 8] BY % R A J0 o i BB LE P tb ik 2

FMCEEAIP %0443 L , AT 588 it=#TEE.

iZIP# 31t (hitps://tools.cisco.com) R LA T IP#b 3t :

+ 72.163.4.38
+ 173.37.145.8

NFEF7.30WFMChHRA | ©EET BT LT IP# it A https://smartreceiver.cisco.com :

- 146.112. 59. 81
MXRER

« FirepowerZE i Ol BIER

+ Cisco LiveBgEF Al #1iR - BRKARC-2034

« Cisco Secure Firewall Management CenterZh 821 A] iE

® iEle:I\\ ﬁgh -i« ﬂmmﬂaﬁ FAQ


https://tools.cisco.com/
https://smartreceiver.cisco.com
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKARC-2034#/
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKARC-2034#/
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKARC-2034#/
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
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