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Create Network Analysis Policy

Policy Information

Name *

Description

Inline Mode

Base Policy

* Required

4. BIFR

Balanced Security and Connectivity

Create Policy | Create and Edit Policy
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Policy Information ‘TCP Stream Configuration
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Back Orifice Detection
Packet Type Performance Boost
Checksum Verification

DCE/APC Configuration Targets

DNS Configuration Hosts <

FTP and Telnet Configuration dafout
GTP Command Channel Conf

HTTP Configuration

IP Defragmentation

Packet Decoding

SMTP Configuration

SSH Configuration

SSL Cenfiguration

Sun RPC Configuration

TCP Stream Configuration
UDP Stream Configuration

@ Policy Layers

Configuration

Network default {Single 1P address or CIDR block)
Policy Windows (WinS8, WinME, WinNT, Win2000, WinXP)

Timeout

Maximum TCP Window o

Overlap Limit o

Flush Factor o

Stateful Inspection Anomalies

TCP Session Hijacking

Conseeutive Small Segments

Small Segment Size bytes

Ports Ignoring Small Segments

Require TCP 3-Way Handshake

3-Way Handshake Timeout o seconds (0 means unlimited timeout)

Packet Size Performance Boost

Cancel
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8. A EIRMHPIERFIET .
9. # EINetwork Analysis and Intrusion PoliciesE% , A /5 &% EditEB#x.
Rules Security Intelligence HTTP Responses m

Prefilter Policy Settings
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Intrusion Policy Variable Set

Default Network Analysis Policy
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Default Prefilter Policy Intrusion Event Logging Limits - Max Events Stored Per Packet 8
Latency-Based Performance Settings
o il At Packet Handling Disabled
Rule Handling Disabled

Default-Set
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