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SW|2: HEBFREEFMC LR  HP AN

S| 3 BRIFFEHISEHTEHRIEMBNE | 2ERFELEHEIFMC,
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Y |ISELE KK EL & R 7 1£ System > Integration > Identity Sources > Identity Services Engine T B
, FMCR# REEMSGTHIkR,

AR BETestizf ( WTAIR ) T2 AFMCKRERSCTHE,

Cisco CS1 Realms Identity Sources esStreamer Host Input Client Smart Software Satellite

Identity Sources

Service Type Mone Identity Services Engine User Agent

Primary Host Name/IF Address * 10.301,229.73

Secondary Host Name/IP Address

piGrid Server CA * 15E22-1 b
MNT Server Ca * ISE22-1 o
FMC Server Certificate ® FMCH1 I

ISE Network Filter

* Required Field Test

&

FMCHISEZ HKEEHADI ( IR B %# O ) kI , ADIREFMC LE1THIME—#RE ( g —1
KBl ) o FMCERHAMHRZEITAADIFERES. BE , B—1T HADINAH R BIEMER 2R,

FMCRISGTREEAMBIEEF. BIEFEISSCTEMMNES , EHFIFMCELESGTHIEN £ A
ME—#RRRF ( REARIEID ) FR AW, LR EF iR B RIE RER.

MRISELZSALXEETH ( MMPIBRSIFMNA ) |, ISELFpxGridi@ A#EEBIFMCAE H A SCGTHIE
FEo

LHAFFERISERTTEARIIFFERARESECHITENN , ISEEIpxGrid@HIFMC |, 2451

YHRWAPXEEHASGT ZB2ZNELE. FMCRREEEHBAAAFIPBS X4, FMCERELZHEN
IREN YRR G HEIE B4E BESHIRTE |, B4R T EESORERE,

AXE  FMCT AR IPBRE K B #HEIMEREE. FMCEHIERE B ELFBESE



THRAPF, MRXNFPNAFTETAE , FREBFTIRBULAFRRHFE R RRRARF
Z R RGP Y 25
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interface G gabitEthernetl/1
nanei f inside
cts manual
policy static sgt 6 trusted
security-level 100
i p address 10.201.229.81 255. 255. 255. 224
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> show access-control-config

. [ Rule Set: (User) ]================ --------------- [ Rule: DenyGnbling ]-----
---------- Action : Block | SE Metadata : Security Group Tags: [7:6]

Destination Ports : HTTP (protocol 6, port 80)
HTTPS (protocol 6, port 443)
URLs
Cat egory : Gnbling
Cat egory : Stream ng Media

Cat egory . Hacki ng



Cat egory : Malware Sites

Cat egory . Peer to Peer
Loggi ng Configuration
DC : Enabl ed
Begi nni ng : Enabl ed
End : Disabl ed
Files : Disabl ed
Saf e Search : No
Rule Hits ;3
Vari abl e Set . Default-Set

¥ Z2EANRCEERMNE : [7:6] EXAKFESD | “7TEAMSCGTHEIEEMNME—ID |, X
FMCHI{£ B2 HE LD, “6”EFE7E%HE§HE'J£—|ZTSGTE?°
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> gystem support firewall-engine-debug

Pl ease specify an | P protocol:

Pl ease specify a client | P address: 10.201.229.88
Pl ease specify a client port:

Pl ease specify a server |P address:

Pl ease specify a server port:

Monitoring firewall engi ne debug nmessages

N BXARIC A 152 A TR E M firewall-engine-debug Rl :

10. 201. 229. 88-52243 > 104.28.4.103-80 6 AS O | 1 Starting with mininumO, id O and |PProto first
with zones -1 -> -1,

geo 0(0) -> 0, vlan 0, sgt tag: 6, svc 676, payload O, client 686, misc O, user 9999999, url
http://ww. poker.com , xff

10. 201. 229. 88- 52243 > 104.28.4.103-80 6 AS O | 1: DataMessagi ng_Get URLDat a: Returni ng URL_BCTYPE
for ww. poker.com

10. 201. 229. 88- 52243 > 104.28.4.103-80 6 AS O | 1 rule order 1, 'DenyGanbling' , URL Lookup
Success: http://ww. poker.conl waited: 0Ons

10. 201. 229. 88- 52243 > 104.28.4.103-80 6 AS O | 1 rule order 1, 'DenyGanbling , URL

http://ww. poker.com Matched Category: 27:96 waited: Ons

10. 201. 229. 88- 52243 > 104.28.4.103-80 6 AS O | 1 match rule order 1, 'DenyGanbling', action

Bl ock

10. 201. 229. 88-52243 > 104.28.4.103-80 6 AS 0 | 1 sending bl ock response of 474 bytes
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> system support firewall-engine-dump-user-identity-data

Successful |y commanded snort.



BEEEWE  FHATRER :

> expert

adnmi n@ i r epower: ~$

SnortfE/var/sf/detection_engines/GUID/instance-x B 5 T8I 5 XX . #HE SLHENBHR
user_identity.dump.

adm n@ i repower:/var/sf/detecti on_engi nes/ 7eed8b44-707f - 11e6- 9d7d- e9a0c4d67697/ i nst ance- 1$ sudo
cat user_identity.dump
Passwor d:

---------------- IP:USER ---------------- ---------------- Host ::ffff:10.201.229.88 -----------
----- coffff:10.201. 229. 88: sgt 7, device_type 313, location_ip ::ffff:10.201.229.94
coffff:10.201.229.88: 47 realm3 type 1 user_pat_start O

LA E#HE R, Snort&EIP#3E10.201.229.94 5 BISGTID 7 , BISGTHS6 (HE ) »

MFirepower&E f0»

BRI LLEEADIBEURIEFMCHISEZ B BE, EERadiAHHIBEE , BREFMC LAY
Ivar/log/messagesX ., BLFEFMTHZE :

ADI _| SE_Test _Hel p: adi . | SEConnection [I NFO Preparing ISE Connection objects...
ADI _| SE_Test _Hel p: adi . | SEConnection [I NFO Preparing subscription objects...
ADI _| SE_Test _Hel p: adi . | SEConnection [I NFO subscribed successfully to

Endpoi nt Prof i | eMet aDat aCapability

ADI _| SE_Test _Hel p: adi . | SEConnection [INFQ registered call back for capability
Endpoi nt Prof i | eMet aDat aCapability

ADI _| SE_Test _Hel p: adi . | SEConnection [I NFO subscribed successfully to

Trust SecMet aDat aCapabi l ity

ADI _| SE_Test _Hel p: adi . | SEConnection [INFQ registered call back for capability
Trust SecMet aDat aCapabi l ity

ADI _| SE_Test _Hel p: adi . | SEConnection [I NFO subscribed successfully to

Sessi onDirectoryCapability

ADI _| SE_Test _Hel p: adi . | SEConnection [INFQ registered call back for capability
SessionDirectoryCapability

ADI _| SE_Test _Hel p: adi . | SEConnection [I NFO Connecting to ISE server...

ADI _| SE_Test _Hel p: adi . | SEConnection [I NFO Beginning to connect to ISE server...

ADI _| SE_Test _Hel p: adi . | SEConnection [INFQ ... successfully connected to ISE server.
ADI _| SE_Test _Hel p: adi . | SEConnection [INFQ Starting bul k downl oad



	了解基于TrustSec的FirePower和ISE访问控制
	目录
	简介
	使用的组件
	概述
	用户IP映射方法
	内联标记方法

	故障排除
	从Firepower设备的受限外壳
	从Firepower设备的专家模式

	从Firepower管理中心



