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CISCO Email Security Viftual Appliance
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Email Security Manager
Incoming Mail Policies

HAT Overviey Incoming Content Filters
Outgoing Mail Policies
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Mail Policy Settings

Host Access Table (HAT)
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Add Sender Group.., L eption Table
Address Lists
putation Score |7 External Thea
Order Sender Grou  Recipient Access Table (RAT) | 7 4 8 8 +0 | Sources Appli
1 WHITELIST Destination Controls Mone applied
2 BLACKLIST =~ Bounce Verification None applied
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Add Sender Group... | Import HAT... |
SenderBase™ Reputation Score i= External Threat Feed
Order  Sender Group |- -8 r 4 2 0 2 4 8 g 10 Sources Applied | Mail Flow Policy _ Delete
1 WHITELIST | None applied | TRUSTED | ®
2 BLACKLIST —_— None applied BLOCKED =
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Sender Group Settings

Name: | |pPHISHING SIMULATION|

Comment: |Allow 3rd Party Phishing Simulation emails
Policy: | TRUSTED &

SBRS (Optional): ' 1w ]

Include SBRS Scores of "None”
Recommended for suspected senders only.

External Threat Feeds (Optional): | To add and cenfigure Sources, go to Mail Policies > External Threat Feeds
Far IP lookups only

DNS Lists (Optional): (7)
{e.q. ‘guery. blacklist.example, query.blacklist2.example')
Connecting Host DNS Verification: Connecting host PTR record does not exist in DNS.
Connecting host PTR record lookup fails due to temporary DNS failure.
Connecting host reverse DNS lookup (PTR) does net match the forward DNS lookup (A).
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Sender Type: | @) 1p addresses Geolocation

Sender: () | 13 34 56.78
(IPw or IPvE)

Comment: |Phishing Simulation Sender IP|
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ski p_anp_graymai | _vof _for_phi shi ng_canpai gns:
i f(sendergroup == "PH SH NG_SI MULATI ON")

{

ski p- anmpcheck();

ski p- mar keti ngcheck();

ski p- soci al check();

ski p- bul kcheck();

ski p- vof check();

}
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