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Create Account Profile
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Profile Name : |.:-.rl.lr-.!-':.d||l..!;. = - 0 == - .
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P
Frofile Type Office 365 [/ Hybeid [Gragh APT) Bl — = e —
- ] L] _--.I'_._'_ _'_‘_'_'_‘-._'_'_
Client 1D : | |7355f5d1- 4~ Ifc-accfddeBfahS—"
— — I
Tenant 1D : | [g2s542i0 _ d7d3516051
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Create Account Profile
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Ermor Errors hawe oocurred, Please see below for detalls,

The address must be a hastname or an [P
address. The [P address must be 4 numbers

Profie Name : Exchange-mar

Description : Exchange on premise profile
s
Profibke Type : Exchangs On Promise j./
Uisermame:

separated by a period. Each number must be a
value from O to 255, (Example: 192.168.1.1) A
hastname i< a string that must match the
following rules:

® A label is @ set of characters, numbers and
dashes,

» The first and last character of a label must

MARImapersonator

be a letter or a number.
» The hostname must have at least 2 labels

Passwaord :

Hast © | mytestexchangeserver.com

Parameterﬁ fur thE‘ HDST: ﬁémilddrn'\\ must be a hostname or an 1P address.

separated by a peripd,
= The last label cannot be all numbers

The 1P addr... morg

Cancel | Test Connection
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Account Profiles ©
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Account Profile Name
arure-riptac
exchange-mar-2

Exchange-mar

azure-rcdntac

Profile Type

Office 365 J Hybrid (Graph APT)
Excharnge On Premize
Exchange On Premise

Dffice 365 § Hybrid {Graph ARI)

Description [helete
rip domaing 1 |
secondary an premise profile =
Exchange On-Premise = |
MAR-Charella fi
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Edit Domain Mapping

Enter Domain Mame(s): 7! | rptacsecondary.com

A

Mapped Profile: | | azure_exeh
mar_ghain_1
all-damains
axchange-mar-2

[ Cancel | B
R 5 7R 5

Domains

The following is a list of valid domain formats that can be used to map a
Mailbox Profile:

* The domain can be the special keyword "ALL" to match all
domains in order to create a default domain mapping.

s Domain names such as 'example.com’ - Matches any address with
this domain.

* Partial domain names such as '@.partial.example.com’ - Matches
any address ending with this domain

s Multiple domains can be entered by using a comma separated list
of domains.
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Create Domain Mapping |
Mailbox Profile/Chained Profile Recipient Domains) Delete
azura-riptac rtprocks.com o
exchange-mar-2 rtptacsecondary.com 1 |
exchange-mar charellal 2l 2 com,chareestB68. com, 8 home. ... =}
azure-redntac charellalLLl.com ?
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Create Chained Profile
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Connection Parameters

Email Address; | testusenriprocks.com
Connection Status

Connected to Excha
Connection Successful.

The appliance is able to read the user's mailbox.
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Fri Aug 30 11:57:30 2019 Info: Process ready for Mil box Renediation

Fri Aug 30 12:29:54 2019 Info: MID: 782107 Attempting to remediate using “azure-rtptac  profile
for recipient testuser@rtprocks.com. Attempt number : 1

Fri Aug 30 12:29:54 2019 Info: MD: 782107 Trying to performthe forward and del ete action on
Ofice 365 or Hybrid exchange for SHA256:

le6f 324 982d4eb71ad967e79261a6435aef 928b57bc523dbb3e7ded4ed65941ab recipient's

(testuser @t procks. con) nail box.

Fri Aug 30 12:29:58 2019 Info: MD: 782107 Message forwarded successfully to

adm n_mar @t procks. com

Fri Aug 30 12:29:58 2019 Info: MD: 782107 Message del eted successfully from

testuser @t procks. com mai | box.

Fri Aug 30 12:29:58 2019 Info: MD: 782107 Renedi ati on succeeded with “azure-rtptac’ profile for
reci pient testuser @t procks.com
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Mon Oct 14 15:01:01 2019 Info: MID: 24 Attempting gto remediate using 'azurertptac' profile for
recipient charella@rtptacsecondary.com . Attempt number : 1

Mon Cct 14 15:01:01 2019 Info: MD: 24 Trying to perfrmthe delete action on Ofice 365 or
Hybri d exchange for SHA256: 1e6f324982d4eb71ad967e79261a6435aef 928b57bc523dbb3e7ded4ed65941ab
reci pients (charella@tptacsecondary. con) nail box

Mon COct 14 15:01:09 2019 Info: MD: 24 Unable to read nmessage(s) fromthe recipient's

(charell a@t ptacsecondary. com) nmail box. Error: The mail box cannot be accessed using this
profile or the required

perni ssi ons may be m ssing

Mon Oct 14 15:01:09 2019 Info: MID: 24 Attempting to remediate using 'exchange-mar-2' profile
for recipient charella@rtptacsecondary.com . Attempt number : 1

Mon Cct 14 15:01:09 2019 Info: MD: 24 Trying to performthe delete action on On Preni se
Exchange for SHA256: 1e6f324982d4eb71ad967e79261a6435aef 928b57bc523dbb3e7ded4ed65941ab
recipient's (charell a@t ptacsecondary.com nail box.

Mon COct 14 15:01:16 2019 Info: MD: 24 Message del eted successfully from

charel l a@t pt acsecondary. com nai | box.

Mon Cct 14 15:01:16 2019 Info: MD: 24 Renediation succeeded with 'exchange-mar-2' profile for
reci pient charell a@tptacsecondary.com Not trying further profile.
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https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/211404-How-to-configure-Azure-AD-and-Office-365.html
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