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URLE B EMH MM A FHURL, BEXFAER , F5H (BFER) B A B A 6EHap4
SRR SR HER R B, “NAR IR M LEFRZETHFEENURLE,

HXNTAERIRFENEENZEHNET DA AR, FERR. ABRNBATIRRE
HY TAERA S, X EEf2 4t

« REHXNEBFMM RN T ZEFEURLIBATF MR,

« A, URLEIEEH ABRKILIERR. MEENALACLAERNMNXZLREIJHNET
WebHY BRI REURY , XM INa R ER | BN EE#A QM IER,

o SR TR A A SRS IR R R B4 URLA E T WebH EE 1T 2 (WBRS)REUTZ).
W, BANEEERHRYHAMEENURL , FEEEMRENMELZEAE , #TATHHE
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« URLERZ! (o , RARBHIEEES) ) AILERNEMBALERESER USSR EZAE
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- AT RAINAAFBLERF RPEL[LGTEEEUFF BEFPHURL , URSNE LIV EE,
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Secure Email Gateway Is getting a new look. Try it !

wtfran)ee Secure Email

CISCO  Cloud Gateway C300V

& Monitor Mail Policies Security Services Network System Administration

URL Filtering

URL Filtering Overview

URL Filtering is currently disabled.

£ T3k , B HEnable URL Category and Reputation Filters, It REIBIFEURLERBR, BREHN
RAURLBNRESRK(E , H/EAIERURLAED

Secure Email Gateway is getting a new look. Try it !

sltalie Secure Email

CISCO Cloud Gateway CI00V

A Menitor Mail Palicies Security Services Network System Administration

URL Filtering

URL Filtering Overview

Enable URL Category and Rep ion Filters
Use a URL allowed list: (7} | None o
b Web Interaction Tracking: @ Enable Web Interaction Tracking
= Advanced Settings: URL Lookup Timeout @ | |5
Maximum Number of URLS scanned in | |4m
Message Body
Maximum Number of URLs scanned in |4m
Message Attachments
Rewrite URL text and HREF in Message Yes
Select the "Yes' option to display the
rewritten URL in the message body.
O No
Sefect the 'Wo' option to display the
rewritten URL in the HREF part of the
HTML message.
URL Logging @) | & grapie
Disable Q
Cancel

N o ERRLNESHEENES.

BIZURLIIRIRE
$292 FURLEET | BT SR 864 3 4 A RO RB 4 oh B0 URLIR (T 1R 46,

AR AFE BB SR AV ER 4 M B P 22 URL, URLWEAERFRBHLLTIHE |, U
SEAUTAHNFZNS



« HTTP. HTTPSERWWW
o 1EERIP# b

« IWOSAHETEES()
- XES/NEFH

~ EE  KZHURLMmail_logs#E RURLAESRE . MRURLKIEFKEmail_logsH , HEEF
“HiR 44 IR =" (Message Tracking)bA T BB 4FID(MID). “BB 4R ER”(Message Tracking) @&
“URLi¥4HE B (URL Details)i&T-E .

HRGEURLUAEESRHREN R4 (MBELE , #ITARER ) , RE2LELEAY
R 4 JF 07 ik Hi H Sh R 4o

A LURIEURLAE & S BB 4 1E 3 B URL S Bl X BB 44 2575 5 B 4 (Y BB - B AT #R 4E o

filan | R EFFDrop(Final Action)iR1ERN A TFrE @ EAdult3 3 FEYURLAVER 4 |, R IMURL
CategoryK B P& M4 |, HiEAAdultz S,

MRREERD , MATERESNAH T84,

“O[{E”(Trusted), “BF)’(Advantage). “H”(Neutral), “BJ%E”(Problem)#“A A {5 (Untrusted)&y
URLEEZES,BERMEN BFUiEEN, BUUEEBEER, W TFEESIERBEN
URL , iEER“ARA",

ERERBURLIARETS , IUAEBARTIES , WENRMHEEEERMURL , NN ZERE
o TEGUIFR |, X Sin 2 lB 4 3K B (Mail Policies)>t& A A& T E 85 (Incoming Content Filters)>#s il
3885 (Add Filter),

BURLXEWREDT -

» Defang URL
- ABWIZURLEH AT AT 2T | BERAFU A AMARTLUEETRAIAIURL, ( ERBURLH &
AFTANFR. )
- EEMERRLZENRE
- REZURLUEE BN ZeABHTHMRIN , ZURLIIEES, RIEENZERE
¥E , BRI AR R
« FURLE#R N NAHE
- FEAL®ED , EEAUUEEEPFEEURL , FFHREBADBHTZENCREE.

T EZEERNURL



FHE : BaES, BERFTEBNURLITN. XREREMNEWEILSIREE ; BR , AR
AEIEREE , RNEFRHURLEERENEB LS. XML ETREM.

BUGRMF : fHIE, (BEEAUR2REREFMF. )
L RGIAURLITEHABRTIREBRRE LT3, BN ZEERNURL:

Content Filter Settings

Name: IURL_QUAR;QNTINE“UNTRU STED

Currently Used by Policies: = Default Policy

Description: | | Quarantine messages with known Untrusted URLs. (Includes messages with attachments.)

Conditions

Add Condition...
Order Condition Rule Delete
1 | URL Reputation | url-reputation(-10.00, -6.00 , "bypass_urls", 1, 1) )

Add Action... I
Order Action Rule Delete
1 Quarantine quarantine("URL_UNTRUSTED") =]

BEUARTIEERMN , ERRLH213#E EBUntrustedE& (-10.00%)-6.00 ) BWURL , F5F
BRI A FRE XURL_UNTRUSTED, BA T 2mail_logsH B R~Al :

<#root>

Tue Jul 5 15:01:25 2022 Info: ICID 5 ACCEPT SG MY_TRUSTED_HOSTS match 127.0.0.1 SBRS None country Unite
Tue Jul 5 15:01:25 2022 Info: ICID 5 TLS success protocol TLSvl.2 cipher ECDHE-RSA-AES256-GCM-SHA384
Tue Jul 5 15:01:25 2022 Info: Start MID 3 ICID 5

Tue Jul 5 15:01:25 2022 Info: MID 3 ICID 5 From: <test@test.com>

Tue Jul 5 15:01:25 2022 Info: MID 3 SDR: Domains for which SDR 1is requested: reverse DNS host: example.
Tue Jul 5 15:01:25 2022 Info: MID 3 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N/
Tue Jul 5 15:01:25 2022 Info: MID 3 ICID 5 RID O To: <end_user>

Tue Jul 5 15:01:25 2022 Info: MID 3 Message-ID '<20220705145935.1835303@ip-127-0-0-1.1internal>"'

Tue Jul 5 15:01:25 2022 Info: MID 3 Subject "test is sent you a URL => 15504c0618"

Tue Jul 5 15:01:25 2022 Info: MID 3 SDR: Domains for which SDR 1is requested: reverse DNS host:ip-127-0-
Tue Jul 5 15:01:25 2022 Info: MID 3 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N/
Tue Jul 5 15:01:25 2022 Info: MID 3 SDR: Tracker Header : 62c45245_jTikQ21V2NYfmrGzMwQMBd68fxqFFueNmETw
Tue Jul 5 15:01:25 2022 Info: MID 3 ready 3123 bytes from <test@test.com>

Tue Jul 5 15:01:25 2022 Info: MID 3 matched all recipients for per-recipient policy DEFAULT in the 1inbo
Tue Jul 5 15:01:25 2022 Info: ICID 5 close

Tue Jul 5 15:01:25 2022 Info: MD 3 URL https://ww.ihaveabadreputation.conl has reputation -9.5 matchec
Tue Jul 5 15:01:25 2022 Info: MD 3 quarantined to "Policy" (content filter:URL_QUARANTI NE_UNTRUSTED)
Tue Jul 5 15:01:25 2022 Info: Message finished MID 3 done



URL ihaveabadreputation.com## FUNTRUSTED , HEi¥ 4% — 9.5, URLEER MBI FZEE
AURL , N ERBEEEURL_UNTRUSTED,

MRURLIEEH AR TR ABBEREE B A |, MR Bmail_logsHy £ — /N ROFIRH— AN RAI
o MRE—HPHREBA T HEMRS ( WREFH4 ) | MEARSSERREBENILERSRE
M AFENBURL, EE—NURLRGIS | FEAMHREESHER RHREBH 5|2 (CASE) , HXY
BR 4 IE SOR TS HEE N R, X B LEmail_logsH 158 , BN RV EBH 2B AL B EE
PR E—MRS. ARTRESHE T ABALEEE -

<#root>

Tue Jul 5 15:19:48 2022 Info: ICID 6 ACCEPT SG MY_TRUSTED_HOSTS match 127.0.0.1 SBRS None country Unite
Tue Jul 5 15:19:48 2022 Info: ICID 6 TLS success protocol TLSvl.2 cipher ECDHE-RSA-AES256-GCM-SHA384
Tue Jul 5 15:19:48 2022 Info: Start MID 4 ICID 6

Tue Jul 5 15:19:48 2022 Info: MID 4 ICID 6 From: <test@test.com>

Tue Jul 5 15:19:48 2022 Info: MID 4 SDR: Domains for which SDR 1is requested: reverse DNS host:ip-127-0-
Tue Jul 5 15:19:49 2022 Info: MID 4 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N/
Tue Jul 5 15:19:49 2022 Info: MID 4 ICID 6 RID O To: <end_user>

Tue Jul 5 15:19:49 2022 Info: MID 4 Message-ID '<20220705151759.1841272@ip-127-0-0-1.1internal>"'

Tue Jul 5 15:19:49 2022 Info: MID 4 Subject "test is sent you a URL => 646acal3b8"

Tue Jul 5 15:19:49 2022 Info: MID 4 SDR: Domains for which SDR 1is requested: reverse DNS host:ip-127-0-
Tue Jul 5 15:19:49 2022 Info: MID 4 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N/
Tue Jul 5 15:19:49 2022 Info: MID 4 SDR: Tracker Header : 62c45695_mgwplhpxGDgqtgUp/XTLGFKD60hwNKKsghUKAI
Tue Jul 5 15:19:49 2022 Info: MID 4 ready 3157 bytes from <test@test.com>

Tue Jul 5 15:19:49 2022 Info: MID 4 matched all recipients for per-recipient policy DEFAULT in the 1inbo
Tue Jul 5 15:19:49 2022 Info: ICID 6 close

Tue Jul 5 15:19:49 2022 Info: MD 4 interimverdict using engi ne: CASE spam positive

Tue Jul 5 15:19:49 2022 Info: MD 4 using engine: CASE spam positive

Tue Jul 5 15:19:49 2022 Info: ISQ: Tagging MID 4 for quarantine

Tue Jul 5 15:19:49 2022 Info: MID 4 URL https://www.ihaveabadreputation.com/ has reputation -9.5 matche
Tue Jul 5 15:19:49 2022 Info: MID 4 quarantined to "URL_UNTRUSTED" (content filter:URL_QUARANTINE_UNTRU
Tue Jul 5 15:19:49 2022 Info: Message finished MID 4 done

Bt , CASEFIPASHN B EESRELFA. SHBMHRNBLTENMN, FES DI, LN
URLE R, EARTRFIF , &Elihaveabadreputation.com , E*B'iﬁiﬂﬁﬂiii}ﬂllﬂﬂmﬁl:(lsc,)) ,

URL_QUARANTINE_UNTRUSTEDA&IIEZFRIC NURL_UNTRUSTEDRE X, BR&4& LI A

URL_UNTRUSTEDRE X, HEEANMNZREXKITH4RAFSURL_UNTRUSTEDFEE X #Y A [H]
BR i)/ B B S A, BRI RE R AISQ,

BEEEIBREDN , TUNARLIRFEEH R4 FNERE,



FEURL

RE:ZBIARFETRBERA TS BRI BRI ZHEE, URLIEERSIRE EBHBEREIMIE
. BHERNERTURLEERMK P EREERE,

EENRE . EREESIZEARUKREHMABERERE,

RAURLH‘EEFEE TURBEFNFHNURLE AN RERD I EEREB T LT HEENEIHR S
YEMURL, YRMEZEXREGNRFENEEN , XERMUESTARZEE. WNFHE
URL , BERIBZWIERANATERRETERAMURLE MM A A TIEET. MAsyncOS 14.2F 1 , KA
URLF & EITalostEIRTRS , UERBESHREMIE RAARANURLD M, b5\ , REURLAYHE
HEEXRENEEARMEEEMDFHURLIE RURFEAURLAF N AT sE4MN. (BSRMAAR
Microsoft Azure(Microsoft 365)API - Ciscofit & Bl &4 B 7 f BETHREZER, )

BERGIAURLTEHABRTRBFREFR , RN ARAURL:

Content Filter Settings

Name: ' |yRL_UNKNOWN

Currently Used by Policies: Default Policy

Description: | [Log messages with Unknown URLS. (Iﬁcfades messages with attachments. )

Order: 2 @ (of2)

Conditions

Add Condition...
Order Condition Rule Delete
1 URL Reputation url-no-reputation(" , 1, 1) |7 |

Add Action... l
Order Action Rule Delete
1 Add Log Entry log-entry("<<<=== LOGGING UNKNOWN URL FOR MAIL_LOGS ===>>>") ﬁ

BYEABRSIESRTN , BERRSm4EEBUnknownfSEHURL , # HE1TE Amail_logs.
LA 2mail_logs B R

<#root>

Tue Jul 5 16:51:53 2022 Info: ICID 20 ACCEPT SG MY_TRUSTED_HOSTS match 127.0.0.1 SBRS None country Unit
Tue Jul 5 16:51:53 2022 Info: ICID 20 TLS success protocol TLSvl.2 cipher ECDHE-RSA-AES256-GCM-SHA384
Tue Jul 5 16:51:53 2022 Info: Start MID 16 ICID 20

Tue Jul 5 16:51:53 2022 Info: MID 16 ICID 20 From: <test@test.com>

Tue Jul 5 16:51:53 2022 Info: MID 16 SDR: Domains for which SDR is requested: reverse DNS host:ip-127-0
Tue Jul 5 16:51:53 2022 Info: MID 16 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N
Tue Jul 5 16:51:53 2022 Info: MID 16 ICID 20 RID O To: <end_user>

Tue Jul 5 16:51:53 2022 Info: MID 16 Message-ID '<20220705165003.1870404@ip-127-0-0-1.1internal>"'

Tue Jul 5 16:51:53 2022 Info: MID 16 Subject "test is sent you a URL => e835eadd28"

Tue Jul 5 16:51:53 2022 Info: MID 16 SDR: Domains for which SDR is requested: reverse DNS host:ip-127-0
Tue Jul 5 16:51:53 2022 Info: MID 16 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N
Tue Jul 5 16:51:53 2022 Info: MID 16 SDR: Tracker Header : 62c46c29_vrAqZZys2Hgk+BFINVrzdNLLn81kuIf/K6o


https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/211404-How-to-configure-Azure-AD-and-Office-365.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/211404-How-to-configure-Azure-AD-and-Office-365.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/211404-How-to-configure-Azure-AD-and-Office-365.html

Tue Jul 5 16:51:53 2022 Info: MID 16 ready 3208 bytes from <test@test.com>

Tue Jul 5 16:51:53 2022 Info: MID 16 matched all recipients for per-recipient policy DEFAULT in the inb
Tue Jul 5 16:51:53 2022 Info: ICID 20 close

Tue Jul 5 16:51:54 2022 Info: MID 16 interim verdict using engine: CASE spam negative

Tue Jul 5 16:51:54 2022 Info: MID 16 using engine: CASE spam negative

Tue Jul 5 16:51:54 2022 Info: MD 16 URL http://nytest.exanple.comtest url_ 2022070503 has reputati on nc

Tue Jul 5 16:51:54 2022 Info: MD 16 Custom Log Entry: <<<=== LOGG NG UNKNOWN URL FOR MAI L_LOGS ===>>>

Tue Jul 5 16:51:54 2022 Info: MID 16 queued for delivery

Tue Jul 5 16:51:54 2022 Info: Delivery start DCID 13 MID 16 to RID [0]

Tue Jul 5 16:51:56 2022 Info: Message done DCID 13 MID 16 to RID [O0]

Tue Jul 5 16:51:56 2022 Info: MID 16 RID [0] Response '2.6.0 <20220705165003.1870404@ip-127-0-0-1.1inter
Tue Jul 5 16:51:56 2022 Info: Message finished MID 16 done

Tue Jul 5 16:52:01 2022 Info: DCID 13 close

URL mytest.example.com/test_url_2022070503’% B8 & , &~ “noscore”s URL_UNKNOWNMA
AR HEEMN A H1TE Amail_logs.

ENBRZ2iBHFRRXETalosBIR=RFHPEBARE , RESAWIZURLHETE J Untrusted,
XA LAE“Trace” RAIWECSHEREFER :

Tue Jul 5 16:54:42 2022 Debug: ECS: Finish polling
Tue Jul 5 16:55:42 2022 Debug: ECS: Remediation service notified.
Tue Jul 5 16:55:42 2022 Debug: ECS: Initiating remediation
Tue Jul 5 16:55:42 2022 Info: ECS: Initiating message remediation:
{'from': ['test@test.com'], 'URL': 'http://mytest.example.com/test_url_2022070503', 'message ID':
'<20220705165003.1870404@ip~-172-31-43-120.us-east-2. compute.internal>', 'MID': 16, 'verdict':
'MALICIOUS', 'message UUID': 'e9@dec74-f50b-4a63-9ab2-6addadfcfa22'}
Tue Jul 5 16:55:42 2022 Debug: ECS: Unprocessed Remediation Data : [{'url_hash':
'8c6915e2ebbc9225f8958db@6db33beb4e932ae9e@d8c5b35805a2 Fxxyyxxyy', 'message_details': '{"mid": 16,
"birth_time": "1657039913", "from_addrs": ["test@test.com"], "recipients": ["m wm m i s un'"l,
"delivery_status": 1, "remediation_req_status": 3}', 'created_at': '2022-07-05 16:52:42.04515',
‘verdict': '{"url": "http://mytest.example.com/test_url_2022070503", "verdict": "MALICIOUS"}',
'message_uuid': 'e9@dec74-f50b-4ab3-9ab2-6addadfcf422', 'message_id':
'<20220705165003.1870404@ip-127-0-0-1. internal>"}]
Tue Jul 5 16:55:42 2022 Debug: ECS: Remediation records: [
[

16,

"<20220705165003.1870404@1ip-127-0-0-1. internal>",

1657839913,

"delete",

3,

"[{\"url\": \"http://mytest.example.com/test_url_2022070503\", \"conviction_timestamp\":
\'"2022-87-85 16:52:42.04515\", \"url_hash\":
\"8c6915e2ebbc9225f8958db@6db33beb4e932ae9e@d8c5b35805a2 f xxyyxxyy\" ",

"test@test.com"

]

Tue Jul 5 16:55:42 2022 Debug: ECS: Remediation initiated.
Tue Jul 5 16:55:42 2022 Debug: ECS: Successfully recorded remediation initiation status into datastore.




AfE , Email_logsH , HIAAHTHIRKRAKRFET

Tue Jul 5 16:55:42 2022 Info: Message 16 containing URL "http://mytest.example.com/test_url1_2022070503"'
Tue Jul 5 16:55:55 2022 Info: Message 16 was processed due to URL retrospection by Mailbox Remediation !

EE R MAREE BN RAURLIITHRE, MREAIESMEZHNEMEXH B FHRERMHEEM , &
BEBmail_logsMABRL XM E, A EERTUEERAKRAURLEE @R ER L2 RERS U
HAT RGN E T, EARES , SHREURL_UNKNOWNK ETIREEHHIAID Action > URL
Reputation:



URL Reputation Help

What is the reputation of the URL in the message body, subject or
the message attachments? This rule evaluates the URL using
either the Web Based Reputation Score (WBRS) or using
information from the External Threat Feed engine.

Matching Condition

O URL Reputation
Untrusted (-10.0 to -6.0)

Questionable (-5.9 to -3.1)
Neutral (-3.0 to 0.0)
Favorable (0.1 to 5.9)
Trusted (6.0 to 10.0)
Custom Range (min to max)

© Unknown

External Threat Feeds
This option is currently unavailable because no threat feed

sources have been configured. To create one, go to Mail Policies
> External Threat Feeds Manager.

Use a URL allowed list: MNone a

Check URLs within 7
Message Body and Subject

Attachments
© All (Message Body, Subject and Attachments)

Action on URL within the message body and subject:



TRATRRETRKERATERETEAN. SRFEMFARSELZL  BHBREFREAAXNEZEH
RIR(FP)R, REILMNBRAFEERLETREM  XUESHIESARXRNURLER,
BUAVERFE  ERABELIBRHTHE  SERFHEML.

EMBMNERAMURLFEEN —H , EER XIS TENURLEEE ERZ2RES R FIRIEFR
T2 ERURLEBZEMN.

Content Filter Settings

Name: [URL_REWRITE_QUESﬁONABLE

Currently Used by Policies: = Default Policy

Description: | | Re-write URLs on the cusp of Untrusted reputation to be scanned again at click time, very small
|subset of URLs |

Order: | 3 @ (of3)

Conditions

Add Condition...
Order Condition Rule Delete
1 . URL Reputation . url-reputation(-5.90, -3.10 , "bypass_uris", 1, 1) . &

Add Action... I

Order Action Rule Delete
1 URL Reputation url-reputation-proxy-redirect-strip(-5.90, -3.10,"",0) &

F#URL

i URLBERBIETH , B RITH, BR , EXNE#RT 71T, B, ZURLZHBDRBEEHR
e, EHit , XREFEERRNLAE D
EENRE  EREESIZFARUKREREMBERERE,

EE A BN AN P IURLI AN B, RIFEMHITEPHEURLA SR 4 EE R HIX IR,
ERMNEHFARHAURLAM TRURLUFABREFURLAEZTERZSREMNAREL , JUERPMH
URLE & NeutralfAH FENW B ESNSEE ., WRAIERBEREIL AN ATIERFEFEPHEURL:



Content Filter Settings

Name: ' |URL_NEUTRAL

Currently Used by Policies: | No policies currently use this rule.

Description: | |send questionable Neutral URLs to be scanned again at click time. (Includes messages with

|attachments.) y
Order: 4 B (ofd)

Conditions

Add Condition...
Order Condition Rule Delete
1 URL Reputation url-reputation(-3.00, -0.50 , ™", 1, 1) 7]

Add Action... |
Order Action Rule Delete
1 URL Reputation url-reputation-proxy-redirect-strip(-3.00, -0.50,",0) |7 |

MR 4 BR R

EESMIDXEHURLIERHIRERED, BB , URLFRIEFKEImail_logs , 7T AT “HR 4 ER ER
"(Message Tracking)i¥ {5 B FIREIE(]. Bl :

—4. Email and Web Manager

Email = Service Status Monitoring Tracking Quarantine
M300V

< Back to Summary
Message Tracking

Message |D Header <20220706024922828218@kncefd.top>

Processing Deta

Summary URL Details

05 Juf 2022

18:49:58 . Message 342164 URL: https://www.mobilesuica.jp-ui.buzz/ , URL reputation: -7.1, Condition: URL Reputation Rule,

18:49:58 . Message 342164 URL: https://www.mobilesuica.jp-ui.buzz/ , URL reputation: -7.1, Action: URL redirected to Cisco Security proxy.

R 4 BR R0 9 B = URL B A 1 32 B A R 4 FR 44 & R 48 ZRE T



<d Emall aﬂd Wet} Manager Email -~ Service Status Monitoring Tracking Quarantine S 2 Lol «isce 2ELCURE
M300V
S—
M 5 with iclous URLs In Spam Quarantin
» DLP Viclations essages with Malicious URL 1 In Spam Quarantine
3 DMARC | Messages with Meutral URLs Suspect Spam
> External Threat Feeds ~ Outbreak Filters ~ URL Categories
] URL Rewritten by OF Al
» Forged Email Detection
2 Adult
[ VOF Threat Category Advertisements
> Geo Location Alcahal
Animals and Pets
Artg
| In Qutbreak Cuarantine Astrology
Auctions
Business and Industry

* In Palicy or Virus Quaranting =
Virus Positive

> Remediation
~ Web Interaction Tracking

URL Clicked
Mailflow Direction

Inbownd
Cutbound

& AR D RMEFIRDRAIURL
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https://talosintelligence.com/reputation_center/support
https://talosintelligence.com/reputation_center/support
https://talosintelligence.com/tickets
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<#root>
myesa.local>

websecurityadvancedconfig

Do you want to enable URL filtering for shortened URLs? [N]>

Y

For shortened URL support to work, please ensure that ESA 1is able to connect to following domains:
bit.ly, tinyurl.com, ow.ly, tumblr.com, ff.im, youtu.be, tl.gd, plurk.com, url4.eu, j.mp, goo.gl, yfrog
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Mon Aug 27 14:56:49 2018 Info: MID 1810 having URL: http://bit.ly/2tztQUi has been expanded to https://
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https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-installation-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/cloud-email-security/products-release-notes-list.html
https://www.cisco.com/c/zh_cn/support/security/cloud-email-security/products-user-guide-list.html

Cisco Secure Email and Web Manager3 #4
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- Cisco Secure Email and Web ManagerfYAPI4&iZ 5
- BRNBAZLENIERERER ( 2FVvSMA)
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https://www.cisco.com/c/zh_cn/support/security/content-security-management-appliance/products-release-notes-list.html
https://www.cisco.com/c/zh_cn/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_cn/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-installation-guides-list.html
/content/dam/en/us/products/collateral/security/secure-product-naming-qrm.pdf
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