ESARSEE R4 H (AMP)AI

B3

EibIN

FEESA ENiXAMP
ThEER A

ZE MRS

& A\ BB 3R BE
AMP-+H 14 B 5= 4% 8 44 R BR
SRBRERMT RS

i P B BR

HXEE
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EMGUIB RS , BSMZE"Z 2 RS (Security Services)>“ #5# M 2 #7"(File Reputation and
Analysis)o MCLI , B LLiE1Tampeonfigo IR H BRI EEHN FE X,
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2. REFEERMARBAMEERE, FEREABERE T LN SREERGHTH,
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4. AR FEFENBRAEE., FTHRHMENRENCSHABEFNRERTENE-SHEE
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5. RRARIXEERNE R,
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teat , BHNEAABERBERSR , TARNRNBERG, SXTREEENEEREER , S8
AT, MBRFBERMB RO, B EEM T E PR E T (eicar) FTHE T,

AR HXEXHFENAVAR NG L4 — B R T B AL W IR E R AR E A
, BRIFRERERE. EUBCHRR THRXEXH, XNYBECRAAVABERERF, ITEHR
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W

Thu Sep 18 16:17:38 2014 Info: New SMIP I CI D 16488 interface Management
(192.168. 0.199) address 65.55.116.95 reverse dns host bl u004-ont3s20. hot mail.com
verified yes

Thu Sep 18 16:17:38 2014 Info: ICID 16488 ACCEPT SG UNKNOWNLI ST match sbrs
[-1.0:10.0] SBRS 5.5

Thu Sep 18 16:17:38 2014 Info: Start MD 1653 I CI D 16488

Thu Sep 18 16:17:38 2014 Info: MD 1653 ICI D 16488 From <joe_user @otmail.conr
Thu Sep 18 16:17:38 2014 Info: MD 1653 1CID 16488 RID 0 To:

<any. one@yl ocal _domai n. com>

Thu Sep 18 16:17:38 2014 Info: MD 1653 Message-1D ' <BLU437- SMTP10E1315A60354F2
906677B9DB70@hx. gbl >

Thu Sep 18 16:17:38 2014 Info: M D 1653 Subject 'Your Daily Update''’

Thu Sep 18 16:17:38 2014 Info: M D 1653 ready 2313 bytes from

<j oe_user @ot nai | . conp

Thu Sep 18 16:17:38 2014 Info: M D 1653 nmatched all recipients for per-recipient
policy DEFAULT in the inbound table

Thu Sep 18 16:17:38 2014 Info: 1CID 16488 cl ose

Thu Sep 18 16:17:39 2014 Info: M D 1653 interi mverdict using engine:

CASE spam negati ve

Thu Sep 18 16:17:39 2014 Info: M D 1653 using engi ne: CASE spam negative

Thu Sep 18 16:17:39 2014 Info: MID 1653 AMP file reputation verdict : MALWARE
Thu Sep 18 16:17:39 2014 Info: Message aborted MID 1653 Dropped by amp


http://www.eicar.org/85-0-Download.html target=

Thu Sep 18 16:17:39 2014 Info: Message finished M D 1653 done

E—ANROETR , AMPRIZBERGM4E , HEAFENRBIRINVRENZRLRE,
MGUIKY“BR 4 BB 52" (Message Tracking) tt a] LA B R AEE RV AE R -

18 5ep 2014 21:54:30 (GMT -04:00)  Message 1655 contains attachment 'aicar.com’ [SHAZSE 275a0E 1b0fb6489e54d4 T 1BFIMTILAd 1663 cER5acile 2a 204 53 HaabiG5 1Fa0r),

18 Sep 2014 21:54:30 (GMT -04:00) Message 1655 scanned by Advanced Malware Protection engine. Final verdict: maloaus
18 Sep 2014 21:54:30 (GMT -04:00) Message 1655 attachment 'eicar.com’ scanned by Acvanced Malware Protectian engine. Verdict: Positive
18 Sep 2014 21:54:30 (GMT -04:00)  Message ID 1655 rewritten ta new message 10 1656 by AMP.

W RIEFE MAE ABR AR EE PR A AE AN ERRGHAMPE EF N HMSIEM , &
AT ER AR R -

Thu Sep 18 21:54:30 2014 Info: MD 1655 AWMP file reputation verdict : MALWARE
Thu Sep 18 21:54:30 2014 Info: MD 1655 rewitten to M D 1656 by AW

ARESEE

WEFR , FEHWENMALWARE N E. EENRERRBMAEIIRENTETREN

[WARNING:# 0 3158 & 5 4],
TR0 X RELAER RIRB I BERGEN X , 2 EBAMEAE -

Thu Sep 18 21:58:33 2014 Info: MD 1657 AWP file reputation verdict : CLEAN

AMP-+ER 4 B9 15 2% BB 4 B R

A EGUIR | fEA BB IR ER"(Message Tracking) f“& 4% ”(Advanced) TR £ 8¢ |
EERBREEHHFP E®E’ (Advanced Malware Protection Positive) BB 4 :
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ABchmant: |\ e | Eagies Wih 3 [

Fila SHAZ56: |
SHAZSE chavhsui® & ool bt far fil athac Dredssed by Advancad Malwant Predaction.

AU E

Mestage Bvant: | Sclectlog mudthode ovents wil! expand pour search fo incude mestages Drar madoh each evend [rpe. Howewer, covsiening a0 ewanf foe with abfior sk

cnterg milY narow the seach,
\irus Positive _-* #  Advanced Malware Protection Positive
Spam Pogitive Hard bounoisd
Saiapitt Spam Soft bodsnded
Contained Malicious URLs Dediwiered
Conkained Suspidous URLs URL Categories

Currenttly i Outbreak Quarantine
Quarantired as Spam
Cuarantimed To [Podicy and Vines)
Dutresk Fikers

Masmage Fibes

Lonbend Fiters

OMARC Failyres

BLE Wislationm

BEEEREPRE

MESA GUIF | A& FRBTAMPHEIANVER4MNIRESIRER, St Z=Monitor > Advanced Malware

Protection , HiIRIEEZEE Xt ESEE. ELMEE L@ A RH -



Advanced Malware Protection
Clﬂﬂ'ﬂ‘.'—u—-—

1T Sep 2014 22:00 to 18 Sep 2014 22:21 (GMT -04.:00) Data in time range: 29.55 % complete

Top Incaming Mabvare Threst Files Trend: Incoming Malwars Threat Files

3 -4
2
1
275a021b. fE510F I
r T T T T T T T T T T 1 [l T I LI T 1 I LI LI I
o z 4 ] ] 10 23200 n3:.00 07100 11:00 1500 1900y
Messages
Items Displayed: 1
Total ¥
Malware Threat File SHAZSE Threat Name File Type Infected
Messages
275a02Lb.. FBS LTd0f EMCAREICAR Test file not a_virus-tpd | textiplain 3

T PEHERR

MREXBEIAMPEERHN CHNERRRGXXM , FERMMA AL , SIBKREAMPEHEER 4
Z B0, ELAth BR S5 AR R 4 0/ 5 B 4 R EUR A

ERIEERARN RGP , =5 ASophosBrmERT , '©3RER £ IR HH X MY 4 REURE

Thu Sep 18 22:15:34 2014 Info: New SMIP I ClI D 16493 interface Management

(192. 168. 0.199) address 65.55.116.95 reverse dns host bl u004-ont3s20. hot mail.com
verified yes

Thu Sep 18 22:15:34 2014 Info: ICID 16493 ACCEPT SG UNKNOWNLI ST match sbrs
[-1.0:10.0] SBRS 5.5

Thu Sep 18 22:15:34 2014 Info: Start MD 1659 I CI D 16493

Thu Sep 18 22:15:34 2014 Info: MD 1659 ICI D 16493 From <joe_user @otmail.conr
Thu Sep 18 22:15:34 2014 Info: MD 1659 I1CID 16493 RID 0 To:

<any. one@yl ocal _domai n. com>

Thu Sep 18 22:15:34 2014 Info: MD 1659 Message-1D ' <BLU437- SMIP2399199FA50FB
5E71863489DB40@hx. gbl >'

Thu Sep 18 22:15:34 2014 Info: M D 1659 Subject 'Daily Update Final’

Thu Sep 18 22:15:34 2014 Info: M D 1659 ready 2355 bytes from

<j oe_user @ot nai | . conp

Thu Sep 18 22:15:34 2014 Info: M D 1659 nmatched all recipients for per-recipient
policy DEFAULT in the inbound table

Thu Sep 18 22:15:35 2014 Info: 1CID 16493 cl ose

Thu Sep 18 22:15:35 2014 Info: M D 1659 interi mverdict using engine:

CASE spam negati ve

Thu Sep 18 22:15:35 2014 Info: M D 1659 using engi ne: CASE spam negative

Thu Sep 18 22:15:37 2014 Info: MID 1659 interim AV verdict using Sophos VIRAL
Thu Sep 18 22:15:37 2014 Info: MID 1659 antivirus positive 'EICAR-AV-Test'

Thu Sep 18 22:15:37 2014 Info: Message aborted MID 1659 Dropped by antivirus
Thu Sep 18 22:15:37 2014 Info: Message finished M D 1659 done
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