MAEESSHE RN A X HRARWIERIESA , TH
#15

k]

AXHERMAER —FAEREFSSHEANMFEABAF B MBI , IERECiscol FEi##FLZELTE
BH(ESA)M @ 1T RE(CLI).

MATE ESSHE XM A X BRARIEBIESA , TRHET

NHBZARIE(PK)REE — RN A H/ABBANNINES E. €£RAPK , B—FERRANELEHN
—BRBHER  BRBANAHFHOARNETREHARRGTREAZHNLEFORE, X
B, GRBANAHE AT EBREUBEEINETMASHEFNERIEASR EHRALEY. KA
RAEZH AR MA TR TR,

FERRP , BE- N ZERGERERFANAGERERHNLHF | HINENESA, ZIZEREAR
FERRIEENASID , A AATEHBERMEERE , BHRIBAXNNLEF . SHRTEMURE
SSHEmF BEmRE.

T, Al , FERELFERFTHEANREL, EEXARN—IMERS X AEY M
EZBEENTRBATHE , REEATEB, ESSHERENTABHAN THITOHZARILE
RRRHNZBREE  WETABRATURERE, AEZRERE LRUERE-AFNITEN
FE - ENEREATSTRYELE)VENREEFCLEREET 62 — RINZETABRHCK
RAEBERREL XA ALHNEBRERGEFEHENFL TENENEITEN.
OpenSSHE & 4Lt HFRHISSHRERFHN TR,

Linux/Unix#YSSHkeygen R il

SERA TS RIRER)EENLinu/UNIXTEL (HRFB|/IESA , THAEB, EARflF , Bi1F4
BEENZBEIE,

1) EEH TEh (SRS R L) E Aunixis 5SSHkeygen , A KT RAEHN .

$ ssh-keygen -b 2048 -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/home/[USERID]/.ssh/id_rsa):
Ent er passphrase (enpty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /hone/[USERID]/.ssh/id_rsa.
Your public key has been saved in /honme/[USERI D]/.ssh/id_rsa. pub.
The key fingerprint is:

00:11:22:77:f6:a9: 1e:19:f0:ca: 28: 9c: ff:00: 11: 22 [ USERI D] @ost nane. com
The key's randonart inmge is:

+--[ RSA 2048]----+
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(3 £ #9*the MUbuntu 14.04.1) % &
2)§TFFE#1 (id_rsa.pub)RIBH A HFHAXBXHHEEF AL

$ cat .ssh/id_rsa.pub

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDIg9VBDeF 83m+E/ PLGz UFPal SoJz5F
t 54W 2WUS36NLxmd| O4Xf rr b5bA971 +ZA4YcB1l / HsFLZcol j AKAuBbnp Y5k Xg96A6W
m Yhl +nV2vr hr ODgbci ¢ EAdMe QNSWWHXI EWAcV+6u+Fl H onk SAI DEug6vf nd+bsbcP
Zz2uYnx1l | xbVt G t bW/ssBK3LKkFp9f 0GADI Ys7LsXvQTki xr ECXgeSr r +NLzhU5hf 6
eb9Kn8xj yt f +eFbYAs| aml NEf | 9i 4rj i delebWN\+LnkdcE5eQZsecBi dXvOKNf 45RJa
KgzF7j oke9ni Lf pf 2sgCTi Fxg+gZO0r Q udnt knw [ USERI D] @ost name. com

3) B EIEH IR % H BB ERWESATA T BRI T (RARSS 21 A B E#H DI EH A HSSHE
, FEWINER, EEFHE , FEEBRR

2

i

$ ssh adm n@92. 168. 0. 199

EE R
CONNECTI NG t o myesa. | ocal

Pl ease stand by. ..

Rk S O S O R S O

Passwor d: [ PASSWORD]
Last login: Mon Aug 18 14:11:40 2014 from 192. 168. 0. 200
Copyright (c) 2001-2013, Cisco Systems, Inc.

AsyncOS 8.5.6 for G sco CLO0V build 074

Wel come to the Cisco CLOOV Email Security Virtual Appliance
nyesa. | ocal > sshconfig

Currently installed keys for adm n:

Choose the operation you want to perform

- NEW- Add a new key.

- USER - Switch to a different user to edit.

[1> new

Pl ease enter the public SSH key for authorization.

Press enter on a blank line to finish.

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDIgIVBDeG 83m+E/ PLGz UFPal SoJz5F
t 54W 2WUS36NLxméd| O4Xf r r b5bA971 +ZA4YcB1l / HsFLZcol j AK4uBbnpY5k Xg96 A6 W



m Yhl +nV2vr hr ODgbci c EAdMe QNSWWHXI EWAcV+6u+FI H onk SAI DEug6vf nd+bsbcP
Zz2uYnx1l | xbVt G t bW/ssBK3LKFp9f 0GADI Ys7LsXvQTki xr ECXgeSr r +NLzhU5hf 6
eb9Kn8xj yt f +eFbYAs| aml NEf | 9i 4rj i delebWN\+LnkdcE5eQZsecBi dXvOKNf 45RJa
KgzF7j oke9ni Lf pf 2sgCTi Fxg+gZO0r Q udnt knw [ USERI D] @ost name. com

Currently installed keys for adm n:
1. ssh-rsa AAAAB3NzaClyc2EAA...rQ udntknw ([ USERI D] @ost nanme. com

Choose the operation you want to perform

- NEW- Add a new key.

- DELETE - Renpve a key.

- PRINT - Display a key.

- USER - Switch to a different user to edit.
[1>

nyesa. |l ocal > commi t

4) BHERZMEREFRINE. TEEBRTHNE  HEIFREEBRN

l

nyesa. |l ocal > exit

Connection to 192.168.0.199 cl osed.
robert @bunt u: ~$ ssh adnmi n@L92. 168. 0. 199

E Rk S O S O O

CONNECTI NG t o myesa. | ocal
Pl ease stand by. ..

E Rk S O S O O

Last login: Mon Aug 18 14:14:50 2014 from 192. 168. 0. 200
Copyright (c) 2001-2013, Cisco Systems, Inc.

AsyncOS 8.5.6 for G sco CLO0V build 074

Wel come to the Cisco CLOOV Email Security Virtual Appliance
nyesa. | ocal >

WindowskE9SSHkeygenRfi

ERATSRIRER)FEZNWindows T (HRFI|/IESA , TAEBE, EXRfF , RiIT21E
E'ﬂzj]ﬂf?ﬁglglno

Note: HEMWindowsfE AR EFI A NABRFNE(L, BRFERARNER TFEREENRE
ABNARFHNERAER, WREFEAPUTTYHMPUTTYGen,

1) T FFPuttyGen,

2) W TFERMZANRE | FikFESSH-2 RSA,

3) REEREH,

4) EAERZ TR ENEREXE. YHEEFREXTIAR , PuTTYgenE KGN ZEHR



5) EXBEWNEEFRBA—FHEE, FRNEBDEEZFRRBAREBREEE. LREARH
, TRZBERE  BRRFHEEX,

6) REREFETABARMARELTAZER,
Note: B4 MREFERAZH., EHFEECTERIENITEN.

7) ENAFERABA R R G HARICRNEM B/OpenSSH authorized_keys X423 #2240 3 H k2%
BmAE.

8) K — M NAFRBEABMARESGH BARES,

9) EAPUTTY , 152 Fh | ER/Y %#Hﬁﬂl_i’&ﬂ’]ESAL&—Ji&?E’JWindowsIVEﬁE(ZiH&“%E)ﬁFHM
#HoERFMEFINIE- 48 *D@MEE&E’J’\ASSH%""‘%HO FEEFRHE , EREBRE

login as: admin

Usi ng keyboard-interactive authentication.

Password: [ PASSWORD|

Last login: Mon Aug 18 11:46:17 2014 from 192. 168. 0. 201
Copyright (c) 2001-2013, Cisco Systens, Inc.

AsyncCS 8.5.6 for G sco CLOOV build 074

Wel come to the Cisco CLOOV Emmil Security Virtual Appliance
nyesa. |l ocal > sshconfig

Currently installed keys for adm n:

Choose the operation you want to perform

- NEW- Add a new key.

- USER - Switch to a different user to edit.
[1> new

Pl ease enter the public SSH key for authorization.

Press enter on a blank line to finish.

ssh-rsa AAAAB3NzaClyc2EAAAABIQAAAQEA] 6Rel +gqLU3WLUQAMUGRD620B+t pdkj kgBn
5Nf Yc+qr t yB93st G380LT4s0zHnhuKJILTdwBg/ JHIFUNO7 7BY+21GYGS27dMp3UT9/ VuQ
Tj P8DMAKCa+8Mpc9ePdCBZp1CAct 9or oi dUT3V3Fbl 5MBr L84/ gonSi +7i FcO9uGaqgDM
/ h+RxhYeFdJLechMY5nNOadVi FI oKGV1t z3K9t Op+j EVBI 9TJf +f | 5X6yxpBBDoNcaB9

j Nw@Bv7vcel ZBv+f | 980c XDISNt 080 Xaef yD2Vupht NASEHwWx +f 6eeA8f t | mD+Pgt gnAs

c2T+i 3BAAC73xwM_+11 GB2zY51pudnt knw r sa- key-20140818

Currently installed keys for adm n:
1. ssh-rsa AAAAB3NzaClyc2EAA. .. 51pudntknw (rsa-key-20140818)

Choose the operation you want to perform

- NEW- Add a new key.

- DELETE - Renpbve a key.

- PRINT - Display a key.

- USER - Switch to a different user to edit.
[1>



nyesa. |l ocal > commi t
10) MPUTTYERBE OMEEEENCREFLFENESAN | BiRERE> SSH>WIEME THF
HNHRIEFEN , $EXEH EERENERETABHANSERHEG,

1) REFEEXH) PUTTYH , HEREH M. EESHAFE , IRFTELEREFRIEENTIL
REHAF, BI85 TERIISIERA 134 FILE-NAME OF SAVED PRIVATE KEY] , 24 2
B

login as: admin

Usi ng keyboard-interactive authentication.

Password: [ PASSWORD)|

Last login: Mon Aug 18 11:46: 17 2014 from 192. 168. 0. 201
Copyright (c) 2001-2013, Cisco Systems, Inc.

AsyncOS 8.5.6 for G sco CLO0V build 074

Wel come to the Cisco CLOOV Email Security Virtual Appliance
nyesa. | ocal > sshconfig

Currently installed keys for adm n:

Choose the operation you want to perform

- NEW- Add a new key.

- USER - Switch to a different user to edit.
[1> new

Pl ease enter the public SSH key for authorization.

Press enter on a blank line to finish.

ssh-rsa AAAAB3NzaClyc2EAAAABI QAAAQEA] 6Rel +gqLU3WLUQAMUGRD620B+t pdkj kgBn
5Nf Yc+qrt yB93st G3801T4s0z HnhuKJLTdwBg/ JHdFUNO7 7BY+21GYGS27dMp3UT9/ VuQ
Tj P8DMAKCa+8Mpc9ePdCBZp1CAct 9or oi dUT3V3Fbl 5MBr L84/ gonSi +7i Fc9uCaqgDM
/ h+RxhYeFdJLechMY5nNOadVi FI oKGr1t z3K9t Op+j EVBI 9TJf +f | 5X6yxpBBDoNcaB9

j Nw@v7vcel ZBv+f | 980c XDISNt 080 Xaef yD2Vupht NASEHwWx +f 6eeA8f t | mO+Pgt gnAs

c2T+i 3BAAC73xwM_+11 GB82zY51pudnt knw r sa- key-20140818

Currently installed keys for adm n:
1. ssh-rsa AAAAB3NzaClyc2EAA. .. 51pudnt knw (rsa- key-20140818)

Choose the operation you want to perform

- NEW- Add a new key.

- DELETE - Renpve a key.

- PRINT - Display a key.

- USER - Switch to a different user to edit.
[1>

nyesa. |l ocal > commi t

HXRER

- BB THHRSL T R-BLAFERE
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