HRESFXEMAEER
B
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REH

R

Jiil:oEiRes

RHEBEEX
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YN

Z2MRSF

REER

HFELE Ak )

CLIZ I E X

= #1175 (8] 2 (HR 4 5K > = 41117 (8] 2= (HAT))
BRI EE (ERIARRES BN )

& A HR 4 R BE

IR R 1 SR B

HiigE

TA) B (MR 44 3K B >1A] B4 )

B iR sl (HR 4 SR RE> B ARl )
EARABTIEEE
AEABDIRES

Cisco Live

HiER

BRl= 4B F B4 N 3 S
TR = o S

Cisco Secure Email and Web ManagerX 4
BRlL e |

HXEE

b))

A

5

PH:

Kl

AXEN BN LMY EMIRUENERBEEHRITRADT. BERLLEifcErNEEEERT
MAXMERLZLBEMANEEERNRESRNTARE. BERNZ2MHRIBENEAZMXH
BL—(NNHBEFMEBEESS, SBriENKEXRKESEE R FEAMTEmail and Web
Manager E I fRE X#TEF EE,

TR



=R
BREVUETHUTER

- BRL2mHEMRFELEMK , UIFICLIEE

. Cisco Secure Email Email and Web Manager, UIRE®E

- BRRL B EF/ ALUERCLIER ; FZ5H:m ST RE(CL)IA M
ERANEH

ANHEPARERREHN I ZLEMEFNEEANSREBENRESIREN.

AXHEPNEEHRRETREXREREFNREFEN ., FAXHFEANMERZRENERAR
(A ) RE. MRENMELTEHIRS , FHRRETHRAERSHBERRE,

Mx™=m
AXAEEATUATHE -

- BRZ eI GEHRELRE
. Cisco Secure Email and Web Managers i & 44 F & % &

FHREX

EEANMEEER ENENLZLMHECSEIRENEFREX, BEREHNBEFERENWebERE
RUEEREKX :

- ACCOUNT_TAKEOVER

- R E SR

- BLOCK_ATTACHMENTS

- FRLEFIR

- DKIM_FAIL

- DMARC_QUARANTINE

- DMARC_REJECT

- FORGED_EMAIL

- INFORECTIVE_CONTENT
- &=

- OPEN_RELAY

- SDR_DATA

- SPF_HARDFAIL

- SPF_SOFTFAIL

- TG_OUTBOUND_MALWARE
- URL_MALICIOUS


https://docs.ces.cisco.com/docs/ces-customer-cli-access

ZMXEME R

S BAFHREFRXEEER 2 , FEEFNTHRETAXHFRENFEIERNEE
FIBNEMER, EXEEZA , BERENBERCXIREIN, EERFSLEDSM)BEEFH
BAo

EXER

HB 4+ 2 B> W 4F A U5 18] R (RAT)

WHABRIRE L ALMTEFES LRGN, ZREDEEBUUR REIERIEL, BFRE
RAT , REFERMMNEES,

Network > SMTP Routes

MR SMTPE B B 5  Microsoft 365 , i5Z [#Office365 Throttling CES New Instance with "4.7.500
Server busy", BEHEEIR",

R MRS
FEHRENE , I FmEERLZeH=EARESHNERS -
IronPort/= 3 3 B £+ (IPAS)

- B A} EEAlways scan TM#INever scan 2M
- PR R 60 B
URL &3

- BAURLD EMEELIESR

- (( Wik ) BIEMEE R R bypass_urls’HIURL AT 5K

- BAMERERE

- BHRIRE: URLEHER : 15 B IEXHMMHFRREN &R AURLE | 400EBHHFHURLI AR
HREF:TURLAEXiE% : B A

. ( A& ) MAsyncOS 14.2 for Cloud GatewayFF#g , FJIAEAURLE MR RFURLAN ; &
2 )12 LAY MR AN 15 BA F0 R 22 4 B 44 X o F = ) > Fil B URL T 58

JX €2 BB 44 e

- I8 F It Bt EAlways scan IMAMINever scan 2M
- PEEERAFRERT 0 60 B
BETIRER

- BRBENAN


https://www.cisco.com/c/zh_cn/support/docs/security/cloud-email-security/213342-office365-throttling-ces-new-instance-wi.html
https://www.cisco.com/c/zh_cn/support/docs/security/cloud-email-security/213342-office365-throttling-ces-new-instance-wi.html
https://www.cisco.com/c/zh_cn/support/docs/security/cloud-email-security/213342-office365-throttling-ces-new-instance-wi.html
https://www.cisco.com/c/dam/global/zh_cn/td/docs/security/ces/release_notes/Cloud-Hybrid-Email-Security_Release_Notes.pdf
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118775-technote-esa-00.html

- BRI R ARERH RN 2K

- BRAMZR B RER
BB BRI > X EHM DT

- BRAXHEE

- BRAXHAS T B2 R 2 RRE UKE X2 R E
M 45 BB R

- ERELNERASER (NREE)

ReEEE
RF (REEE>AF )

- BIRBEEHRESK A KA NZBIREXBRNEBEEER
- AT, BEH S ARER B FIHRML(LDAP)# 1T E B RIE(REEE> LDAP)
AEITH (REEE>AFITH )

- MMRKEE , FOEAEH  BERLIERAXRURLEEEFHKAX
. E*AXRIT £ F/IRIE"(Log Subscriptions Global Settings)® , 4RiEIRE HIFELHFMB. M,
EE. B&A.

HaE R ( ik )
FEFEMERNEMERS -
REEE> LDAP

- MRBELDAP , ERIEW/F A 7SSLAHLDAP
URLBA 4

- BRURLI N SEHEERESR , FZRATEMHMXMNEMXBEEURLTIE.,
- BRLERATRFR TURLBAH ; S RURLBL 1S
- URLprHEEEH BN — LRl 8EEARHH,

SPF

. R AREEHESE(SPF)DNSIERRESMHABOIEN, Hit , BRBEINENAMEREE
SPF. DKIMAIDMARCR{EXEa AL £ MAS., BXSPFRIEVFEMAFESR , FSHSPFELE
MBfERE.

N TFRNZLBMEEF , RAXNENPRENBRAFEEMXNE , LEEREA RN
A EH.

TR E~allE — allz 8] , BEIZHEIDNS TXT(SPF)idxkH ( MREFE )

exists:9%i}.spf.<allocation>.iphnm.com


https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118775-technote-esa-00.html
https://docs.ces.cisco.com/docs/url-defense
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/117973-faq-esa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/117973-faq-esa-00.html

AR BRSPFiERKL~all® — allER. EEMERZHMZERIEENSPFIER !

- BXRSPFHNEZFEENHEERFEENIER

SPFiZEK &= — B FSPF&E K (dmarcian.com)SPFidFi&EA & — FrESPF - dmarcian.com

H 1 SPF R B

- SPFEY —MREF R 2 M = W 5 452 UK R 7 BB 44 A e ML At iR 44 BR 55 8% 325 Hh U BB F R 4, AT BA

£/ a : "HLEIE E R EH

v=spfl nx a:mail 01l. yourdomai n. com a: mai | 99. your domai n. com ~all

- MRMUBE MR KR EH B FER4E , B UER -

v=spfl nx exists:%i}.spf.<allocation>. iphnk.com~all

CEAREBIR | ipd : "Hip6 : "HLAIIEEIPH A RIPHE AT

v=spfl exists: %i}.spf.<allocation> iphnmx.comip4:192.168.0.1/16 ~all

TRE(CL)IEE,

CLIZ BIE X
L MARRERAR , BNRLABEEF TUERCLIGR ; #3HHD
L vt -

- B LEEH BN SEXKRIERE
- IEE N AR MK T By LE BB ER IR AV R
VS YIIE EPUR A

- BEACLI , 5% E H /3 AaddHeaders’H B4 E 25

addHeader s:
{

i f (sendergroup != "RELAYLIST")

i nsert-header ("
i nsert-header ("
i nsert-header ("
i nsert-header ("
i nsert-header ("
i nsert-header ("

-lronPort-Renpotel P', "$Renotel P');
-lronPort-M D', "$MD");
-lronPort-Reputation", "$Reputation");
-lronPort-Listener", "$RecvListener");
-l ronPort - Sender Group", "$G oup");
-lronPort-Mil Fl owPol i cy", "$Policy");

X X X X X X

EH T R R (4B 4F SR> EHL U5 R R (HAT))


https://dmarcian.com/spf-survey/
https://dmarcian.com/spf-syntax-table/
https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/214844-best-practices-guide-for-anti-spoofing.html
https://www.cisco.com/c/zh_cn/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_01000.html

HATELR>H b &4 A4

. ESARFIERE : 2IEMEANEN A HEAL BYPASS SBRS — WEEEENRIEERSWE
MY_TRUSTED_SPOOF_HOSTS — HImdE25H — &9 TLS_REQUIRED — B FTLS& &lE
3
EFE N HSUSPECTLISTR AL S

- ESARFER : £ ARIF . 41 5 A“SBRS Scores on None”, ( ik ) /5 A“H Flnad
DNSHE | EEEHPTRIERER KK,
FZHHAT R

. BLOCKLIST_REFUSE [-10.0%/-9.0]5% & : BLOCKED_REFUSE
- BLOCKLIST_REJECT [-9.0%-2.0]% # : BLOCKED_REJECT

. SUSPECTLIST [-2.0%/0.0MSBRSF % “F" 15k B : 2 PRI

- EZHIR[0.010.0]5R8 : BEZ

AR HATRGIE R 7T NEENER 4R RBEMFP), BEXMFPHEEER , BZHALE
ERHT R4 EE>Z AMBW , THRECTEN DR bR 4 M5 /Y AE B R A/
AsyncOS,

HAT R

Add Sender Group... | Import HAT...
SenderBase™ Reputation Score (7) External Threat Feed

Order | Sender Group 10 -8 ] 4 2 0 7 4 B 2 410 | Sources Applied Mail Flow Policy Delete
1 . SMA . Mone applied RELAYED . ﬁ
2 CISCO_MONITORING Mone applied ACCEPTED i
3 l RELAYLIST l l Mone applied l RELAYED |
a | TLS _REQUIRED ' None applied TLS_REQUIRED imj
5 l MY_TRUSTED_SPOOF_HOSTS l MNone applied ACCEPTED o}
6 BYPASS_SBRS_SPAM MNone applied ACCEPTED_NOSPAM r
7 l BYPASS_SBRS l l Mone applied l ACCEPTED l |
8 . BLOCKLIST_REFUSE = MNone applied BLOCKED_REFUSE r
] l BLOCKLIST_REIECT || o— MNone applied BLOCKED_REJECT i}
10 SUSPECTLIST = MNone applied THROTTLED i
11 . FREEMAIL . . Mone applied . THROTTLED |
12 l ACCEPTLIST l MNone applied ACCEPTED r

. ALL . Mone applied ACCEPTED

Edit Order... | Export HAT...

B 4 it S By (RR LA SR B 2 )
BIAK S



https://www.cisco.com/c/zh_cn/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_0110.html?bookSearch=true#task_1098198
https://www.cisco.com/c/zh_cn/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_0110.html?bookSearch=true#con_1096318
https://www.cisco.com/c/zh_cn/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_0110.html?bookSearch=true#con_1096318
http://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html
http://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_cn/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_0110.html?bookSearch=true#task_1096040

Z2iiE

- FHERERZE(TLS)IRENEIE

- BRAXRMH ARBAELR(SPF)

- J3 FADomainKey ldentified Mail(DKIM)

- BRAETEHNERGSHBRIE, REM—BE(DMARC)®IEH &L B RIRRE

AR : DMARCEEF/NN AR SR E. B<DMARCHFMER |, HSHASIEE AR
# 5B K> DMARCRIE" , THREZEEHBN BRI L EhB 4R <YM MARZAHIAsyncOS.

& A BB SR BE
BIARBE R BT -
R B4

-BA BEREARARE. (NTF2HERATEKIEMIRK. )
BrimE

- ERAFRHE - REERE BRESEXRLEERECEA
- XN T RERRNER 4 NBRREN MY | FREFHARRBRFRENE
AMP

- N FTEREAHB A4S R RE | 15 A Advancedf1Add Custom Header to Message, X-TG-
MSGERROR , & : %%,
- W FFTERHEERR H#E | i5#F HAAdvanced#1Add Custom Header to Message, X-TG-
RATELIMIT , 1B : &%,
- NTF XYoL TFERRSHEY | SEAXN B4R ANERE  BE
PR 2 hB 4

- ABANER(Marketing, Social, Bulk)/g A3 , #9Add Text to Subjectf & , #R¥EN
Deliver,
N THBERHRE  BEABRANFMERBNEL ( Wik ) :X-Buk , B : &4,
AN EES

- BIEFENABLEDFURL_QUARANTINE_MALICIOUS, URL_REWRITE_SUSPICIOUS,
URL_INFORECTION, DKIM_FAILURE. SPF_HARDFAIL, EXECUTIVE_SPOOF,
DOMAIN_SPOOF, SDRMTG_RATE_LIMIT

- AEERERTAXERNRTIER

BAE R AR

- RN R D N3, BFRBFENZTEERAT IR, MRBANRBHRINEFTHESLRE , &F
HeBERRAREX. (1=%ERM , 5==SRHH )

- |3 AR S T

- ARFREEMEE AMRERURLEE.


https://www.cisco.com/c/zh_cn/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_011001.html?bookSearch=true#con_1194090
https://www.cisco.com/c/zh_cn/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010110.html?bookSearch=true#con_1148397
https://www.cisco.com/c/zh_cn/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010110.html?bookSearch=true#con_1256003
https://www.cisco.com/c/zh_cn/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010110.html?bookSearch=true#con_1225789
http://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html

- FEFTEHRRN - [WTeERYSthreat_category K]

Add Policy...
Order | Policy Name Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters Outbreak Filters | Advanced Phishing Protection | Delete
1 BLOCKLIST Disabled Disabled {use default) Disabled BLOCKLIST _QUARANTIME Disabled {use default) "
2 ALLOWLIST Disabled {use default) {use default) Disabled {use default) Disabled {use default) |
3 ALLOW_SPOOF | (use default) {use dafault) {use default) (use default) URL_QUARANTINE_MALICIOUS | (use default) {use default) |-

URL_REWRITE_SUSPICIOUS
URL_TNAPPROPRIATE
SDR

Default Palicy  Troi Po £ An sn m Sophos URL_QUARANTINE_MALICIOUS = Retention Time: | Not Available
Positive: Dro McAfoe ed | URL_REWRITE SUSPICIOUS | Virus: 1 doy
S pcc ed: Q Encrypted: Deliv. URL_INAPPROPRIATE Other: 4 hours
Unscannable: L‘k:ln-' DKIM _FAILURE
Virus Positive; Drog SPF_HARDFAIL

EXECUTIVE_SPOOF

REEH (ET)

- BHL1E 3 3% B 4 SR W

BLOCKLISTHR+ R BEEL BN B BB FR BB MM 2B RS , FER
QUARANTINE#RE4E 2B M BB AR

. ALLOWLISTHB 4 mE

ALLOWLISTHR 4R E A R Kap4F, w4 , AR
URL_QUARANTINE_MALICIOUS, URL_REWRITE_SUSPICIOUS. URL_INFORCISE,
DKIM_FAILURE, SPF_HARDFAIL, EXECUTIVE SPOOF. DOMAIN_SPOOF. SDR.
TG_RATE_LIMITRZEEMEBEN NI TIEI[E A TAELIERS.

. ALLOW_SPOOFHB 45K ik

ALLOW_SPOOFHR# 5K i 5 FFT A BRIABRSS , # B NURL_QUARANTINE_MALICIOUS,
URL_REWRITE_SUSPICIOUS, URL_INFORCISE, SDREZ&EMEENNBTIEREH
W‘,ﬁ\“ l)ﬁ%%o

5\ B 4 2R Bt
BRIAEMNEBRLLT -
S SR B 4

- 25
BriRE

- BB - NEAREE BUEE P I EXIRLE R,
. (Wit ) X FFIAEEE : Advanced > Other Notification , /3 f“Others’ HEBE BN EE R
ISOCEX R A BB FHB {4 ttb hit

BREERGRE

- RBAXHEE
- SRR RS LN F 3% %4 £ F Advanced f1Add Custom Header to Message:X-TG-
RATERLIMIT , {B : “IE#, ”



- BEBERFMH4AHB4 - £ AAdvancedF1Add Custom Header to Message:X-TG-
OUTBOUND , f& : "BNZBEH%4, "
g =t e

3

2E-Se:d

. BB AHERZEFENTG_OUTBOUND_MALICIOUS, Strip_Secret_Header,
EXTERNAL_SENDER_REMOVE, ACCOUNT_TAKEOVERERAIEES,
R EER

- 25
DLP

- RIFEHNDLPF AT MDLPEESS A

H A% R

TS ( BB RE>TRIBE )
- /8 F 3 % @ Profanity #1Sexual_Content=¢ 5
- {F AT E 1T B #r el EExecutive_FED1A B2 3t 17 £ 38 BB 44
RFBEXKRE, B, RLEHNEE , N ZRIHE MR T 02 M niE A

B #Ri24% ( HB4FSRME> B #RiRH )

X FRUAE , FTLSXERENEE
- SET BN WebR4H78 00 B #7 H R ERIEKRY H 5
- BXEREE , FSIEA B iR 6% E PR & i vk BB YRR ISR,

Destination Control Table Items per page

| Add Destination... | Import Table
All
O

Domain & IP Address Preference Destination Limits TLS Support | DANE Support ~ | Bounce Verification * | Bounce Profile | Delete

500 concurrent connections, -
.protection.cuticok.com | Default 50 messages per connection, | Required Default Default Default [
Default recipient limit

20 concurrent connections, .
gmail.com Default 5 messages per connection, Default Default Default Default ]
20 recipients in 1 minutes

20 concurrent connections, =
hetmail.com Drefault 5 messages per connection, Default Default Default Default ]
20 recipients in 1 minutes

20 concurrent connections, -
yahoo.com Drefault 5 messages per connection, Default Default Default Default [
20 recipients in 1 minutes

500 concurrent connections,
Default IPv4 Preferred 50 messages per connection, Preferred None Off Default
No recipient limit

{ Expor‘t.Tai'Jle

* Bounce Verification settings apply only if bounce verification address tagging is in use. See Mail Policies > Bounce Verification.
~ DANE will not be enforced for domains that have SMTP Routes configured.
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NESE R

AR AXRXARTERNHEMEE , BEAACEETN NRTTIRR , RIECHENEH
L2 HR 4 P X B9 AR ABY AsyncOS.

EARBIRR
URL_QUARANTINE_MALICIOUS
%M : URLIE# ; url-reputation(-10.00, -6.00, "bypass_urls", 1, 1)

B BE : BE("URL_MALICIOUS")

URL_REWRITE_SUSPICIOUS
%M : URLIE# ; url-reputation(-5.90, -5.60, "bypass_urls", 0, 1)

1€ . URLIE# ; url-reputation-proxy-redirect(-5.90, -5.60,"",0)

URL_INFORCISE

%M URLZES ; url-category(['Adult', 'Child Abuse Content', 'Extreme’, 'Hate Speech’, 'lllegal
Activities', 'lllegal Downloads', 'lllegal Drugs', 'Copying', 'Filter Avoidance'], "bypass_urls", 1, 1)

1€ : BB® ; duplicate-quarantine("UNITABLE_CONTENT")

DKIM_FAILURE
£ : DKIMB 51 ; dkim-authentication == hardfail

®1E . I® ; duplicate-quarantine("DKIM_FAIL")

SPF_HARDFAIL
%M : SPFRIE ; spf-statust ==k

1€ . I® ; duplicate-quarantine("SPF_HARDFAIL")


http://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html

EXECUTIVE_SPOOF

KM - DB BRI ; HhiE A EBERHS N ("Executive_FED", 90, ")

St HAIRk ; 33K ("X-IronPort-SenderGroup")!= "(?i)allowspoof"

* set Apply rule:{X i Fit 5 5k £+ #B P B it

B RI/RIREX | editheader-text("Subject”, "(.*)", "[EXTERNALI\")

B4 . BE ; EERE(‘FORGED_EMAIL")

DOMAIN_SPOOF
St . HA3Rk ; header("X-spoof")

1€ : FB® ; duplicate-quarantine("ANTI_SPOOF")

3l IR

%M =HEE,;sdr-reputation(['bad], ")
&M - H{EE ;sdr-age (“K”. <. 5, )
* set Apply rule: IR —PRBS MR TE

1B4E . I8 ; duplicate-quarantine("SDR_DATA")

TG_RATE_LIMIT
K4 HABIRL ; RL('X-TG-RATELIMIT")

BE  RMMAEXSEKE ; log-entry("X-TG-RATELIMIT:$filenames")

BLOCKLIST_QUARANTINE
&M ()
BE . BE  BE ("HLIIK)



1
2

3

Order | Filter Mame

URL_QUARANTINE_MALICIOUS
URL_REWRITE_SUSPICIOUS
URL_INAPPROPRIATE
DHEIM_FAILURE
SPF_MARDFAIL
EXECUTIVE_SPOOF

DOMAIN_SPOOF
508

TG_RATE_LiMIT

BLOCKLIST GUARANTINE

SAMPLE_ATTACHMENT_BLOCK

SAMPLE_SPF_SOFTFAIL

SAMPLE_MACRO

SAMPLE_ATTACHMENT PROTECTED
SAMPLE_LANGUAGE_ UNKNOWN
SAMPLE_INAPPROPRIATE_CONTENT
SAMPLE_REPLY-TO_MISMATCH
SAMPLE_EXTERNAL_SENDER
SAMPLE_COUNTRY_FILTER

Ecet Fifter Ovcer... '

Descrigtion | Rules | Policies

URL_QUARANTINE_MALICIOUS: if [urb-reputation]-10.00, -6.00 , “bypass_uris®, 1, 1]} { quarantine("URL_MALICIOUS"); }
URL_REWRITE_SUSPICIOUS: if [url-régutBtisn]-5.90, -5.60 , "bypbss_urls™, 0, 1)) { url-reputation-pesay -redwect(-5.00, -5.60,",0); }

URL_IMAFPROPRIATE: if {url-categary (["Adult’, "Child Abuse Content’, ‘Extreme’, ‘Hate Speech’, 'lliegal Activities’, ‘Tllegal Downloads', “[Begal Drugs', ‘Pornograghy’, ‘Filter Avoidance'], “bypass_uris”, 1, 1)) {

duplicate-quarantine] “TNAPPROPRIATE_CONTENT™); }

DEIM_FAILURE: if (diim-suthentication = = “hardfsil™) { duplicste-quarantine] "DKIM_FAIL™): }

SPF_MARDFAIL: if {spf-status == *fail') { duplicate-guarantine("SPF_HARDFAIL™); }

EXECUTIVE_SPOOF;: if (ferged-email-detection(* Executive_FED®, 90, )] AND (header{“X-IranPart-SenderGroug™) |= “[Tlallowspeol™) { edit-header-test{“Subject”, =(.*)", T[EXTERMALIV1®); duplicate-

nuarantine]"FORGED_EMAIL™Y; }

DOMAIN_SPOOF: of (header("X-Spoet™]) { duplicate-quarantine] "ANTI_SFOOF™); }

SOR: o (sdr-reputation (Pamful'l, ")) OR (sdr-age {"days”, <, 5, =) { dupScate-quarantine("SDR_DATA"); }
TE_RATE_LIMIT: if {header("%-TG-RATILIMIT® ]} { log-entry("¥-TG-RATELIMIT: $fitenames®); }

BLOCKLIST_QUARANTINE: i {true] { quarsntina{"BLOCKLIST); }

SAMPLE_ATTACHMENT_BLOCK: if (attachment-filetype == ‘Exnmabﬂn ) OR (attachment- -lenm == 7,

(205 | ad [ade]adp]asp|bas| bat | ch Jirisi|r |ser b Ivbelwbs|vasivst]
gquarantine( *BLOCK_ATTACHMENTS"); drop(); }

SAHPLE_SPF_SOFTFAIL: if (spf-stalus == "softfed”) { duplicete-quarantine("SPF_SOFTFAIL"); }
SAMPLE_MACRD: if {macro-detection-rute {['Adebe Portable Document Parmat!, Microsoft Office Files', “OLE File types'])) { quarantine{*MACRO®); }
SAMPLE_ATTACHMMENT_PROTECTED: i (sttachmant-protected) { leg-sntry(*Encrypted: SMID®); §

SAMPLE_LANGUAGE_UNKNOWRN: It gelanguage == “unknown®) { teact{*Subdect”, ==}, “[SUSPICIOUS\\1"); )

SAMPLE_INAPPROPRIATE CONTENT: if (dictionany-match{"Profanity”, 1)) OR (dictionary-match["Sexual_Content”, 1)) { quarantine["INAPPROPRIATE_CONTENT™); }
SAHPLE_REPLY-TO_MISMATCH: if (header("reply-to")) AND (header(“reply-to") |= **fenvelopefromi®) { add-heading{*SAMPLE_REPLY-TO_WARN®Y; log-entry("REPLY-TD MISMATCH'); }
SAMPLE_EXTERNAL_SENDER: if [subject |= “[EXTERNALY") { edit-header-text("Subject®, *(.*)", "[EXTEANALPWI®); }

SAMPLE COUNTRY_FILTER: if (geclscation-rule (['Canada']}} { log-entry(*From Canads®); }

157} { duplicste-

Duglicate  Delete

FEFFFEFESF F FFFF F FF FFF

oD RS B DD DD B DD

SERNERLER

TG_OUTBOUND_MALICIOUS
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https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-installation-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/cloud-email-security/products-release-notes-list.html
https://www.cisco.com/c/zh_cn/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/zh_cn/support/security/content-security-management-appliance/products-release-notes-list.html
https://www.cisco.com/c/zh_cn/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_cn/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-installation-guides-list.html
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https://www.cisco.com/c/zh_cn/support/index.html
http://www.open-spf.org/Project_Overview/
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